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About Cisco 10S Software Documentation

Last Updated: November 20, 2009

This document describes the objectives, audience, conventions, and organization used in Cisco 10S
software documentation. Also included are resources for obtaining technical assistance, additional
documentation, and other information from Cisco. This document is organized into the following
sections:

¢ Documentation Objectives, page xvii

e Audience, page xvii

¢ Documentation Conventions, page xvii

¢ Documentation Organization, page Xxix

¢ Additional Resources and Documentation Feedback, page xxviii

Documentation Objectives

Cisco I0S documentation describes the tasks and commands available to configure and maintain Cisco
networking devices.

Audience

The Cisco |OS documentation set is intended for users who configure and maintain Cisco networking
devices (such as routers and switches) but who may not be familiar with the configuration and
maintenance tasks, the relationship among tasks, or the Cisco 10S commands necessary to perform
particular tasks. The Cisco |OS documentation set is also intended for those users experienced with
Cisco |0S software who need to know about new features, new configuration options, and new software
characteristics in the current Cisco |OS release.

Documentation Conventions

In Cisco |OS documentation, theterm router may be used to refer to various Cisco products; for example,
routers, access servers, and switches. These and other networking devices that support Cisco 10S
software are shown interchangeably in examples and are used only for illustrative purposes. An example
that shows one product does not necessarily mean that other products are not supported.
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I Documentation Conventions

This section contains the following topics:
¢ Typographic Conventions, page xviii
¢ Command Syntax Conventions, page Xviii
¢ Software Conventions, page Xix
¢ Reader Alert Conventions, page xix

Typographic Conventions

Cisco 10S documentation uses the following typographic conventions:

Convention Description

A or Ctrl Both the » symbol and Ctrl represent the Control (Ctrl) key on a keyboard. For
example, the key combination D or Ctrl-D means that you hold down the
Control key while you press the D key. (Keys are indicated in capital letters but
are not case sensitive.)

string A string is a nonquoted set of characters shown initalics. For example, when
setting a Simple Network Management Protocol (SNMP) community string to
public, do not use quotation marks around the string; otherwise, the string will
include the quotation marks.

Command Syntax Conventions

Cisco |OS documentation uses the following command syntax conventions:

Convention Description

bold Bold text indicates commands and keywords that you enter as shown.
italic Italic text indicates arguments for which you supply values.

[x] Square brackets enclose an optional keyword or argument.

An ellipsis (three consecutive nonbolded periods without spaces) after a syntax
element indicates that the element can be repeated.

[ A vertical line, called a pipe, that is enclosed within braces or square brackets
indicates a choice within a set of keywords or arguments.

[x]y] Square brackets enclosing keywords or arguments separated by apipeindicate an
optional choice.

{x]y} Braces enclosing keywords or arguments separated by a pipe indicate a
required choice.

[x{y|z}] Braces and a pipe within square brackets indicate a required choice within an
optional element.
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Documentation Organization

Software Conventions

Cisco 10S software uses the following program code conventions:

Convention Description

Courier font Courier font is used for information that is displayed on a PC or terminal screen.
Bol d Courier font |Bold Courier font indicates text that the user must enter.

< > Angle brackets enclose text that is not displayed, such as a password. Angle
brackets also are used in contexts in which the italic font style is not supported;
for example, ASCII text.

! An exclamation point at the beginning of alineindicatesthat the text that follows
is acomment, not aline of code. An exclamation point is also displayed by
Cisco |OS software for certain processes.

[ ] Square brackets enclose default responses to system prompts.

Reader Alert Conventions

Cisco 10S documentation uses the following conventions for reader alerts:

A

Caution  Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

)

Note = Means reader take note. Notes contain helpful suggestions or references to material not covered in the
manual.

Timesaver  Means the described action saves time. You can save time by performing the action described in the
paragraph.

Documentation Organization

This section describes the Cisco |OS documentation set, how it is organized, and how to access it on
Cisco.com. It also liststhe configuration guides, command references, and supplementary references and
resources that comprise the documentation set. It contains the following topics:

¢ Cisco |0S Documentation Set, page xx
¢ Cisco |0S Documentation on Cisco.com, page Xx

¢ Configuration Guides, Command References, and Supplementary Resources, page xxi
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Cisco 10S Documentation Set

The Cisco |0S documentation set consists of the following:

¢ Release notes and caveats provide information about platform, technology, and feature support for
arelease and describe severity 1 (catastrophic), severity 2 (severe), and select severity 3 (moderate)
defectsin released Cisco |10S software. Review release notes before other documents to learn
whether updates have been made to afeature.

e Sets of configuration guides and command references organized by technology and published for
each standard Cisco 10S release.

— Configuration guides—Compilations of documents that provide conceptual and task-oriented
descriptions of Cisco |OS features.

— Command references—Compilations of command pages in alphabetical order that provide
detailed information about the commands used in the Cisco 10S features and the processes that
comprise the related configuration guides. For each technology, there is a single command
reference that supports all Cisco |OS releases and that is updated at each standard rel ease.

e Listsof all the commandsin a specific release and all commands that are new, modified, removed,
or replaced in the release.

e Command reference book for debug commands. Command pages are listed in alphabetical order.
¢ Reference book for system messages for all Cisco |OS releases.

Cisco 10S Documentation on Cisco.com

The following sections describe the organization of the Cisco |OS documentation set and how to access
various document types.

Use Cisco Feature Navigator to find information about platform support and Cisco |0S and Catalyst OS
software image support. To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn. An
account on Cisco.com is not required.

New Features List

The New Features List for each release providesalist of all featuresin the release with hyperlinksto the
feature guides in which they are documented.

Feature Guides

Cisco |0S features are documented in feature guides. Feature guides describe one feature or a group of
related features that are supported on many different software releases and platforms. Your Cisco |OS
software release or platform may not support all the features documented in a feature guide. See the
Feature Information table at the end of the feature guide for information about which features in that
guide are supported in your software release.

Configuration Guides

Configuration guides are provided by technology and release and comprise a set of individual feature
guides relevant to the release and technol ogy.
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Command References

Command reference books contain descriptions of Cisco |OS commands that are supported in many
different software releases and on many different platforms. The books are organized by technology. For
information about all Cisco |OS commands, use the Command L ookup Tool at
http://tools.cisco.com/Support/CL ILookup or the Cisco |OS Master Command List, All Releases, at
http://www.cisco.com/en/US/docs/ios/mcl/allrel easemcl/all_book.html.

Cisco 10S Supplementary Documents and Resources
Supplementary documents and resources are listed in Table 2 on page xxvii.

Configuration Guides, Command References, and Supplementary Resources

Table 1 lists, in alphabetical order, Cisco |OS software configuration guides and command references,
including brief descriptions of the contents of the documents. The Cisco |OS command references
contain commands for Cisco |OS software for all releases. The configuration guides and command
references support many different software releases and platforms. Your Cisco 10S software release or
platform may not support all these technologies.

Table 2 lists documents and resources that supplement the Cisco 10S software configuration guides and
command references. These supplementary resources include rel ease notes and caveats; master
command lists; new, modified, removed, and replaced command lists; system messages; and the debug
command reference.

For additional information about configuring and operating specific networking devices, and to access
Cisco 10S documentation, go to the Product/Technologies Support area of Cisco.com at the following
location:

http://www.cisco.com/go/techdocs

Table 1 Cisco 10S Configuration Guides and Command References
Configuration Guide and Command Reference Titles Features/Protocols/Technologies
e Cisco |OS AppleTalk Configuration Guide AppleTalk protocol.

e Cisco |OS AppleTalk Command Reference

e Cisco |OS Asynchronous Transfer Mode LAN ATM, multiprotocol over ATM (MPoA), and WAN ATM.

Configuration Guide

e Cisco |OS Asynchronous Transfer Mode
Command Reference



http://tools.cisco.com/Support/CLILookup
http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/go/techdocs

About Cisco 10S Software Documentation |

Bl Documentation Organization

Table 1

Cisco 10S Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles

Features/Protocols/Technologies

Cisco 10S Bridging and |IBM Networking
Configuration Guide

Cisco |0S Bridging Command Reference
Cisco |10S IBM Networking Command Reference

Transparent and source-route transparent (SRT) bridging,
source-route bridging (SRB), Token Ring Inter-Switch Link
(TRISL), and token ring route switch module (TRRSM).

Data-link switching plus (DLSw+), serial tunnel (STUN), block
serial tunnel (BSTUN); logical link control, type 2 (LLC2),
synchronous data link control (SDLC); IBM Network Media
Translation, including Synchronous Data Logical Link Control
(SDLLC) and qualified LLC (QLLC); downstream physical unit
(DSPU), Systems Network Architecture (SNA) service point,
SNA frame relay access, advanced peer-to-peer networking
(APPN), native client interface architecture (NCIA)
client/server topologies, and IBM Channel Attach.

Cisco |0S Broadband Access Aggregation and DSL
Configuration Guide

Cisco |0S Broadband Access Aggregation and DSL
Command Reference

PPP over ATM (PPPoA) and PPP over Ethernet (PPPOE).

Cisco |OS Carrier Ethernet Configuration Guide
Cisco |OS Carrier Ethernet Command Reference

Operations, Administration, and Maintenance (OAM); Ethernet
connectivity fault management (CFM); ITU-T Y.1731 fault
management functions; Ethernet Local Management Interface
(ELMI); MAC address support on service instances, bridge
domains, and pseudowire; |EEE 802.3ad Link Bundling; Link
Aggregation Control Protocol (LACP) support for Ethernet and
Gigabhit Ethernet links and EtherChannel bundles; L ACP support
for stateful switchover (SSO), in service software upgrade
(ISSU), Cisco nonstop forwarding (NSF), and nonstop routing
(NSR) on Gigabit EtherChannel bundles; and Link Layer
Discovery Protocol (LLDP) and media endpoint discovery
(MED).

Cisco 10S Configuration Fundamentals
Configuration Guide

Cisco |0S Configuration Fundamentals
Command Reference

Autoinstall, Setup, Cisco 10S command-line interface (CL1),
Cisco 10S file system (IFS), Cisco |OS web browser user
interface (Ul), basic file transfer services, and file management.

Cisco |0S DECnet Configuration Guide
Cisco |0S DECnet Command Reference

DECnet protocol.

Cisco |0S Dial Technologies Configuration Guide
Cisco I0S Dial Technologies Command Reference

Asynchronous communications, dial backup, dialer technology,
dial-in terminal services and AppleTalk remote access (ARA),
dial-on-demand routing, dial-out, ISDN, large scale dial-out,
modem and resource pooling, Multilink PPP (MLP), PPP, and
virtual private dialup network (VPDN).

Cisco 10S Flexible NetFlow Configuration Guide
Cisco 10S Flexible NetFlow Command Reference

Flexible NetFlow.
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Cisco 10S Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles

Features/Protocols/Technologies

Cisco IOS High Availability Configuration Guide
Cisco |OS High Availability Command Reference

A variety of high availability (HA) features and technologies
that are available for different network segments (from
enterprise access to service provider core) to facilitate creation
of end-to-end highly available networks. Cisco IOSHA features
and technologies can be categorized in three key areas:
system-level resiliency, network-level resiliency, and embedded
management for resiliency.

Cisco 10S Integrated Session Border Controller
Command Reference

A Vol P-enabled devicethat is deployed at the edge of networks.
An SBCisatoolkit of functions, such as signaling interworking,
network hiding, security, and quality of service (QoS).

Cisco 10S Intelligent Services Gateway
Configuration Guide

Cisco 10S Intelligent Services Gateway
Command Reference

Subscriber identification, service and policy determination,
session creation, session policy enforcement, session life-cycle
management, accounting for access and service usage, and
session state monitoring.

Cisco 10S Interface and Hardware Component
Configuration Guide

Cisco 10S Interface and Hardware Component
Command Reference

LAN interfaces, logical interfaces, serial interfaces, virtual
interfaces, and interface configuration.

Cisco IOS |P Addressing Services
Configuration Guide

Cisco IOS |P Addressing Services
Command Reference

Address Resolution Protocol (ARP), Network Address
Translation (NAT), Domain Name System (DNS), Dynamic
Host Configuration Protocol (DHCP), and Next Hop Address
Resolution Protocol (NHRP).

Cisco IOSIP Application Services
Configuration Guide

Cisco IOSIP Application Services
Command Reference

Enhanced Object Tracking (EOT), Gateway L oad Balancing
Protocol (GLBP), Hot Standby Router Protocol (HSRP), IP
Services, Server Load Balancing (SLB), Stream Control
Transmission Protocol (SCTP), TCP, Web Cache
Communication Protocol (WCCP), User Datagram Protocol
(UDP), and Virtual Router Redundancy Protocol (VRRP).

Cisco IOS P Mobility Configuration Guide
Cisco |OS IP Mobility Command Reference

Mobile ad hoc networks (MANet) and Cisco mobile networks.

Cisco IOS IP Multicast Configuration Guide
Cisco |OSIP Multicast Command Reference

Protocol Independent Multicast (PIM) sparse mode (PIM-SM),
bidirectional PIM (bidir-PIM), Source Specific Multicast
(SSM), Multicast Source Discovery Protocol (MSDP), Internet
Group Management Protocol (IGMP), and Multicast VPN
(MVPN).

Cisco I0SIP Routing: BFD Configuration Guide

Bidirectional forwarding detection (BFD).

Cisco I0S|P Routing:
Cisco 0S| P Routing:

BGP Configuration Guide
BGP Command Reference

Border Gateway Protocol (BGP), multiprotocol BGP,
multiprotocol BGP extensions for | P multicast.

Cisco |OSIP Routing:
Cisco |OSIP Routing:

EIGRP Configuration Guide
EIGRP Command Reference

Enhanced Interior Gateway Routing Protocol (EIGRP).

Cisco 0S| P Routing:
Cisco I0S |P Routing:

IS S Configuration Guide
1SS Command Reference

Intermediate System-to-Intermediate System (IS-1S).

B i
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Table 1

Cisco 10S Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles

Features/Protocols/Technologies

Cisco I0S |P Routing: ODR Configuration Guide
Cisco |OSIP Routing: ODR Command Reference

On-Demand Routing (ODR).

Cisco |OS|P Routing: OSPF Configuration Guide
Cisco I0S P Routing: OSPF Command Reference

Open Shortest Path First (OSPF).

Cisco I0S IP Routing:
Configuration Guide

Cisco I0S |P Routing:
Command Reference

Protocol-1ndependent

Protocol-1ndependent

IP routing protocol-independent features and commands.
Generic policy-based routing (PBR) features and commands are
included.

Cisco |OSIP Routing:
Cisco |OSIP Routing: RIP Command Reference

RIP Configuration Guide

Routing Information Protocol (RIP).

Cisco IOSIP SLAs Configuration Guide
Cisco I0S IP SLAs Command Reference

Cisco 10S IP Service Level Agreements (IP SLAS).

Cisco IOSIP Switching Configuration Guide
Cisco |0S IP Switching Command Reference

Cisco Express Forwarding, fast switching, and Multicast
Distributed Switching (MDS).

Cisco I0S IPv6 Configuration Guide
Cisco I0S IPv6 Command Reference

For I1Pv6 features, protocols, and technologies, go to the IPv6
“Start Here” document.

Cisco 0SS0 CLNS Configuration Guide
Cisco |0S SO CLNS Command Reference

SO Connectionless Network Service (CLNS).

Cisco 10S LAN Switching Configuration Guide
Cisco |OS LAN Switching Command Reference

VLANS, Inter-Switch Link (ISL) encapsulation, |EEE 802.10
encapsulation, |EEE 802.1Q encapsulation, and multilayer
switching (MLS).

Cisco 10S Mobile Wireless Gateway GPRS Support
Node Configuration Guide

Cisco 10S Mobile Wireless Gateway GPRS Support
Node Command Reference

Cisco 10S Gateway GPRS Support Node (GGSN) ina
2.5-generation general packet radio service (GPRS) and
3-generation universal mobile telecommunication system (UMTS)
network.

Cisco |0S Mobile Wireless Home Agent
Configuration Guide

Cisco 10S Mobile Wireless Home Agent
Command Reference

Cisco Mobile Wireless Home Agent, an anchor point for mobile
terminals for which mobile IP or proxy mobile IP services are
provided.

Cisco 10S Mobile Wireless Packet Data Serving Node
Configuration Guide

Cisco 10S Mobile Wireless Packet Data Serving Node
Command Reference

Cisco Packet Data Serving Node (PDSN), awireless gateway that
is between the mobile infrastructure and standard I P networks and
that enables packet data servicesin a code division multiple access
(CDMA) environment.

Cisco |OS Mobile Wireless Radio Access Networking
Configuration Guide

Cisco |OS Mobile Wireless Radio Access Networking
Command Reference

Cisco 10S radio access network products.

=i
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Cisco 10S Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles

Features/Protocols/Technologies

Cisco 10S Multiprotocol Label Switching
Configuration Guide

Cisco |OS Multiprotocol Label Switching
Command Reference

MPLSLabel Distribution Protocol (LDP), MPLSLayer 2VPNSs,
MPLS Layer 3 VPNs, MPLS traffic engineering (TE), and
MPL S Embedded Management (EM) and MIBs.

Cisco |0OS Multi-Topology Routing
Configuration Guide

Cisco 10S Multi-Topology Routing
Command Reference

Unicast and multicast topology configurations, traffic
classification, routing protocol support, and network
management support.

Cisco 10S NetFlow Configuration Guide
Cisco 10S NetFlow Command Reference

Network traffic data analysis, aggregation caches, and export
features.

Cisco 10S Network Management Configuration Guide
Cisco 10S Network Management Command Reference

Basic system management; system monitoring and logging;
troubleshooting, logging, and fault management;

Cisco Discovery Protocol; Cisco 10S Scripting with Tool
Control Language (Tcl); Cisco networking services (CNS);
DistributedDirector; Embedded Event Manager (EEM);
Embedded Resource Manager (ERM); Embedded Syslog
Manager (ESM); HTTP; Remote Monitoring (RMON); SNMP;
and VPN Device Manager Client for Cisco 10S software
(XSM Configuration).

Cisco 10S Novell 1PX Configuration Guide
Cisco 10S Novell [PX Command Reference

Novell Internetwork Packet Exchange (IPX) protocol.

Cisco 10S Optimized Edge Routing
Configuration Guide

Cisco 10S Optimized Edge Routing
Command Reference

Optimized edge routing (OER) monitoring; Performance
Routing (PfR); and automatic route optimization and load
distribution for multiple connections between networks.

Cisco 10S Quality of Service Solutions
Configuration Guide

Cisco 10S Quality of Service Solutions
Command Reference

Traffic queueing, traffic policing, traffic shaping, Modular QoS
CLI (MQC), Network-Based Application Recognition (NBAR),
Multilink PPP (MLP) for QoS, header compression, AutoQoS,
Resource Reservation Protocol (RSVP), and weighted random

early detection (WRED).

Cisco 10S Security Command Reference

Access control lists (ACLs); authentication, authorization, and
accounting (AAA); firewalls; IP security and encryption;
neighbor router authentication; network access security;
network data encryption with router authentication; public key
infrastructure (PK1); RADIUS; TACACS+; terminal access
security; and traffic filters.

Cisco 10S Security Configuration Guide: Securing the
Data Plane

Access Control Lists (ACLSs); Firewalls: Context-Based Access
Control (CBAC) and Zone-Based Firewall; Cisco |OS Intrusion
Prevention System (IPS); Flexible Packet Matching; Unicast
Reverse Path Forwarding (URPF); Threat Information
Distribution Protocol (TIDP) and TMS.

Cisco 10S Security Configuration Guide: Securing the
Control Plane

Control Plane Palicing, Neighborhood Router Authentication.

g oy
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Table 1

Cisco 10S Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles

Features/Protocols/Technologies

Cisco 10S Security Configuration Guide: Securing
User Services

AAA (includes 802.1x authentication and Network Admission
Control [NAC]); Security Server Protocols (RADIUS and
TACACSH); Secure Shell (SSH); Secure Access for Networking
Devices (includes Autosecure and Role-Based CLI access);
Lawful Intercept.

Cisco 10S Security Configuration Guide: Secure
Connectivity

Internet Key Exchange (IKE) for | Psec VPNSs; |Psec Data Plane
features; |Psec Management features; Public Key Infrastructure
(PK1); Dynamic Multipoint VPN (DMVPN); Easy VPN; Cisco
Group Encrypted Transport VPN (GETVPN); SSL VPN.

Cisco |OS Service Advertisement Framework
Configuration Guide

Cisco |10S Service Advertisement Framework
Command Reference

Cisco Service Advertisement Framework.

Cisco 10S Service Selection Gateway
Configuration Guide

Cisco 10S Service Selection Gateway
Command Reference

Subscriber authentication, service access, and accounting.

Cisco |0S Software Activation Configuration Guide
Cisco |OS Software Activation Command Reference

An orchestrated collection of processes and components to
activate Cisco |0OS software feature sets by obtaining and
validating Cisco software licenses.

Cisco |0S Software Modularity Installation and
Configuration Guide

Cisco 10S Software Modularity Command Reference

Installation and basic configuration of software modularity
images, including installations on single and dual route
processors, installation rollbacks, software modularity binding,
software modularity processes, and patches.

Cisco |0S Terminal Services Configuration Guide
Cisco |0S Terminal Services Command Reference

DEC, local-area transport (LAT), and X.25 packet
assembl er/disassembler (PAD).

Cisco 10S Virtual Switch Command Reference

Virtual switch redundancy, high availability, and packet handling;
converting between standalone and virtual switch modes; virtual
switch link (VSL); Virtual Switch Link Protocol (VSLP).

Note For information about virtual switch configuration, see
the product-specific software configuration information
for the Cisco Catalyst 6500 series switch or for the

Metro Ethernet 6500 series switch.

Cisco |0S Woice Configuration Library
Cisco 10S Voice Command Reference

Cisco 10S support for voice call control protocols, interoperability,
physical and virtual interface management, and troubl eshooting.
The library includes documentation for | P telephony applications.

Cisco I0S VPDN Configuration Guide
Cisco |0S VPDN Command Reference

Layer 2 Tunneling Protocol (L2TP) dial-out load balancing and
redundancy; L2TP extended failover; L2TP security VPDN;
multihop by Dialed Number Identification Service (DNIS);
timer and retry enhancementsfor L2TP and Layer 2 Forwarding
(L2F); RADIUS Attribute 82 (tunnel assignment ID);
shell-based authentication of VPDN users; tunnel authentication
via RADIUS on tunnel terminator.
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Table 1 Cisco 10S Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles

Features/Protocols/Technologies

e Cisco |OSWde-Area Networking
Configuration Guide

e Cisco |OSWde-Area Networking
Command Reference

Frame Relay; Layer 2 Tunnel Protocol Version 3 (L2TPv3);
L2V PN Pseudowire Redundancy; L2VPN Interworking; Layer 2
Local Switching; Link Access Procedure, Balanced (LAPB);
and X.25.

e Cisco IOSWreless LAN Configuration Guide
e Cisco |OSWireless LAN Command Reference

Broadcast key rotation, |EEE 802.11x support, |EEE 802.1x
authenticator, |EEE 802.1x local authentication service for
Extensible Authentication Protocol-Flexible Authentication via
Secure Tunneling (EAP-FAST), Multiple Basic Service Set ID
(BSSID), Wi-Fi Multimedia (WMM) required elements, and
Wi-Fi Protected Access (WPA).

Table 2 lists documents and resources that supplement the Cisco 10S software configuration guides and

command references.

Table 2 Cisco I0S Supplementary Documents and Resources

Document Title or Resource

Description

Cisco |0S Master Command List, All Releases

Alphabetical list of all the commands documented in all
Cisco |OS releases.

Cisco |OS New, Modified, Removed, and
Replaced Commands

List of all the new, modified, removed, and replaced commands
for a Cisco 10S release.

Cisco 10S System Message Guide

List of Cisco 10S system messages and descriptions. System
messages may indicate problems with your system, may be
informational only, or may help diagnose problems with
communications lines, internal hardware, or system software.

Cisco 10S Debug Command Reference

Alphabetical list of debug commands including brief
descriptions of use, command syntax, and usage guidelines.

Release Notes and Caveats

Information about new and changed features, system
requirements, and other useful information about specific
software releases; information about defects in specific
Cisco |OS software releases.

MIBs Files used for network monitoring. To locate and download
MIBs for selected platforms, Cisco 10S releases, and feature
sets, use Cisco MIB Locator.

RFCs Standards documents maintained by the Internet Engineering

Task Force (IETF) that Cisco |OS documentation references
where applicable. The full text of referenced RFCs may be
obtained at the following URL.:

http://www.rfc-editor.org/
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Additional Resources and Documentation Feedback

What's New in Cisco Product Documentation is released monthly and describes all new and revised
Cisco technical documentation. The What’s New in Cisco Product Documentation publication also
provides information about obtaining the following resources:

¢ Technical documentation

¢ Cisco product security overview
¢ Product alerts and field notices
e Technical assistance

Cisco 10S technical documentation includes embedded feedback forms where you can rate documents
and provide suggestions for improvement. Your feedback helps usimprove our documentation.
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Using the Command-Line Interface in Cisco 10S
Software

Last Updated: October 14, 2009

This document provides basic information about the command-line interface (CLI) in Cisco 10S
software and how you can use some of the CLI features. This document contains the following sections:

e |nitially Configuring a Device, page Xxxi

e Using the CLI, page xxxii

e Saving Changes to a Configuration, page xli
¢ Additional Information, page xlii

For more information about using the CL1, see the “Using the Cisco |0S Command-Line Interface”
section of the Cisco |OS Configuration Fundamentals Configuration Guide.

For information about the software documentation set, see the “About Cisco |0S Software
Documentation” document.

Initially Configuring a Device

Initially configuring a device varies by platform. For information about performing an initial
configuration, see the hardware installation documentation that is provided with the original packaging
of the product or go to the Product/Technologies Support area of Cisco.com at
http://www.cisco.com/go/techdocs.

After you have performed the initial configuration and connected the device to your network, you can
configure the device by using the console port or aremote access method, such as Telnet or Secure Shell
(SSH), to accessthe CLI or by using the configuration method provided on the device, such as Security
Device Manager.



http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_cli-basics.html
http://www.cisco.com/en/US/docs/ios/preface/aboutios.html
http://www.cisco.com/en/US/docs/ios/preface/aboutios.html
http://www.cisco.com/go/techdocs
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Note

Changing the Default Settings for a Console or AUX Port
There are only two changes that you can make to a console port and an AUX port:

¢ Change the port speed with the config-register 0Ox command. Changing the port speed is not
recommended. The well-known default speed is 9600.

¢ Change the behavior of the port; for example, by adding a password or changing the timeout value.

The AUX port on the Route Processor (RP) installed in a Cisco ASR 1000 series router does not serve
any useful customer purpose and should be accessed only under the advisement of a customer support
representative.

Using the CLI

This section describes the following topics:
¢ Understanding Command Modes, page xxxii
e Using the Interactive Help Feature, page Xxxv
¢ Understanding Command Syntax, page XxXvi
¢ Understanding Enable and Enable Secret Passwords, page Xxxvii
¢ Using the Command History Feature, page Xxxviii
e Abbreviating Commands, page XxXix
e Using Aliases for CLI Commands, page XxxiXx
¢ Using the no and default Forms of Commands, page x|
¢ Using the debug Command, page x|
¢ Filtering Output Using Output Modifiers, page x|
¢ Understanding CLI Error Messages, page xli

Understanding Command Modes

The CLI command mode structure is hierarchical, and each mode supports a set of specific commands.
This section describes the most common of the many modes that exist.

Table 3 lists common command modes with associated CLI prompts, access and exit methods, and a
brief description of how each mode is used.
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Table 3 CLI Command Modes
Command Mode |Access Method Prompt Exit Method Mode Usage
User EXEC Login. Rout er > Issue the logout or exit | » Change terminal
command. settings.
e Perform basic tests.
e Display device status.
Privileged EXEC |From user EXEC Rout er # Issue the disable ¢ |ssue show and debug

mode, issuetheenable
command.

command or the exit
command to return to
user EXEC mode.

commands.

¢ Copy imagesto the
device.

e Reload the device.

e Manage device
configuration files.

¢ Manage devicefile
systems.

Global
configuration

Fromprivileged EXEC
mode, issue the
configure terminal
command.

Rout er (confi g) #

I ssue the exit command
or the end command to
return to privileged
EXEC mode.

Configure the device.

Interface
configuration

From global
configuration mode,
issue the interface

Rout er (config-if)#

I ssue the exit command
to return to global
configuration mode or

Configure individual
interfaces.

command. the end command to
return to privileged
EXEC mode.
Line From global Router(config-1ine)# |Issuetheexit command |Configure individual

configuration

configuration mode,
issue the line vty or
line console
command.

to return to global
configuration mode or
the end command to
return to privileged
EXEC mode.

terminal lines.
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Table 3 CLI Command Modes (continued)
Command Mode |Access Method Prompt Exit Method Mode Usage
ROM monitor From privileged EXEC |romon # > Issue the continue ¢ Run asthe default
mode, issue thereload command. operating mode when a
command. Pressthe | 1he# symbol valid image cannot be
Break key during the feprise”tséf_‘e line t loaded.
; ; number and increments
I;:St thsecon(tj)s V\t/.hlle at each prompt_ e Access the fall-back
€ systém 1S booting. procedure for loading an
image when the device
lacks avalid image and
cannot be booted.
e Perform password
recovery when a
Ctrl-Break sequenceis
issued within 60 seconds
of a power-on or reload
event.
Diagnostic The router boots or Rout er (di ag) # If aCisco lOSprocess | ¢ Inspect various states on

(availableonlyon
Cisco ASR 1000
series routers)

entersdiagnostic mode
in the following
scenarios. When a
Cisco 10S process or
processes fail, in most
scenarios the router
will reload.

A user-configured
access policy was
configured using
the
transport-map
command, which
directed the user
into diagnostic
mode.

The router was
accessed using an
RP auxiliary port.

A break signal
(Ctrl-C,
Ctrl-Shift-6, or
the send break
command) was
entered, and the
router was
configured to
enter diagnostic
mode when the
break signal was
received.

failure is the reason for
entering diagnostic
mode, the failure must
be resolved and the
router must be rebooted

to exit diagnostic mode.

If therouterisin
diagnostic mode
because of a
transport-map
configuration, access
the router through
another port or use a
method that is
configured to connect to
the Cisco IOS CLI.

If the RP auxiliary port
was used to access the
router, use another port
for access. Accessing
the router through the
auxiliary port is not
useful for customer
purposes.

the router, including the
Cisco |10S state.

Replace or roll back the
configuration.

Provide methods of
restarting the Cisco |0S
software or other
processes.

Reboot hardware (such
as the entire router, an
RP, an ESP, aSIP, aSPA)
or other hardware
components.

Transfer filesinto or off
of the router using
remote access methods
such as FTP, TFTP, and
SCP.




| Using the Command-Line Interface in Cisco 10S Software

~

Note
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EXEC commands are not saved when the software reboots. Commands that you issue in a configuration
mode can be saved to the startup configuration. If you save the running configuration to the startup
configuration, these commands will execute when the software is rebooted. Global configuration mode
isthe highest level of configuration mode. From global configuration mode, you can enter a variety of
other configuration modes, including protocol-specific modes.

ROM monitor mode is a separate mode that is used when the software cannot load properly. If avalid

software image is not found when the software boots or if the configuration file is corrupted at startup,
the software might enter ROM monitor mode. Use the question symbol (?) to view the commands that
you can use while the device isin ROM monitor mode.

romon 1 > ?

al i as set and display aliases conmmand

boot boot up an external process

confreg configuration register utility

cont continue executing a downl oaded i mage
cont ext di splay the context of a |oaded inmmge
cooki e di spl ay contents of cookie PROMin hex

romon 2 >

The following exampl e shows how the command prompt changesto indicate a different command mode:

Rout er> enabl e

Rout er# configure term nal
Router(config)# interface ethernet 1/1
Rout er (config-if)# ethernet

Rout er (config-line)# exit

Rout er (config)# end

Rout er #

A keyboard alternative to the end command is Ctrl-Z.

Using the Interactive Help Feature

The CLI includes an interactive Help feature. Table 4 describes the purpose of the CL1 interactive Help
commands.

Table 4 CLI Interactive Help Commands

Command Purpose

help Provides a brief description of the Help feature in any command mode.

? Listsall commands available for a particular command mode.

partial command? Provides a list of commands that begin with the character string (no
space between the command and the question mark).

partial command<Tab> Completes a partial command name (no space between the command
and <Tab>).

command ? Lists the keywords, arguments, or both associated with the command

(space between the command and the question mark).

command keyword ? Liststhe argumentsthat are associated with the keyword (space between
the keyword and the question mark).

B cov
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The following examples show how to use the help commands:

help

Rout er> hel p

Hel p may be requested at any point in a conmand by entering a question mark '?'. |f nothing
mat ches, the help list will be enpty and you nust backup until entering a '?" shows the

avail abl e options
Two styles of help are provided

1. Full help is available when you are ready to enter a command argument (e.g. 'show ?')
and describes each possible argunent.

2. Partial help is provided when an abbrevi ated argunment is entered and you want to know
what argunents match the input (e.g. 'show pr?'.)

?

Router# ?

Exec conmands
access-enabl e Create a tenporary access-List entry
access-profile Apply user-profile to interface
access-tenpl ate Create a tenporary access-List entry
al ps ALPS exec commands
archi ve manage archive files

<sni p>

partial command?

Rout er (confi g)# zo?
zone zone-pair

partial command<Tah>
Rout er (confi g) # we<Tab> webvpn

command ?

Rout er (config-if)# pppoe ?
enabl e Enabl e pppoe
max- sessi ons Maxi mum PPPOE sessi ons

command keyword?

Rout er (config-if)# pppoe enable ?
group attach a BBA group
<cr>

Understanding Command Syntax

Command syntax is the format in which a command should be entered in the CLI1. Commands include
the name of the command, keywords, and arguments. Keywords are al phanumeric strings that are used
literally. Arguments are placeholders for values that a user must supply. Keywords and arguments may
be required or optional.

Specific conventions convey information about syntax and command elements. Table 5 describes these
conventions.
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CLI Syntax Conventions
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Symbol/Text

Function

Notes

<> (angle brackets)

Indicate that the optionis an
argument.

Sometimes arguments are displayed
without angle brackets.

A.B.CD.

Indicates that you must enter a
dotted decimal IP address.

Angle brackets (< >) are not always
used to indicate that an IP addressis
an argument.

WORD (all capital |etters)

Indicates that you must enter
one word.

Angle brackets (< >) are not always
used to indicate that aWORD isan
argument.

LINE (all capital |etters)

Indicates that you must enter
more than one word.

Angle brackets (< >) are not always
used to indicate that aLINE isan
argument.

<cr> (carriage return)

Indicates the end of the list of
available keywords and
arguments, and also indicates
when keywords and arguments
areoptional. When <cr> isthe
only option, you have reached
the end of the branch or the
end of the command if the
command has only one branch.

The following examples show syntax conventions:

Rout er (config)# ethernet cfmdomain ?

WORD donmi n nane

Rout er (config)# ethernet cfm donmai n dnane ?

| evel

Rout er (confi g)# ethernet cfm domain dnane |evel ?
<0-7> nmumintenance | evel nunber

Rout er (config)# ethernet cfm domain dnane level 7 ?
<Cr>

Rout er (confi g)# snnp-server file-transfer access-group 10 ?
protocol protocol options
<Ccr>

Rout er (confi g)# | oggi ng host ?
Hostname or A B.C.D |P address of the syslog server
i pv6 Configure I Pv6 syslog server

Understanding Enable and Enable Secret Passwords

Some privileged EXEC commands are used for actions that impact the system, and it is recommended
that you set a password for these commands to prevent unauthorized use. Two types of passwords, enable
(not encrypted) and enable secret (encrypted), can be set. The following commands set these passwords
and areissued in global configuration mode:

¢ enable password
¢ enable secret password
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Note

Using an enable secret password is recommended because it is encrypted and more secure than the
enable password. When you use an enable secret password, text is encrypted (unreadable) beforeit is
written to the config.text file. When you use an enabl e password, the text iswritten as entered (readable)
to the config.text file.

Each type of password is case sensitive, can contain from 1 to 25 uppercase and lowercase al phanumeric
characters, and can start with a numeral. Spaces are also valid password characters; for example,
“two words” isavalid password. Leading spaces are ignored, but trailing spaces are recognized.

Both password commands have numeric keywords that are singleinteger values. If you choose anumeral
for thefirst character of your password followed by a space, the system will read the number asif it were
the numeric keyword and not as part of your password.

When both passwords are set, the enable secret password takes precedence over the enable password.

To remove a password, use the no form of the commands: no enable password or
no enable secret password.

For more information about password recovery procedures for Cisco products, see
http://www.cisco.com/en/US/products/sw/iosswrel /ps1831/
products tech note09186a00801746€6.shtml.

Using the Command History Feature

The command history feature saves, in a command history buffer, the commands that you enter during
asession. The default number of saved commandsis 10, but the number is configurable within the range
of 0to 256. Thiscommand history featureis particularly useful for recalling long or complex commands.

To change the number of commands saved in the history buffer for aterminal session, issue the
terminal history size command:

Router# term nal history size num
A command history buffer is also available in line configuration mode with the same default and

configuration options. To set the command history buffer size for aterminal session in line configuration
mode, issue the history command:

Rout er (config-line)# history [size nun}

To recall commands from the history buffer, use the following methods:

e Press Ctrl-P or the Up Arrow key—Recalls commands beginning with the most recent command.
Repeat the key sequence to recall successively older commands.

¢ Press Ctrl-N or the Down Arrow key—Recalls the most recent commands in the history buffer after
they have been recalled using Ctrl-P or the Up Arrow key. Repeat the key sequence to recall
successively more recent commands.

~

Note The arrow keys function only on ANSI-compatible terminals such as the VT100.

¢ Issuethe show history command in user EXEC or privileged EXEC mode—L.ists the most recent
commands that you entered. The number of commands that are displayed is determined by the
setting of the terminal history size and history commands.



http://www.cisco.com/en/US/products/sw/iosswrel/ps1831/products_tech_note09186a00801746e6.shtml
http://www.cisco.com/en/US/products/sw/iosswrel/ps1831/products_tech_note09186a00801746e6.shtml

| Using the Command-Line Interface in Cisco 10S Software

UsingtheCLI W

The command history feature is enabled by default. To disable this feature for aterminal session,
issue the terminal no history command in user EXEC or privileged EXEC mode or the no history
command in line configuration mode.

Abbreviating Commands

Typing a complete command name is not always required for the command to execute. The CLI
recognizes an abbreviated command when the abbreviation contains enough characters to uniquely
identify the command. For example, the show ver sion command can be abbreviated as sh ver. It cannot
be abbreviated as sver because s could mean show, set, or systat. The sh v abbreviation also isnot valid
because the show command has vrrp as a keyword in addition to version. (Command and keyword
examples are from Cisco |0S Release 12.4(13)T.)

Using Aliases for CLI Commands

To save time and the repetition of entering the same command multiple times, you can use a command
alias. An alias can be configured to do anything that can be done at the command line, but an alias cannot
move between modes, type in passwords, or perform any interactive functions.

Table 6 shows the default command aliases.

Table 6 Default Command Aliases

Command Alias Original Command
h help

lo logout

p ping

S show

uorun undebug

w where

To create acommand alias, issue the alias command in global configuration mode. The syntax of the
command is alias mode command-alias original-command. Following are some examples:

¢ Router(config)# alias exec prt partition—privileged EXEC mode

¢ Router(config)# alias configure sb source-bridge—global configuration mode

¢ Router(config)# aliasinterfacer| rate-limit—interface configuration mode
To view both default and user-created aliases, issue the show alias command.

For more information about the alias command, see
http://www.cisco.com/en/US/docs/ios/fundamental s‘command/reference/cf_al.html.
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Using the no and default Forms of Commands

Most configuration commands have a no form that is used to reset a command to its default value or
disable afeature or function. For example, theip routing command is enabled by default. To disable this
command, you would issue the no ip routing command. To re-enable | P routing, you would issue the
ip routing command.

Configuration commands may also have a default form, which returns the command settings to their
default values. For commands that are disabled by default, using the default form has the same effect as
using the no form of the command. For commands that are enabled by default and have default settings,
the default form enables the command and returns the settings to their default values.

The no form is documented in the command pages of command references. The default form is
generally documented in the command pages only when the default form performs a different function
than the plain and no forms of the command. To see what default commands are available on your
system, enter default ? in the appropriate command mode.

Using the debug Command

A

A debug command produces extensive output that helps you troubleshoot problems in your network.
These commands are available for many features and functions within Cisco 10S software. Some debug
commands are debug all, debug aaa accounting, and debug mpls packets. To use debug commands
during a Telnet session with a device, you must first enter the terminal monitor command. To turn off
debugging completely, you must enter the undebug all command.

For more information about debug commands, see the Cisco 10S Debug Command Reference at
http://www.cisco.com/en/US/docs/i os/debug/command/reference/db_book.html.

Caution

Debugging isahigh priority and high CPU utilization processthat can render your device unusable. Use
debug commands only to troubleshoot specific problems. The best times to run debugging are during
periods of low network traffic and when few users are interacting with the network. Debugging during
these periods decreases the likelihood that the debug command processing overhead will affect network
performance or user access or response times.

Filtering Output Using Output Modifiers

Many commands produce lengthy output that may use several screensto display. Using output modifiers,
you can filter this output to show only the information that you want to see.

The following three output modifiers are available:

¢ begin regular-expression—Displaysthefirst linein which amatch of theregular expression isfound
and all lines that follow.

¢ includeregular-expression—Displays al linesin which a match of the regular expression is found.

¢ exclude regular-expression—Displays all lines except those in which a match of the regular
expression is found.

To use one of these output modifiers, type the command followed by the pipe symbol (]), the modifier,
and the regular expression that you want to search for or filter. A regular expression is a case-sensitive
alphanumeric pattern. It can be a single character or number, a phrase, or a more complex string.



http://www.cisco.com/en/US/docs/ios/debug/command/reference/db_book.html

| Using the Command-Line Interface in Cisco 10S Software

Saving Changes to a Configuration 1l

The following example illustrates how to filter output of the show interface command to display only

lines that include the expression “protocol.”

Rout er# show interface | include protocol

Fast Ethernet0/0 is up, line protocol is up
Serial4/0 is up, line protocol is up
Serial4/1 is up, line protocol is up

Serial4/2 is
Serial4/3 is

admini stratively down,
admini stratively down,

I'ine protocol
l'ine protocol

Understanding CLI Error Messages

is down
is down

You may encounter some error messages while using the CLI. Table 7 shows the common CLI error

messages.

Table 7 Common CLI Error Messages

Error Message Meaning

How to Get Help

% Ambiguous command:
“show con”

You did not enter enough
charactersfor the command to
be recognized.

Reenter the command followed by a
space and a question mark (?). The
keywords that you are allowed to
enter for the command appear.

You did not enter all the
keywords or values required
by the command.

% Incompl ete command.

Reenter the command followed by a
space and a question mark (?). The
keywords that you are allowed to
enter for the command appear.

You entered the command in-
correctly. The caret (*) marks
the point of the error.

% Invalid input detected at “*”
marker.

Enter a question mark (?) to display

all thecommandsthat areavailablein
this command mode. The keywords

that you are allowed to enter for the

command appear.

For more system error messages, see the following document:
e Cisco IOSRelease 12.4T System Message Guide

Saving Changes to a Configuration

To save changes that you made to the configuration of adevice, you must issue the copy running-config
startup-config command or the copy system:running-config nvram:startup-config command. When
you issue these commands, the configuration changes that you made are saved to the startup
configuration and saved when the software reloads or power to the device is turned off or interrupted.
The following example shows the syntax of the copy running-config startup-config command:

Rout er# copy runni ng-config startup-config
Destination filenane [startup-config]?

You press Enter to accept the startup-config filename (the default), or type anew filename and then press
Enter to accept that name. The following output is displayed indicating that the configuration was saved.

"
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Bui | di ng configuration...

[OK]
Rout er #

On most platforms, the configuration is saved to NVRAM. On platformswith aClass A flash file system,
the configuration is saved to the location specified by the CONFIG_FILE environment variable. The
CONFIG_FILE variable defaults to NVRAM.

Additional Information

e “Using the Cisco IOS Command-Line Interface” section of the Cisco |OS Configuration
Fundamentals Configuration Guide

http://www.cisco.com/en/US/docs/i os/fundamental s/configuration/quide/cf_cli-basics.html
¢ Cisco Product/Technology Support
http://www.cisco.com/go/techdocs
e Support area on Cisco.com (also search for documentation by task or product)
http://www.cisco.com/en/U S/support/index.html

¢ Software Download Center (downloads; tools; licensing, registration, advisory, and general
information) (requires Cisco.com user ID and password)

http://www.cisco.com/kobayashi/sw-center/

¢ Error Message Decoder, atool to help you research and resolve error messages for Cisco 10S
software

http://www.cisco.com/pcgi-bin/Support/Errordecoder/index.cgi

e Command Lookup Tool, atool to help you find detailed descriptions of Cisco |OS commands
(requires Cisco.com user |D and password)

http://tools.cisco.com/Support/CL I Lookup

e Output Interpreter, a troubleshooting tool that analyzes command output of supported
show commands

https://www.cisco.com/pcgi-bin/Support/Outputl nterpreter/home.pl
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address-family

To enter the address family submode for configuring routing protocols such as Border Gateway Protocol
(BGP), Routing Information Protocol (RIP), and static routing, use the address-family command in
address family configuration submode. To disable the address family submode for configuring routing
protocols, use the no form of this command.

VPN-IPv4 Unicast
address-family vpnv4 [unicast]

no address-family vpnv4 [unicast]

IPv4 Unicast
address-family ipv4 [unicast]
no address-family ipv4 [unicast]
IPv4 Unicast with CE router
address-family ipv4 [unicast] vrf vrf-name

no address-family ipv4 [unicast] vrf vrf-name

Syntax Description vpnv4 Configures sessions that carry customer Virtual Private Network
(VPN)-IPv4 prefixes, each of which has been made globally unique
by adding an 8-byte route distinguisher.

ipvd Configures sessions that carry standard IPv4 address prefixes.
unicast (Optional) Specifies unicast prefixes.
vrf vrf-name Specifies the name of a VPN routing/forwarding instance (VRF) to

associate with submode commands.

Defaults Routing information for address family |Pv4 is advertised by default when you configure a BGP session
using the neighbor remote-as command unless you execute the no bgp default ipv4-activate
command.

Command Modes Address family configuration

Command History Release Modification
12.0(5)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.25X This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Cisco 10S Multiprotocol Label Switching Command Reference
VP2 Jansary 2010 |



| Multiprotocol Label Switching Commands

Usage Guidelines

Examples

address-family

Using the address-family command puts the router in address family configuration submode (prompt:
(config-router-af)# ). Within this submode, you can configure address-family specific parameters for
routing protocols, such as BGP, that can accommodate multiple Layer 3 address families.

To leave address family configuration submode and return to router configuration mode, enter the
exit-address-family or exit command.

The address-family command in the following example puts the router into address family
configuration submode for the VPNv4 address family. Within the submode, you can configure
advertisement of Network Layer Reachability Information (NLRI) for the VPNv4 address family using
neighbor activate and other related commands:

router bgp 100
address-fanmily vpnv4d

The address-family command in the following example puts the router into address family
configuration submode for the 1Pv4 address family. Use this form of the command, which specifies a
VRF, only to configure routing exchanges between provider edge (PE) and customer edge (CE) devices.
This address-family command causes subsequent commands entered in the submode to be executed in
the context of VRF vrf2. Within the submode, you can use neighbor activate and other related
commands to accomplish the following:

¢ Configure advertisement of IPv4 NLRI between the PE and CE routers.

e Configuretranslation of the IPv4 NLRI (that is, translate |Pv4 into VPNv4 for NLRI received from
the CE, and translate VPNv4 into |Pv4 for NLRI to be sent from the PE to the CE).

¢ Enter the routing parameters that apply to this VRF.

The following example shows how to enter the address family submode:

Rout er (config)# router bgp 100
Rout er (config-router)# address-fam |y ipv4 unicast vrf vrf2

Related Commands

Command Description
default Exits from address family submode.
neighbor activate Enables the exchange of information with a neighboring router.

I January 2010
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affinity (LSP Attributes)

To specify attribute flags for links of alabel switched path (L SP) in an L SP attribute list, use the affinity
command in L SP Attributes configuration mode. To remove the specified attribute flags, use the no form
of this command.

affinity value [mask value]

no affinity
Syntax Description value Attribute flag valuerequired for links that make up an L SP. Values of the bits
are either O or 1.
mask value (Optional) Indicates which attribute values should be checked. If abit in the

mask is 0, an attribute value of the link or that bit isirrelevant. If abit inthe
mask is 1, the attribute value of that link and the required affinity of the
tunnel for that bit must match.

Command Default Attribute values are not checked.

Command Modes L SP Attributes configuration (config-1sp-attr)

Command History Release Modification
12.0(26)S This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.

Usage Guidelines Use this command to set the affinity and affinity mask values for an LSP in an L SP attribute list.

The affinity value determinesthe attribute flagsfor links that make up the LSP, either O or 1. The attribute
mask determines which attribute value the router should check. If abit inthe mask is 0, an attribute value
of alink or that bit isirrelevant. If abit in the mask is 1, the attribute value of alink and the required
affinity of the LSP for that bit must match.

An LSP can use alink if the link affinity equals the attribute flag value and the affinity mask value.
Any value set to 1 in the affinity should also be set to 1 in the mask.

To associate the L SP affinity attribute and the L SP attribute list with a path option for an L SP, you must
configure the tunnel mpls traffic-eng path option command with the attributes string keyword and
argument, where string is the identifier for the specific L SP attribute list.

Cisco 10S Multiprotocol Label Switching Command Reference
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affinity (LSP Attributes)

Examples The following exampl e sets the affinity values for a path option in an LSP attribute list:

configure term nal

!

mpls traffic-eng I sp attributes 1
affinity 0 mask O

exit

end

Related Commands  Command Description
mplstraffic-eng Isp attributes Creates or modifies an LSP attribute list.
show mplstraffic-eng Isp attributes Displays global L SP attribute lists.

Cisco 10S Multiprotocol Label Switching Command Reference
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allocate

To configure local label allocation filters for learned routes for Multiprotocol Label Switching (MPLS)
Label Distribution Protocol (LDP), use the allocate command in MPLS LDP label configuration mode.
To remove the specific MPLSLDP local label allocation filter without resetting the LDP session, use the
no form of this command.

allocate global {prefix-list {list-name | list-number} | host-routes}

no allocate global {prefix-list {list-name | list-number} | host-routes}

Syntax Description

Command Default

Command Modes

global Specifies the global routing table.

prefix-list Specifies a prefix list to be used as a filter for MPLS LDP local |abel
allocation.

list-name Name that identifies the prefix list.

li st-number Number that identifies the prefix list.

host-routes Specifies that host routes be used as afilter for MPLS LDP local |abel
allocation.

Prefix filters are not configured for MPLS LDP local |abel allocation.

MPLS LDP label configuration (config-ldp-Ibl)

Command History

Usage Guidelines

Release Modification
12.2(33)SRC This command was introduced.
12.2(33)SB This command was integrated into Cisco |0S Release 12.2(33)SB.

LDPallocateslocal labelsfor all learned routes or prefixes. Usethe allocate command to specify a prefix
list or a host route to control local label allocation filtering.

If you configure the allocate command with a prefix list as the filter and the prefix list does not exist, a
prefix list is created that initially permits all prefixes.

You can configure only one prefix list for the global routing table. Configuring a different prefix list
overrides the existing configuration.

If you configure the allocate command with host routes as the filter, then LDP allocates local |abels for
host routes only.

The no form in a specific allocate command removes that particular local 1abel allocation configuration
from the global table.
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allocate W

Thefollowing exampl e shows how to configure a prefix list named List1 found in the global routing table
asafilter for MPLS LDP local label allocation:

configure term nal
|

mpl s [ dp | abel
al | ocate global prefix-list Listl
end

LDP allocates local 1abels only for prefixes that match the configured prefix list.

The following example shows how to remove alocal label alocation filter:
configure term nal
|

mpl s [ dp | abel
no allocate global prefix-list Listl
end

The following example shows how to configure host routes as the filter for the MPLS LDP local |abel
allocation:

configure term nal

|

mpl s [ dp | abel
al | ocate gl obal host-routes
end

LDP allocates local labels only for host routes found in the global routing table.

Related Commands

Command Description

mpls |dp label Enters MPLS LDP label configuration mode to specify how MPLS
LDP handles local 1abel allocation.

show mpls|dp bindings Displays the contents of the LIB.
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append-after

To insert a path entry after a specified index number, use the append-after command in IP explicit path
configuration mode.

append-after index command

Syntax Description index Previous index number. Valid values are from 0 to 65534.
command An IP explicit path configuration command that creates a path entry. (Use
the next-address command to specify the next |P address in the explicit
path.)
Defaults No path entry isinserted after a specified index number.
Command Modes IP explicit path configuration
Command History Release Modification
12.0(5)S This command was introduced.
12.1(3)T This command was integrated into Cisco 10S Release 12.1(3)T.
12.0(10)ST This command was integrated into Cisco 10S Release 12.0(10)ST.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Examples In the following example, the next-address command is inserted after index 5:
Rout er (confi g-i p-expl -path)# append-after 5 next-address 10.3.27.3

Related Commands  Command Description
index Inserts or modifies a path entry at a specific index.
inter face fastether net Enters the command mode for | P explicit paths and creates or modifiesthe
specified path.
list Displays all or part of the explicit paths.
next-address Specifies the next | P address in the explicit path.

show ip explicit-paths  Displays the configured | P explicit paths.
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auto-bw (LSP Attributes)

To specify automatic bandwidth configuration for alabel switched path (LSP) in an L SP attribute list,
use the auto-bw command in L SP Attributes configuration mode. To remove automatic bandwidth
configuration, use the no form of this command.

auto-bw [frequency secs] [max-bw kbps] [min-bw kbps] [collect-bw]

no auto-bw
Syntax Description frequency secs (Optional) Interval between bandwidth adjustments. The specified interval

can be from 300 to 604800 seconds.

max-bw kbps (Optional) Maximum automatic bandwidth for the path option. The value
can be from 0 to 4294967295 kilobits per second (kbps).

min-bw kbps (Optional) Minimum automatic bandwidth for the path option. The valueis
from 0 to 4294967295 kilobits per second (kbps).

collect-bw (Optional) Collects output rate information for the path option, but does not

Command Default

Command Modes

adjust its bandwidth.

If the command is entered with no optional keywords, automatic bandwidth adjustment for the LSP is
enabled, with adjustments made every 24 hours and with no constraints on the bandwidth adjustments
made.

If the collect-bw keyword is entered, the bandwidth is sampled but not adjusted, and the other options,
if any, are ignored.

If the collect-bw keyword is not entered and some, but not all of the other keywords are entered, the
defaults for the keywords not entered are: frequency, every 24 hours; min-bw, unconstrained (0);
max-bw, unconstrained.

L SP Attributes configuration (config-1sp-attr)

Command History

Usage Guidelines

Release Modification

12.0(26)S This command was introduced.

12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.

Use this command to set an automatic bandwidth configuration in an L SP attributes list.

To sample the bandwidth used by an L SP without automatically adjusting it, specify the collect-bw
keyword in the auto-bw command in an L SP attribute list.

If you enter the auto-bw command without the collect-bw keyword, the bandwidth of the LSP is
adjusted to the largest average output rate sampled for the L SP since the last bandwidth adjustment for
the L SP was made.
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To constrain the bandwidth adjustment that can be made to an LSP in an LSP attribute list, use the
max-bw or min-bw keyword and specify the permitted maximum allowable bandwidth or minimum
allowable bandwidth, respectively.

The no form of the auto-bw command disables bandwidth adjustment for the tunnel and restores the
configured bandwidth for the L SP where configured bandwidth is determined as follows:;

¢ If the LSP bandwidth was explicitly configured with the mplstraffic-eng Isp attributes Isp-id
bandwidth command after the running configuration was written (if at all) to the startup
configuration, the configured bandwidth is the bandwidth specified by that command.

¢ Otherwise, the configured bandwidth is the bandwidth specified for the tunnel in the startup
configuration.

To associate the L SP automatic bandwidth adjustment attribute and the L SP attribute list with a path
option for an L SP, you must configure the tunnel mpls traffic-eng path option command with the
attributes string keyword and argument, where string is the identifier for the specific L SP attribute list.

Examples The following exampl e sets automatic bandwidth configuration for an LSP in an L SP attribute list:

configure term nal
|

mpls traffic-eng Isp attributes 1

aut o- bw
exit
end
Related Commands  Command Description
mplstraffic-eng Isp attributes Creates or modifies an LSP attribute list.
show mplstraffic-eng Isp attributes Displays global LSP attribute lists.
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bandwidth (LSP Attributes)

To configure label switched path (L SP) bandwidth in an L SP attribute list, use the bandwidth command
in LSP Attributes configuration mode. To remove the configured bandwidth from the L SP attribute list,
use the no form of this command.

bandwidth [sub-pool | global] kbps

no bandwidth

Syntax Description

Command Default

Command Modes

sub-pool (Optional) Indicates a subpool path option.

global (Optional) Indicates a global pool path option. Entering this keyword is not
necessary, for all path options are from the global pool in the absence of the
sub-pool keyword.

kbps Number of kilobits per second set aside for the path option. The rangeis
from 1 to 4294967295.

The default bandwidth is 0.

L SP Attributes configuration (config-lsp-attr)

Command History

Usage Guidelines

Release Modification

12.0(26)S This command was introduced.

12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco 10S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |0S Release 12.4(20)T.

Use this command to configure L SP bandwidth in the L SP attribute list. The bandwidth configured can
be associated with both dynamic and explicit path options.

To associate the L SP bandwidth and the L SP attribute list with a path option for an LSP, you must
configure the tunnel mpls traffic-eng path option command with the attributes string keyword and
argument, where string is the identifier for the specific LSP attribute list.

The bandwidth configured in the L SP attribute list will override the bandwidth configured on the tunnel.

Examples The following example shows how to set the L SP bandwidth to 5000 kbps in the L SP attribute list
identified with the numeral 2:
configure term nal
!
mpls traffic-eng |sp attributes 2
bandwi dt h 5000
Cisco 10S Multiprotocol Label Switching Command Reference
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exit
end
Related Commands = Command Description
mplstraffic-eng Isp attributes Creates or modifies an L SP attribute list.
show mplstraffic-eng Isp attributes Displays global L SP attribute lists.
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bgp default route-target filter

Syntax Description

Command Default

Command Modes

To enable automatic Border Gateway Protocol (BGP) default route-target community filtering, use the
bgp default route-target filter command in router configuration mode. To disable automatic BGP
route-target community filtering, use the no form of this command.

bgp default route-target filter

no bgp default route-target filter

This command has no arguments or keywords.

This command is enabled by default.

Router configuration

Command History

Usage Guidelines

Note

Release Modification

12.1(5)T This command was introduced.

12.0(16)ST This command was integrated into Cisco 10S Release 12.0(16)ST.
12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.

Use thebgp default route-target filter command to control the distribution of Virtual Private Network
(VPN) routing information through the list of VPN route-target communities.

When you use the no form of this command, all received VPN-IPv4 routes are accepted by the
configured router. Accepting VPN-IPv4 routes is the desired behavior for arouter configured as an
autonomous system border edge router or as a customer edge (CE) BGP border edge router.

If you configure the router for BGP route-target community filtering, all received exterior BGP (eBGP)
V PN-1Pv4 routes are discarded when those routes do not contain a route-target community value that
matches the import list of any configured VPN routing and forwarding (V RFs) instances. Thisisthe
desired behavior for arouter configured as a provider edge (PE) router.

This command is automatically disabled if a PE router is configured as aclient of acommon VPN-IPv4
route reflector in the autonomous system.

Examples In the following example, BGP route-target filtering is disabled for autonomous system 120:
router bgp 120
no bgp default route-target filter
Cisco 10S Multiprotocol Label Switching Command Reference
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Related Commands  Command Description
show mpls forwarding-table Displays the contents of the LFIB.
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bgp next-hop

To configure a loopback interface as the next hop for routes associated with a VPN routing and
forwarding instance (VRF), use the bgp next-hop command in VRF configuration mode. To return the
router to default operation, use the no form of this command.

bgp next-hop loopback number

no bgp next-hop

Syntax Description

Defaults

Command Modes

loopback Specifies the number of the loopback interface. The value that can be entered for
number this argument is a number from 1 to 2147483647.

The IP address of the source interface, from which the route was advertised is set as the next hop when
this command is not enabled.

VRF configuration

Command History

Usage Guidelines

Examples

Release Modification
12.2(13)T This command was introduced.

The bgp next-hop command is used in Multiprotocol Label Switching (MPLS) Virtual Private Network
(VPN) and Tunnel Engineering (TE) configurations. This command allows you to configure aloopback
interface as the next hop for routes that are associated with the specified VRF. This command can be
used, for example, to configure VPN traffic to use a specific Label Switched Path (L SP) through an
MPLS core network.

In the following example, loopback interface O is configured as the next hop for VPN traffic associated
with VRF RED:

Router(config)# ip vrf RED

Rout er (config-vrf)# rd 40000: 1

Rout er (config-vrf)# route-target inport 40000:2
Rout er (config-vrf)# route-target export 40000:2
Rout er (config-vrf)# bgp next-hop | oopback 0

Related Commands

Command Description
ip vrf Configures a VRF routing table.
show ip vrf Displays the set of defined VRFs and associated interfaces.
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bgp scan-time

To configure scanning intervals of Border Gateway Protocol (BGP) routers for next hop validation or to
decrease import processing time of Virtual Private Network version 4 (VPNv4) routing information, use
the bgp scan-time command in address family or router configuration mode. To return the scanning
interval of arouter to its default scanning interval of 60 seconds, use the no form of this command.

bgp scan-time [import] scanner-interval

no bgp scan-time [import] scanner-interval

Syntax Description import (Optional) Configures import processing of VPNv4 unicast routing
information from BGP routers into routing tables.
scanner-interval The scanning interval of BGP routing information. Valid values used for
selecting the desired scanning interval are from 5 to 60 seconds. The default
is 60 seconds.

Command Default The default scanning interval is 60 seconds.

Command Modes Address family configuration (config-router-af)
Router configuration (config-router)

Command History Release Modification
12.0(NT This command was introduced.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.25X This command is supported in the Cisco |0S Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

15.0()M This command was modified. Theimport keyword was removed. It is not
available in Cisco |OS Release 15.0(1)M and later Cisco |OS
Release 15.0M releases.

12.2(33)SRE This command was modified. Theimport keyword was removed. It is not
available in Cisco 10S Release 12.2(33)SRE and later Cisco 10S
Release 12.2SR releases.

Usage Guidelines Entering the no form of this command does not disable scanning, but removes it from the output of the
show running-config command.

Theimport keyword is supported in address family VPNv4 unicast mode only.

The BGP Event Based VPN Import feature introduced a modification to the existing BGP path import
process using new commands and the import keyword was removed from the bgp scan-time command
in Cisco |OS Release 15.0(1)M, 12.2(33)SRE, and later releases.
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In the following router configuration example, the scanning interval for next hop validation of 1Pv4
unicast routes for BGP routing tables is set to 20 seconds:
router bgp 100

no synchronization
bgp scan-tine 20

In the following address family configuration example, the scanning interval for next hop validation of
address family VPNv4 unicast routes for BGP routing tables is set to 45 seconds:

router bgp 150
address-fanmi |y vpn4 unicast
bgp scan-tine 45

In the following address family configuration example, the scanning interval for importing address
family VPNv4 routes into I P routing tables is set to 30 seconds:
router bgp 150

address-fam |y vpnv4 unicast
bgp scan-tine inport 30

Related Commands

Command Description

address-family vpnv4 Places the router in address family configuration mode for configuring
routing sessions such as BGP, RIP, or static routing sessionsthat use standard
VPNv4 address prefixes.
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cell-packing
To enable ATM over Multiprotocol Label Switching (MPLS) or Layer 2 Tunneling Protocol Version 3
(L2TPv3) to pack multiple ATM cellsinto each MPLS or L2TPv3 packet, use the cell-packing command
in the appropriate configuration mode. To disable cell packing, use the no form of this command.
cell-packing [cells] [mcpt-timer timer]
no cell-packing
Syntax Description cells (Optional) The number of cellsto be packed into an MPL S or L 2TPv3 packet.

Therange is from 2 to the maximum transmission unit (MTU) of the interface
divided by 52. The default number of ATM cellsto be packed isthe MTU of
the interface divided by 52.

If the number of cells packed by the peer provider edge router exceeds this
limit, the packet is dropped.

mcpt-timer timer (Optional) Specifies which timer to use for maximum cell-packing timeout
(MCPT). Valid values are 1, 2, or 3. The default value is 1.

Command Default Cell packing is disabled.

Command Modes Interface configuration
L 2transport VC configuration—for ATM VC
L 2transport VP configuration—for ATM VP
V C class configuration

Command History Release Modification
12.0(25)S This command was introduced.
12.0(29)S Support for L2TPv3 sessions was added.
12.0(30)S Thiscommand was updated to enable cell packing as part of avirtual circuit

(VC) class.

12.0(31)S This command was integrated into Cisco 10S Release 12.0(31)S.
12.2(28)SB This command was integrated into Cisco |OS Release 12.2(28)SB.
12.4(11)T This command was integrated into Cisco |OS Release 12.4(11)T.
12.2(33)SRB This command was integrated into Cisco 10S Release 12.2(33)SRB.
12.2(33)SXH This command was integrated into Cisco |10S Release 12.2(33)SXH.
12.2(33)SRE This command was modified. Support for static pseudowires was added.

Usage Guidelines The cell-packing command is available only if you configure the ATM VC or virtual path (VP) with
ATM adaptation layer 0 (AALO) encapsulation. If you specify ATM adaptation layer 5 (AALD)
encapsulation, the command is not valid.
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Only cellsfromthe same VC or VP can be packed into one MPL S or L2TPv3 packet. Cellsfrom different
connections cannot be concatenated into the same packet.

When you change, enable, or disable the cell-packing attributes, the ATM VC or VP and the MPLS or
L2TPv3 emulated V C are reestablished.

If aprovider edge (PE) router does not support cell packing, the PE router sends only one cell per MPLS
or L2TPv3 packet.

The number of packed cells need not match between the PE routers. The two PE routers agree on the
lower of the two values. For example, if PEL is allowed to pack 10 cells per MPLS or L2TPv3 packet
and PE2 isallowed to pack 20 cells per MPL S or L2TPv3 packet, the two PE routers would agree to send
no more than 10 cells per packet.

If the number of cells packed by the peer PE router exceeds the limit, the packet is dropped.

If you issue the cell-packing command without first specifying the atm mcpt-timer scommand, you get
the following error:

Pl ease set ncpt values first

In order to support cell packing for static pseudowires, both PEs must run Cisco |0S
Release 12.2(1) SRE, and the maximum number of cellsthat can be packed must be set to the same value
on each.

The following example shows cell packing enabled on aninterface set up for VP mode. The cell-packing
command specifies that ten ATM cells be packed into each MPL S packet. The command also specifies
that the second maximum cell-packing timeout (M CPT) timer be used.

Rout er > enabl e

Rout er# configure term nal

Router(config)# interface atml/0

Rout er (config-if)# atmntpt-tiners 1000 800 500

Rout er (config-if)# atmpvp 100 | 2transport

Rout er (config-if-atml 2trans-pvp)# xconnect 10.0.0.1 234 encapsul ation npls
Rout er (config-if-atml2trans-pvp)# cell-packing 10 ncpt-tiner 2

The following example configures ATM cell relay over MPLS with cell packing in VC class
configuration mode. The VC classis then applied to an interface.

Rout er > enabl e

Rout er# configure term nal

Rout er (confi g)# vc-class atm cel | packi ng

Rout er (confi g-vc-cl ass)# encapsul ati on aal 0
Rout er (confi g-vc-cl ass)# cel | -packing 10 ncpt-tinmer 1
Rout er (confi g-vc-cl ass)# exit

Router(config)# interface atml/0

Rout er (config-if)# atmntpt-tiners 100 200 250
Router(config-if)# class-int cell packing

Rout er (config-if)# pvc 1/200 | 2transport

Rout er (config-if-atml 2trans-pvc)# xconnect 10.13.13.13 100 encapsul ation npls

The following example configures ATM AALS5 over L2TPv3in VC class configuration mode. The VC
classis then applied to an interface.

Router (config)# vc-class atm aal 5¢cl ass

Rout er (confi g-vc-cl ass)# encapsul ati on aal 5

!

Rout er (config)# interface atnil/0

Rout er (config-if)# class-int aal 5cl ass

Rout er (config-if)# pvc 1/200 | 2transport

Rout er (config-if-atml 2trans-pvc)# xconnect 10.13.13.13 100 encapsul ation | 2t pv3
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Related Commands  Command Description
atm mcpt-timers Creates cell-packing timers, which specify how long the PE router can wait
for cellsto be packed into an MPLS or L2TPv3 packet.
debug atm Displays ATM cell relay cell packing debugging information.
cell-packing
show atm cell-packing Displays information about the VCs and V Ps that have ATM cell packing
enabled.
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class (MPLS)

To configure adefined Multiprotocol Label Switching (MPLS) class of service (CoS) map that specifies
how classes map to label switched controlled virtual circuits (LV Cs) when combined with a prefix map,
use the class command in CoS map submode. To remove the defined MPLS CoS map, use the no form

of this command.

class class [available | standard | premium | control]

no class class [available | standard | premium | control]

Syntax Description

Defaults

class The precedence of identified traffic to classify traffic.

available (Optional) Means low precedence (In/Out plus lower two bits = 0,4).
standard (Optional) Means next precedence (In/Out plus lower two bits=1,5).
premium (Optional) Means high precedence (In/Out plus lower two bits= 2,6).
control (Optional) Means highest precedence pair (In/Out pluslower two bits

= 3,7). These bits are reserved for control traffic.

This command is disabled.

Command Modes CoS map submode

Command History Release Modification
12.05)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco |OS Release 12.2SX train. Support

Examples

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

The following example shows how to configure a CoS map:

Rout er (config)# npls cos-map 55
Rout er (confi g-npl s-cos-map)# class 1 prem um
Rout er (confi g- npl s-cos-map) # exit

Related Commands

Command Description

access-list Configures the access list mechanism for filtering frames by protocol
type or vendor code.

mpls cos-map Creates a class map that specifies how classes map to LV Cs when

combined with a prefix map.
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Command Description

mpls prefix-map Configures arouter to use a specified quality of service (QoS) map
when alabel definition prefix matches the specified access list.

show mpls cos-map Displaysthe CoS map used to assign quantity of LV Cs and associated

CoS of those LVCs.
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clear ip route vrf

To remove routes from the Virtual Private Network (VPN) routing and forwarding(V RF) table, use the
clear ip route vrf command in user EXEC or privileged EXEC mode.

clear ip route vrf vrf-name {* | network [mask]}

Syntax Description vrf-name Name of the VRF for the static route.
* Indicates al routes for a given VRF.
network Destination to be removed, in dotted decimal format.
mask (Optional) Mask for the specified network destination, in dotted

decimal format.

Command Modes User EXEC
Privileged EXEC

Command History Release Modification
12.05)T This command was introduced.
12.0(21)ST This command was integrated into Cisco 10S 12.0(21)ST.
12.0(22)S This command was integrated into Cisco 10S 12.0(22)S.
12.0(23)S This command was integrated into Cisco 10S 12.0(23)S.
12.2(13)T This command was integrated into Cisco 10S 12.2(13)T.
12.2(14)S This command was integrated into Cisco 10S 12.2(14)S.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.25X This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines Use this command to clear routes from the routing table. Use the asterisk (*) to delete all routes from
the forwarding table for a specified VRF, or enter the address and mask of a particular network to delete
the route to that network.

Examples The following command shows how to remove the route to the network 10.13.0.0 in the vpnl routing
table:

Router# clear ip route vrf vpnl 10.13.0.0

Related Commands  Command Description
show ip route vrf Displays the IP routing table associated with a VRF.
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clear ip rsvp hello bfd

To globally reset to zero the number of timesthat the Bidirectional Forwarding Detection (BFD) protocol
was dropped on an interface or the number of timesthat alink was down, use the clear ip rsvp hello bfd
command in user EXEC or privileged EXEC mode. To disable the resetting of those counters, use the no
form of this command.

clear ip rsvp hello bfd {lost-cnt | nbr-lost}

no clear ip rsvp hello bfd {lost-cnt | nbr-lost}

Syntax Description lost-cnt Resets to zero the number of times that the BFD session was lost (dropped)
on an interface.
nbr-lost Resets to zero the number of timesthe BFD protocol detected that alink was
down.

Command Default The counters are not reset to zero.

Command Modes User EXEC

Privileged EXEC
Command History Release Modification
12.2(33)SRC This command was introduced.

Usage Guidelines When you unconfigure BFD-triggered Fast Reroute, the BFD session is not torn down. Enter the clear
ip rsvp hello bfd command to clear show command output for Multiprotocol Label Switching (MPLS)
traffic engineering (TE) features that use the BFD protocol.

Theclear ip rsvp hello bfd command globally resetsto zero the LostCnt field in the show ip rsvp hello
bfd nbr summary command and the show ip rsvp hello bfd nbr command. Those fields show the
number of times that the BFD session was lost (dropped) on an interface.

Theclear ip rsvp hello bfd command also resets to zero the Communication with neighbor lost field in
the show ip rsvp hello bfd nbr detail command. That field shows the number of timesthe BFD protocol
detected that alink was down.

Examples The following exampl e resets to zero the Communication with neighbor lost field in the show ip rsvp
hello bfd nbr detail command that shows the number of timesthe BFD protocol detected that alink was
down:

Router# clear ip rsvp hello bfd nbr-1ost
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clearip rsvp hellobfd

Related Commands

Command

Description

show ip rsvp hello bfd nbr

Displays information about all MPLS TE clients that use
the BFD protocol.

show ip rsvp hello bfd nbr detail

Displays detailed information about all MPLS TE clients
that use the BFD protocol.

show ip rsvp hello bfd nbr summary

Displays summarized information about all MPLS TE
clients that use the BFD protocol.
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clear ip rsvp hello instance counters

To clear (refresh) the values for Hello instance counters, use the clear ip rsvp hello instance counters
command in privileged EXEC mode.

clear ip rsvp hello instance counters

Syntax Description  This command has no arguments or keywords.

Command Default None

Command Modes Privileged EXEC

Command History Release Modification
12.0(22)S This command was introduced.
12.2(18)SXD1 This command was integrated into Cisco |OS Release 12.2(18)SXD1.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2(31)SB2 This command was integrated into Cisco |OS Release 12.2(31)SB2.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(31)SXH.
Examples Following is sample output from the show ip rsvp hello instance detail command and then the clear ip

rsvp hello instance counters command. Notice that the “ Statistics” fields have been cleared to zero.

Router# show ip rsvp hello instance detail

Nei ghbor 10.0.0.2 Source 10.0.0.1

State: UP (for 2d18h)
Type: PASSIVE (responding to requests)
I/F Et1l/1

LSPs protecting: 0O
Refresh Interval (msec) (used when ACTI VE)
Configured: 100
Statistics: (from 2398195 sanpl es)
M n: 100
Max: 132
Average: 100
Waver age: 100 (Weight = 0.8)
Current: 100
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clear ip rsvp hello instance counters [l

Src_instance 0xA9F07C13, Dst_i nstance 0x9BBAA407
Counters:
Communi cation with nei ghbor |ost:
Num tinmes: 0
Reasons:
M ssed acks: 0
Bad Src_Inst received: 0
Bad Dst_Inst received: 0
I/ F went down: 0
Nei ghbor disabled Hello: 0
Msgs Recei ved: 2398194
Sent : 2398195
Suppressed: 0

Router# clear ip rsvp hello instance counters

Nei ghbor 10.0.0.2 Source 10.0.0.1

State: UP (for 2d18h)
Type: PASSIVE (responding to requests)
I/F Et1l/1

LSPs protecting: 0O
Refresh Interval (nsec) (used when ACTI VE)
Configured: 100
Statistics:
M n: 0
Max: 0
Aver age: 0
Waver age: 0
Current: 0
Src_instance OxA9F07C13, Dst_i nstance 0x9BBAA407
Counters:
Conmruni cation with neighbor |ost:
Num tines: 0
Reasons:
M ssed acks: 0
Bad Src_lnst received: 0
Bad Dst_| nst received: 0
I/ F went down: 0
Nei ghbor di sabled Hello: 0
Msgs Recei ved: 2398194
Sent : 2398195
Suppressed: 0

Related Commands  Command Description
ip rsvp signalling hello (configuration) Enables Hello globally on the router.
ip rsvp signalling hello (interface) Enables Hello on an interface where you need Fast
Reroute protection.
ip rsvp signalling hello statistics Enables Hello statistics on the router.
show ip rsvp hello statistics Displays how long Hello packets have been in the Hello
input queue.
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clear ip rsvp hello instance statistics

To clear Hello statistics for an instance, use the clear ip rsvp hello instance statistics command in
privileged EXEC mode.

clear ip rsvp hello instance statistics

Syntax Description ~ This command has no arguments or keywords.

Command Default Hello statistics are not cleared for an instance.

Command Modes Privileged EXEC

Command History Release Modification
12.0(22)S This command was introduced.
12.2(18)SXD1 This command was integrated into Cisco 10S Release 12.2(18)SXD1.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2(31)SB2 This command was integrated into Cisco |OS Release 12.2(31)SB2.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(31)SXH.
Examples This example shows sample output from the show ip rsvp hello statistics command and the valuesin

those fields after you enter the clear ip rsvp hello instance statistics command.

Router# show ip rsvp hello statistics

Status: Enabl ed
Packet arrival queue:
WAit tines (msec)
Current: 0
Aver age: 0
Wei ght ed Average: 0 (weight = 0.8)
Max: 4
Current length: 0 (nmax:500)
Number of sanpl es taken: 2398525

Router# clear ip rsvp hello instance statistics

Status: Enabl ed
Packet arrival queue:
Wait tines (msec)
Current: 0
Aver age: 0
Wei ght ed Average: 0 (weight = 0.8)
Max: 0
Current length: O (nmax:500)
Nunmber of sanples taken: 0
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clear ip rsvp hello instance statistics W

Related Commands = Command Description
ip rsvp signalling hello (configuration) Enables Hello globally on the router.
ip rsvp signalling hello (interface) Enables Hello on an interface where you need Fast
Reroute protection.
ip rsvp signalling hello statistics Enables Hello statistics on the router.
show ip rsvp hello statistics Displays how long Hello packets have been in the Hello
input queue.
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clear ip rsvp hello statistics

To globally clear Hello statistics, use the clear ip rsvp hello statistics command in privileged EXEC
mode.

clear ip rsvp hello statistics

Syntax Description  This command has no arguments or keywords.

Command Default Hello statistics are not globally cleared.

Command Modes Privileged EXEC

Command History Release Modification
12.0(22)S This command was introduced.
12.2(18)SXD1 This command was integrated into Cisco 10S Release 12.2(18)SXD1.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2(31)SB2s This command was integrated into Cisco |OS Release 12.2(31)SB2.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(31)SXH.

Usage Guidelines Use this command to remove all information about how long Hello packets have been in the Hello input
queue.

Examples Following is sample output from the show ip rsvp hello statistics command and the clear ip rsvp hello
statistics command. Notice that the values in the “ Packet arrival queue” fields have been cleared.

Router# show ip rsvp hello statistics

St at us: Enabl ed
Packet arrival queue:
Wait tines (nsec)
Current: 0
Aver age: 0
Wei ght ed Average: 0 (weight = 0.8)
Max: 4
Current length: 0 (nmax:500)
Number of sanpl es taken: 2398525
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Rout er # cl ear

St atus: Enabl ed
Packet arrival queue:
Wait tines (nsec)
Current: 0
Aver age: 0
Wei ghted Average: 0 (wei ght
Max: 0
Current |length: 0 (max:500)
Number of sanples taken: 16

iprsvp hello statistics

= 0.8)

clear ip rsvp hello statistics Il

Related Commands Command

Description

ip rsvp signalling hello statistics

Enables Hello statistics on the router.

show ip rsvp hello statistics

Displays how long Hello packets have been in the Hello
input queue.

I January 2010

Cisco 10S Multiprotocol Label Switching Command Reference



Multiprotocol Label Switching Commands |

M clear ip rsvp msg-pacing

clear ip rsvp msg-pacing

To clear the Resource Reservation Protocol (RSVP) message pacing output from the show ip rsvp
neighbor command, use the clear ip rsvp msg-pacing command in privileged EXEC mode.

clear ip rsvp msg-pacing

Syntax Description  This command has no arguments or keywords.

Command Modes Privileged EXEC

Command History Release Modification
12.0(14)ST This command was introduced.
12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.
12.0(22)S This command was integrated into Cisco |0OS Release 12.0(22)S.
12.2(28)SB This command was integrated into Cisco |0S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Examples The following example clears the RSV P message pacing output:

Router# clear ip rsvp nmsg-pacing

Related Commands  Command Description
show ip rsvp counters Displays counts of RSV P messages that were sent and
received.
show ip rsvp neighbor Displays the current RSV P neighbors and indicates

whether the neighbor isusing IP or UDP encapsulation for
a specified interface or for all interfaces.
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clear mpls counters

Syntax Description

Defaults

Command Modes

To clear the Multiprotocol Label Switching (MPLS) forwarding table disposition counters and the Any
Transport over MPLS (AToM) imposition and disposition virtual circuit (V C) counters, use the clear
mpls counters command in privileged EXEC mode.

clear mpls counters

This command has no arguments or keywords.

Checkpoint information resides on the active and standby Route Processor.

Privileged EXEC

Command History

Release Modification
12.2(25)S This command was introduced.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB and

implemented on the Cisco 10000 seriesrouters. This command was updated
to clear AToM VC counters.

12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.

Examples In the following example, the first show mpls forwarding-table command shows that 590
label-switched bytes exist in the forwarding table. The clear mpls counters command clears the
counters. The second show mpls forwar ding-table command shows that the number of |abel-switched
bytesis 0.

Rout er# show npls forwarding-table

Local Qutgoing Prefix Byt es Label Qut goi ng Next Hop

Label Label or VC or Tunnel Id Swi t ched interface

20 30 10. 10. 17. 17 590 Et3/0 172.16.0.2

Router# clear npls counters

Cl ear "show npls forwarding-table" counters [confirni

npl s forward counters cleared

Rout er# show npl s forwarding-table

Local Qutgoing Prefix Byt es Label Qut goi ng Next Hop

Label Label or VC or Tunnel Id Swi t ched interface

20 30 10.10.17. 17 0 Et3/0 172.16.0.2

Cisco 10S Multiprotocol Label Switching Command Reference

[ January 2010 .m



Multiprotocol Label Switching Commands |

M clear mpls counters

Inthefollowing example, thefirst show mpls|2 vc detail command showsthat 15 packets were received
and sent, 1656 bytes were received, and 1986 bytes were sent. The clear mpls counterscommand clears
the counters. The second show mpls |12 transport vc detail command shows that no bytes or packets
were received or sent.

Rout er# show npls |2 vc detail

Local interface: Et0/0.10 up, line protocol up, Eth VLAN 10 up
MPLS VC type is Eth VLAN, interworking type is Ethernet
Destination address: 10.0.0.2, VC ID: 10, VC status: up

Qutput interface: Et1/0, inposed |abel stack {16}
Preferred path: not configured
Default path: active
Next hop: 10.0.0.2
Create time: 00:19:35, |ast status change tine: 00:19:09
Si gnal i ng protocol: LDP, peer 10.0.0.2:0 up
MPLS VC | abel s: local 16, renote 16
Goup ID: local 0, rempte O
MIU. [ocal 1500, renote 1500
Renmot e interface description:
Sequenci ng: receive enabled, send enabl ed
VC statistics:
packet totals: receive 15, send 15 <---- packet totals
byte totals: recei ve 1656, send 1986 <---- byte totals
packet drops: receive 0, seq error 0, send O

Router# clear npls counters

Clear "show npls forwarding-table" counters [confirnml npls forward
counters cleared

Rout er# show npls |2 vc detail

Local interface: Et0/0.10 up, line protocol up, Eth VLAN 10 up
MPLS VC type is Eth VLAN, interworking type is Ethernet
Destination address: 10.0.0.2, VC ID: 10, VC status: up

Qutput interface: Et1/0, inposed |abel stack {16}
Preferred path: not configured
Default path: active
Next hop: 10.0.0.2
Create time: 00:22:55, |last status change tine: 00:22:29
Si gnal i ng protocol: LDP, peer 10.0.0.2:0 up
MPLS VC | abel s: local 16, renote 16
Goup ID: local 0, remote O
MIU: | ocal 1500, renote 1500
Renmot e interface description:
Sequenci ng: receive enabl ed, send enabl ed
VC statistics:
packet totals: receive 0, send O <---- packet totals
byte totals: receive 0, send 0 <---- byte totals
packet drops: receive 0, seq error 0, send O

Related Commands = Command Description

show mpls Displays the contents of the MPLS FIB.
forwarding-table
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clear mpls ip iprm counters

To clear the P Rewrite Manager (IPRM) counters, use the clear mplsip iprm counters command in
privileged EXEC mode.

clear mplsip iprm counters

Syntax Description  This command has no arguments or keywords.

Defaults No default behavior or values

Command Modes Privileged EXEC

Command History Release Modification
12.2(25)S This command was introduced.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB and

implemented on the Cisco 10000 series routers.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco 10S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |10S Release 12.4(20)T.

Usage Guidelines This command sets IPRM counters to zero.

Examples The command in the following example clears the IPRM counters:

Router# clear npls ip i prmcounters

Clear iprmcounters [confirni

Related Commands  Command Description
show mplsip iprm Displays the IPRM counters.
counters
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clear mpls ldp checkpoint

To clear the checkpoint information from the Label Information Base (LI1B) entries on the active Route
Processor (RP) or PRE and to clear the LIB entries created by checkpointing on the standby RP or PRE,
use the clear mplsldp checkpoint command in privileged EXEC mode.

clear mplsldp checkpoint [vrf vpn-name] { network { mask | length} [longer-prefixes] | *}
[incomplete]

Cisco 10000 Series Routers

clear mplsldp checkpoint { network { mask | length} [longer-prefixes] | *} [incomplete]

Syntax Description vrf vpn-name (Optional) Clearsthe checkpoint information for the specified VPN routing
and forwarding (VRF) instance (vpn-name).

Note Appliesto the Cisco 7000 series routers only.

network Clears the checkpoint information for the specified destination address.

mask Specifies the network mask, written as A.B.C.D.

length Specifies the mask length.

longer-prefixes (Optional) Clears the checkpoint information for any prefix that matches

mask with the length specified.

* (Optional) Clears the checkpoint information for all destinations.

incomplete (Optional) Clears any incomplete checkpoint information from the LIB.
Defaults Checkpoint information resides on the active and standby RP.

Command Modes Privileged EXEC

Command History Release Modification
12.2(25)S This command was introduced.
12.2(28)SB This command was integrated into Cisco |0S Release 12.2(28)SB and

implemented on the Cisco 10000 series routers.

Usage Guidelines Use this command only when Cisco support personnel recommend it as a means of rectifying a problem.
On the active RP or PRE, this command does the following:
¢ Clearsthe checkpoint state information from the specified LIB entries.
e Triggers a checkpoint attempt for those entries.
On the standby RP or PRE, this command deletes all of the LIB entries created by checkpointing.
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clear mpls Idp checkpoint

Examples The command in the following example clears the checkpointing information for prefix 10.1.10.1:
Rout er(config)# clear npls Idp checkpoint 10.1.10.1 32

Cl ear LDP bindings checkpoint state [confirm

00: 20: 29: 9%.DP-5- CLEAR CHKPT: Cl ear LDP bi ndi ngs checkpoint state (*) by console

Related Commands = Command Description
show mpls|ldp checkpoint Displaysinformation about the LDP checkpoint system on the active RP.
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clear mpls ldp neighbor

Toforcibly reset alabel distribution protocol (LDP) session, usethe clear mpls|dp neighbor command
in privileged EXEC mode.

clear mplsldp neighbor [vrf vpn-name] {nbr-address | *}

Syntax Description vrf vpn-name (Optional) Specifies the VPN routing and forwarding instance (vpn-name)
for resetting an LDP session.

nbr-address Specifies the address of the LDP neighbor whose session will be reset. The
neighbor address is treated as <nbr-address>:0, which means it pertains to
the LDP session for the LSR's platform-wide label space.

* Designates that all LDP sessions will be reset.

Defaults No default behavior or values

Command Modes Privileged EXEC

Command History Release Modification
12.0(26)S This command was introduced.
12.2(25)S This command was integrated into Cisco 10S Release 12.2(25)S.
12.3(14)T This command was integrated into Cisco |0S Release 12.3(14)T.
12.2(18)SXE This command was integrated into Cisco 10S Release 12.2(18)SXE.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.

Usage Guidelines Theclear mplsldp neighbor command terminates the specified LDP sessions. The L DP sessions should
be reestablished if the LDP configuration remains unchanged.

You can clear an LDP session for an interface-specific label space of an LSR by issuing the no mplsip
command and then the mplsip command on the interface associated with the LDP session.

Examples The following example resets an LDP session:
Router# clear npls |dp neighbor 10.12.12.12
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To verify the results of the clear mplsldp neighbor command, enter the show mplsIdp neighbor
command. Notice the value in the “Up time” field.

Rout er# show npls | dp neighbor 10.12.12.12

Peer LDP |dent: 10.12.12.12:0; Local LDP ldent 10.13.13.13:0

TCP connection: 10.12.12.12.646 - 10.13.13.13. 15093

State: Oper; Msgs sent/rcvd: 142/138; Downstream

Up tine: 02:16:28

LDP di scovery sources:
Serial1/0, Src IP addr: 10.0.0.2

Addr esses bound to peer LDP |dent:
10.0.0.129 10.12.12.12 10.0.0.2 10.1.0.5
10.7.0.1

Then enter the following clear mplsldp neighbor 12.12.12.12 command. With mpls Idp logging
configured, the easiest way to verify the clear mplsldp neighbor command is to monitor the LDP log
messages.

Router# clear npls |dp neighbor 10.12.12.12

1wld: 9%.DP-5- CLEAR NBRS: Cl ear LDP neighbors (10.12.12.12) by console
iwld: 9%.DP-5- NBRCHG LDP Nei ghbor 10.12.12.12:0 is DOWN
iwld: 94.DP-5- NBRCHG: LDP Nei ghbor 10.12.12.12:0 is UP

Reenter the show mplsIdp neighbor 10.12.12.12 command. Notice that the “Up time” value has been
reset.

Rout er# show npl s | dp nei ghbor 10.12.12.12

Peer LDP Ident: 10.12.12.12:0; Local LDP Ident 10.13.13.13:0

TCP connection: 10.12.12.12.646 - 10.13.13.13.15095

State: Oper; Msgs sent/rcvd: 125/121; Downstream

Up tinme: 00:00:05

LDP di scovery sources:
Serial1/0, Src IP addr: 10.0.0.2

Addr esses bound to peer LDP Ident:
10.0.0. 129 10.12.12.12 10.0.0.2 10.1.0.5
10.7.0.1

The following example resets all LDP sessions:
Router# clear npls |dp nei ghbor *

Related Commands

Command Description

show mplsldp neighbor Displays the status of the LDP sessions.
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clear mpls traffic-eng auto-bw timers

Toreinitialize the automatic bandwidth adjustment feature on a platform, use the clear mplstraffic-eng
auto-bw timers command in user EXEC mode.

clear mplstraffic-eng auto-bw timers

Syntax Description  This command has no arguments or keywords.

Defaults There are no defaults for this command.

Command Modes User EXEC

Command History Release Modification
12.2(4)T This command was introduced.
12.2(11)S This command was integrated into Cisco 10S Release 12.2(11)S.
12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines For each tunnel for which automatic bandwidth adjustment is enabled, the platform maintains
information about sampled output rates and the time remaining until the next bandwidth adjustment. The
clear mplstraffic-eng auto-bw timer s command clearsthisinformation for all such tunnels. The effect
isasif automatic bandwidth adjustment had just been enabled for the tunnels.

Examples The following example shows how to clear information about sampled output rates and the time
remaining until the next bandwidth adjustment:

Router# clear npls traffic—eng auto-bw tiners

Clear npls traffic engineering auto-bw tinmers [confirni
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clear mpls traffic-eng auto-bw timers Il

Related Commands = Command Description

mpls traffic-eng auto-bw timers Enables automatic bandwidth adjustment on a platform for
tunnels configured for bandwidth adjustment.

tunnel mplstraffic-eng auto-bw Enables automatic bandwidth adjustment for a tunnel, specifies
the frequency with which tunnel bandwidth can be automatically
adjusted, and designates the allowabl e range of bandwidth
adjustments.
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clear mpls traffic-eng auto-tunnel mesh

To remove all mesh tunnel interfaces and re-create them, use the clear mpls traffic-eng auto-tunnel
mesh command in privileged EXEC mode.

clear mplstraffic-eng auto-tunnel mesh

Syntax Description  This command has no arguments or keywords.

Command Modes Privileged EXEC (#)

Command History Release Modification
12.0(27)S This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |0S Release 12.4(20)T.
Examples The following example shows how to remove all mesh tunnel interfaces and re-create them:

Router# clear npls traffic-eng auto-tunnel mesh

Related Commands  Command Description
interface auto-template Creates the template interface.
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clear mpls traffic-eng auto-tunnel backup

To remove all the backup autotunnels and re-create them, use the clear mplstraffic-eng auto-tunnel
backup command in global configuration mode.

clear mplstraffic-eng auto-tunnel backup

Syntax Description  This command has no arguments or keywords.

Command Default No default behavior or values

Command Modes Global configuration

Command History Release Modification
12.0(27)S This command was introduced.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |0OS Release 12.4(20)T.
Examples The following example removes all backup autotunnels and re-creates them:

Router# clear npls traffic-eng auto-tunnel backup

Relatddommands Command Description

show ip rsvp fast-reroute Displays information about fast reroutable
primary tunnels and their corresponding
backup tunnels that provide protection.
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clear mpls traffic-eng auto-tunnel primary

To remove all the primary autotunnels and re-create them, use the clear mplstraffic-eng auto-tunnel
primary command in global configuration mode.

clear mplstraffic-eng auto-tunnel primary

Syntax Description  This command has no arguments or keywords.

Command Default None

Command Modes Global configuration

Command History Release Modification
12.0(27)S This command was introduced.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.
Examples The following example removes all primary autotunnels and re-creates them:

Router# clear npls traffic-eng auto-tunnel prinary

Related Commands = Command Description

show ip rsvp fast-reroute Displays information about fast reroutable
primary tunnels and their corresponding
backup tunnels that provide protection.
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clear mpls traffic-eng tunnel counters

To clear the counters for al Multiprotocol Label Switching (MPLS) traffic engineering tunnels, use the
clear mplstraffic-eng tunnel counters command in privileged EXEC mode.

clear mplstraffic-eng tunnel counters

Syntax Description  This command has no arguments or keywords.

Command Modes Privileged EXEC (#)

Command History Release Modification
12.0(14)ST This command was introduced.
12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.
12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.

Usage Guidelines This command allows you to set the MPL S traffic engineering tunnel counters to zero so that you can
see changes to the counters easily.

Examples In the following example, the countersfor all MPL S traffic engineering tunnels are cleared and arequest
is made for confirmation that the specified action occurred:

Router# clear npls traffic-eng tunnel counters

Clear traffic engineering tunnel counters [confirni

Related Commands = Command Description

show mplstraffic-eng tunnels statistics Displays event counters for one or more MPL S traffic
engineering tunnels.
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clear xconnect

To remove xconnect attachment circuits and pseudowires, use the clear xconnect command in privileged
EXEC configuration mode.

clear xconnect {all | interface interface | peer ip-address {all | vcid vc-id} }

Syntax Description

Command Default

Command Modes

all Removes all xconnect attachment circuits and pseudowires.

interfaceinterface Removes xconnect attachment circuits and pseudowires on the specified
interface.

peer ip-address Removes xconnect attachment circuits and pseudowires associated with the

{all | vcid vc-id} specified peer | P address.
¢ all—Removes all xconnects associated with the specified peer |P address.

e vcid vcid—Removes xconnects associated with the specified peer | P address
and the specified VCID.

xconnect attachment circuits and pseudowires are not removed.

Privileged EXEC (#)

Command History

Examples

Release Modification
12.2(33)SRE This command was introduced.

The following example removes all xconnects:

Rout er# cl ear xconnect all

02:13:56: Xconnect[ac: Et1/0.1(Eth VLAN)]: provisioning fwder with fwd_type=1, sss_role=1
02: 13: 56: Xconnect [ npl s: 10. 1. 1. 2: 1234000] : provisioning fwder with fwd_type=2, sss_role=2
02: 13: 56: Xconnect[ac: Et1/0.2(Eth VLAN)]: provisioning fwder with fwd_type=1, sss_role=2
02:13: 56: Xconnect[npls:10.1.1.2:1234001]: provisioning fwder with fwd_type=2, sss_role=1
02: 13: 56: Xconnect[ac: Et 1/0. 3(Eth VLAN)]: provisioning fwder with fwd_type=1, sss_role=1
02: 13: 56: Xconnect [ npl s: 10. 1. 2. 2: 1234002] : provisioning fwder with fwd_type=2, sss_role=2
02:13: 56: Xconnect[ac: Et1/0.4(Eth VLAN)]: provisioning fwder with fwd_type=1, sss_role=2
02: 13: 56: Xconnect [ npl s: 10. 1. 2. 2: 1234003] : provisioning fwder with fwd_type=2, sss_role=1
02: 13: 56: MPLS peer 10.1.1.2 vcid 1234000, VC DOMN, VC state DOWN

02:13:56: MPLS peer 10.1.1 vcid 1234001, VC DOWN, VC state DOWN

02:13:56: MPLS peer 10.1.2 vcid 1234002, VC DOMN, VC state DOWN

02: 13: 56: MPLS peer 10.1.2.2 vcid 1234003, VC DOMN, VC state DOWN

02:13:56: XC AUTH [Et1/0.1, 1001]: Event: start xconnect authorization, state changed from
I DLE to AUTHORI ZI NG
02:13:56: XC AUTH [Et1/0.1
AUTHORI ZI NG t o DONE

02: 13:56: XC AUTH [Et1/0.3, 1003]: Event: start xconnect authorization, state changed from
I DLE to AUTHORI ZI NG
02:13:56: XC AUTH [Et1/0.3
AUTHORI ZI NG t o DONE

NDNNDN

1001]: Event: found xconnect authorization, state changed from

1003]: Event: found xconnect authorization, state changed from
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02:13:56: XC AUTH [10.1.1.2, 1234001]: Event: start xconnect authorization, state changed
from I DLE to AUTHORI ZI NG

02:13:56: XC AUTH [10.1.1.2, 1234001]: Event: found xconnect authorization, state changed
from AUTHORI ZI NG t o DONE

02:13:56: XC AUTH [10.1.2.2, 1234003]: Event: start xconnect authorization, state changed
from | DLE to AUTHORI ZI NG

02:13:56: XC AUTH [10.1.2.2, 1234003]: Event: found xconnect authorization, state changed
from AUTHORI ZI NG t o DONE

02:13:56: XC AUTH [Et1/0.1, 1001]: Event: free xconnect authorization request, state
changed from DONE to END

02:13:56: XC AUTH [Et1/0.3, 1003]: Event: free xconnect authorization request, state
changed from DONE to END

02:13:56: XC AUTH [10.1.1.2, 1234001]: Event: free xconnect authorization request, state
changed from DONE to END

02: 13:56: XC AUTH [10.1.2.2, 1234003]: Event: free xconnect authorization request, state
changed from DONE to END
02:13:56: MPLS peer 10.1.1.
02:13:56: MPLS peer 10.1.2
02:13:56: MPLS peer 10.1.1.
02:13:56: MPLS peer 10.1.2

vcid 1234001, VC UP, VC state UP
vcid 1234003, VC UP, VC state UP
vcid 1234000, VC UP, VC state UP
veid 1234002, VC UP, VC state UP

The following example removes all the xconnects associated with peer router 10.1.1.2;

Rout er# cl ear xconnect peer 10.1.1.2 all

02: 14: 08: Xconnect[ac: Et1/0. 1(Eth VLAN)]: provisioning fwder with fwd_type=1, sss_role=1
02: 14: 08: Xconnect [ npl s:10. 1. 1. 2: 1234000] : provisioning fwder with fwd_type=2, sss_role=2
02: 14: 08: Xconnect[ac: Et1/0.2(Eth VLAN)]: provisioning fwder with fwd_type=1, sss_role=2
02: 14: 08: Xconnect [ npl s: 10. 1. 1. 2: 1234001] : provisioning fwder with fwd_type=2, sss_role=1
02: 14: 08: MPLS peer 10.1.1.2 vcid 1234000, VC DOMN, VC state DOWN

02: 14: 08: MPLS peer 10.1.1.2 vcid 1234001, VC DOMWN, VC state DOWN

02: 14: 08: XC AUTH [Et1/0.1, 1001]: Event: start xconnect authorization, state changed from
| DLE t o AUTHORI ZI NG

02: 14: 08: XC AUTH [Et1/0.1, 1001]: Event: found xconnect authorization, state changed from
AUTHORI ZI NG t o DONE

02:14: 08: XC AUTH [10.1.1.2, 1234001]: Event: start xconnect authorization, state changed
from | DLE to AUTHORI ZI NG

02:14: 08: XC AUTH [10.1.1.2, 1234001]: Event: found xconnect authorization, state changed
from AUTHORI ZI NG t o DONE

02:14: 08: XC AUTH [Et1/0.1, 1001]: Event: free xconnect authorization request, state
changed from DONE to END

02:14: 08: XC AUTH [10.1.1.2, 1234001]: Event: free xconnect authorization request, state
changed from DONE to END

02: 14: 08: MPLS peer 10.1.1.2 vcid 1234001, VC UP, VC state UP

02: 14:08: MPLS peer 10.1.1.2 vcid 1234000, VC UP, VC state UP

The following example removes the xconnects associated with peer router 10.1.1.2 and VC ID 1234001
Rout er# cl ear xconnect peer 10.1.1.2 vcid 1234001

02: 14: 23: Xconnect[ac: Et1/0. 2(Eth VLAN)]: provisioning fwder with fwd_type=1, sss_role=1
02: 14: 23: Xconnect [ npl s:10. 1. 1. 2: 1234001] : provisioning fwder with fwd_type=2, sss_role=2
02: 14:23: MPLS peer 10.1.1.2 vcid 1234001, VC DOMN, VC state DOWN

02: 14: 23: XC AUTH [Et1/0.2, 1002]: Event: start xconnect authorization, state changed from
I DLE to AUTHORI ZI NG

02:14:23: XC AUTH [ Et1/0.2, 1002]: Event: found xconnect authorization, state changed from
AUTHORI ZI NG t o DONE

02: 14:23: XC AUTH [Et1/0.2, 1002]: Event: free xconnect authorization request, state
changed from DONE to END

02: 14: 23: MPLS peer 10.1.1.2 vcid 1234001, VC UP, VC state UP

The following example removes the xconnects associated with interface Ethernet 1/0.1:

Rout er# cl ear xconnect interface ethl/0.1

02: 14: 48: Xconnect[ac: Et1/0. 1(Eth VLAN)]: provisioning fwder with fwd_type=1, sss_role=2
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02: 14: 48: Xconnect [ npl s: 10. 1. 1. 2: 1234000] :

provisioning fwder with fwd_type=2, sss_role=1

02: 14: 48: MPLS peer 10.1.1.2 vcid 1234000, VC DOMN, VC state DOWN

02: 14: 48: XC AUTH [10.1.1.2, 1234000]:

from | DLE to AUTHORI ZI NG

02:14: 48: XC AUTH [10.1.1.2, 1234000]:

from AUTHORI ZI NG t o DONE

02:14: 48: XC AUTH [10.1.1.2, 1234000]:

changed from DONE to END

start xconnect authorization, state changed
found xconnect authorization, state changed

free xconnect authorization request, state

02: 14: 48: MPLS peer 10.1.1.2 vcid 1234000, VC UP, VC state UP

Related Commands  Command Description

show xconnect Displays information about xconnect attachment circuits and pseudowires,
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connect (Frame Relay)

To define connections between Frame Relay permanent virtual circuits (PVCs), use the connect
command in global configuration mode. To remove connections, use the no form of this command.

connect connection-name interface dlci {interface dici | |2transport}

no connect connection-name interface dici {interface dlci | 12transport}

Syntax Description connection-name A name for this connection.
interface Interface on which a PV C connection will be defined.
dici Data-link connection identifier (DLCI) number of the PV C that will be
connected.
|2transport Specifies that the PV C will not be alocally switched PV C, but will be

tunneled over the backbone network.

Defaults No default behavior or values

Command Modes Global configuration

Command History Release Modification
12.1(2)T This command was introduced.
12.0(23)S The |2transport keyword was added.
12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.
12.2(15)T This command was integrated into Cisco |OS Release 12.2(15)T.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines When Frame Relay switching is enabled, the connect command creates switched PV Csin Frame Relay
networks.

Examples The following example shows how to define a connection called “fromplsl” with DLCI 100 on serial
interface 5/0.

connect fronplsl Serial5/0 100 | 2transport
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The following example shows how to enable Frame Relay switching and define a connection called
“one” between DLCI 16 on serial interface 0 and DLCI 100 on serial interface 1.

frame-relay switching
connect one serial0 16 seriall 100

Related Commands  Command Description

frame-relay switching

Enables PV C switching on a Frame Relay DCE or NNI.
mpls|2transport route

Enables routing of Frame Relay packets over a specified VC.
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connect (L2VPN local switching)

To create Layer 2 data connections between two ports on the same router, use the connect command in
global configuration mode. To remove such connections, use the no form of this command.

Syntax for 12.0S, 12.2S and 12.4T Releases

connect connection-name type number [dici | pvc | pvp] type number [dici | pvc | pvp]
[interworking ip | ethernet]

no connect connection-name type number [dici | pvc | pvp] type number [dici | pvc | pvp]
[interworking ip | ethernet]

Syntax for Cisco 10S XE Release 2.5 and Later Releases
connect connection-name type number type number

no connect connection-name type number type number

Syntax Description connection-name A name for thislocal switching connection.

type String that identifies the type of interface used to create alocal switching
connection; for example, serial or Gigabit Ethernet.

number Integer that identifies the number of the interface; for example, 0/0/0.1 for
a Gigabit Ethernet interface.

dici (Optional) The data-link connection identifier (DLCI) assigned to the
interface.

pvc (Optional) The permanent virtual circuit (PVC) assigned to the interface,
expressed by its vpi/vci (virtual path and virtual channel identifiers).

pvp (Optional) The permanent virtual path (PVP) assigned to the interface.

interworkingip | (Optional) Specifies that this local connection enables different transport

ethernet types to be switched locally. These keyword options are not necessary for

configurations that locally switch the same transport type, such as
ATM to ATM, or Frame Relay to Frame Relay. Choices are:

e interworking ip—Causes I P packets to be extracted from the
attachment circuit and sent over the pseudowire. Attachment circuit
frames that do not contain 1Pv4 packets are dropped.

e ethernet—Causes Ethernet framesto be extracted from the attachment
circuit and sent over the pseudowire. Ethernet end-to-end transmission
is assumed. Attachment circuit frames that do not contain Ethernet
frames are dropped. In the case of VLAN, the VLAN tag is removed,
leaving a pure Ethernet frame.

Command Default This command is disabled by default.

Command Modes Global configuration
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Command History Release Modification
12.0(27)S This command was introduced for local switching.
12.2(25)S This command was integrated into Cisco |10S Release 12.2(25)S.
12.0(30)S This command was integrated into Cisco |0S Release 12.0(30)S.
12.2(28)SB This command was integrated into Cisco |OS Release 12.2(28)SB.
12.4(11)T This command was integrated into Cisco |OS Release 12.4(11)T.
12.2(33)SRB This command was integrated into Cisco |0S Release 12.2(33)SRB.
12.2(33)SXH This command was integrated into Cisco 10S Release 12.2(33)SXH.
Cisco 10S XE This command was integrated into Cisco 10S XE Release 2.5.
Release 2.5

Examples The following example shows an Ethernet interface configured for Ethernet, plus an ATM interface

configured for AALS Subnetwork Access Protocol (SNAP) encapsulation. The connect command
allows local switching between these two interfaces and specifies the interworking type as |P mode.

Rout er (config)# interface atm0/0/0
Rout er (config-if)# pvc 0/100 |2transport
Router(cfg-if-atml 2trans-pvc)# encapsul ati on aal 5snap

Router(config)# interface fastethernet 6/0/0.1
Rout er (confi g-subi f)# encapsul ati on dot1g 100

Rout er (confi g)# connect atmeth-con atm 0/0/0 0/100 fastethernet 6/0/0.1 interworking ip

Related Commands  Command Description
frame-relay switching Enables PV C switching on a Frame Relay DCE or NNI.
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To associate a Simple Network Management Protocol (SNMP) context with a particular virtual private
network (VPN) routing and forwarding (V RF) instance, use the context command in VRF configuration
mode. To disassociate an SNMP context from a VPN, use the no form of this command.

context context-name

no context context-name

Syntax Description

Command Default

Command Modes

context-name Name of the SNMP VPN context, up to 32 characters.

No SNM P contexts are associated with VPNs.

V RF configuration

Command History

Usage Guidelines

Release Modification

12.0(23)S This command was introduced.

12.3(2)T This command was integrated into Cisco 10S Release 12.3(2)T.

12.2(25)S This command was integrated into Cisco 10S Release 12.2(25)S.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2(31)SB2 This command was integrated into Cisco |OS Release 12.2(31)SB2.
12.2(33)SRB Support for IPv6 was added.

12.2SX This command is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

12.2(33)SB This command was integrated into Cisco 10S Release 12.2(33)SB.

Before you use this command to associate an SNMP context with a VPN, you must do the following:
¢ Issuethe snmp-server context command to create an SNMP context
e Associate a VPN with a context so that the specific MIB data for that VPN exists in that context.

e Associate a VPN group with the context of the VPN using the snmp-server group command with
the context context-name keyword and argument.

SNMP contexts provide VPN users with a secure way of accessing MIB data. When aV PN is associated
with a context, MIB data for that VPN exists in that context. Associating a VPN with a context helps
enable service providers to manage networks with multiple VPNs. Creating and associating a context
with aVPN enables a provider to prevent the users of one VPN from accessing information about users
of other VPNs on the same networking device.
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A routedistinguisher (RD) is required when you configure an SNMP context. An RD creates routing and
forwarding tables and specifies the default route distinguisher for a VPN. The RD is added to the
beginning of a IPv4 prefix to make it globally unique. An RD is either ASN relative, which meansit is
composed of an autonomous system number and an arbitrary number, or it is |P address relative and
composed of an |P address and an arbitrary number.

Examples The following example shows how to create an SNMP context named context1 and associate the context
with the VRF named vrf1:
Rout er (confi g)# snnp-server contextl
Router(config)# ip vrf vrfl
Rout er (config-vrf)# rd 100: 120
Rout er (config-vrf)# context contextl

Related Commands Command Description
ipvrf Enters VRF configuration mode for the configuration of aVRF.
snmp mib Associates an SNMP community with an SNMP context, engine ID, or
community-map security hame.
snmp mib target list Creates alist of target VRFs and hosts to associate with an SNMP v1 or v2c

community.

snmp-server context Creates an SNMP context.
snmp-server group Configures a new SNMP group, or atable that maps SNMP usersto SNMP

views.
snmp-server trap Controls VRF-specific SNMP authentication failure notifications.
authentication vrf
snmp-server user Configures a new user to an SNMP group.
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control-word

Syntax Description

Command Default

Command Modes

To enable the Multiprotocol Label Switching (MPLS) control word in an Any Transport over MPLS
(AToM) dynamic pseudowire connection, use the control-word command in pseudowire class
configuration mode. To set the control word to autosense mode, use the default control-word command.
To disable the control word, use the no form of this command.

control-word

default control-word

no control-word

This command has no arguments or keywords.

The control word is set to autosense mode.

Pseudowire class configuration (config-pw-class)

Command History

Usage Guidelines

Examples

Release Modification
12.2(33)SRE This command was introduced.

If the MPL S control word is enabled for a static pseudowire and you disable it at the xconnect level, any
option set by the pseudowire class is disabled.

The following example shows how to enable the control word in an AToM dynamic pseudowire
connection:

Rout er# configure term nal

Rout er (confi g)# pseudow re-cl ass cw_enabl e
Rout er (confi g- pw cl ass)# encapsul ati on npls
Rout er (confi g- pwcl ass)# control -word

Rout er (confi g- pwcl ass) # exit

The following example shows how to enable the control word in an AToM dynamic pseudowire
connection and set it to autosense mode:

Rout er# configure term nal

Rout er (confi g)# pseudow re-cl ass cw_enabl e
Rout er (confi g- pw cl ass)# encapsul ati on npls
Rout er (confi g- pw cl ass)# default control -word
Rout er (confi g- pwcl ass) # exit
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Related Commands  Command Description
mpls control-word Enables the MPLS control word in an AToM static pseudowire connection.
show mplsl2transport Displays VC label binding information.
binding
show mplsl2transport Displaysinformation about AToM VCs and AToM static pseudowires that
e have been enabled to route Layer 2 packets on a router.
xconnect Binds an attachment circuit to a pseudowire, and configures an AToM static

pseudowire.
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description (12 vfi)

To provide a description of the switching provider edge (PE) router for an L2V PN multisegment
pseudowire, use the description command in L2 VFI configuration mode. To remove the description,
use the no form of this command.

description string

no description string

Syntax Description string Switching PE router description. The string must be 80 characters or fewer.

Command Default The switching PE router does not have a description.

Command Modes L2 VFI (config-vfi)

Command History Release Modification

Cisco |OS XE Release This command was introduced.
2.3

Usage Guidelines This description is useful for tracking the status of each switching PE router.

Examples This example adds a description for switching PE router 2:

Router(config)# |12 vfi donmi n_a point-to-point
Rout er (config-vfi)# description s-pe2

Related Commands = Command Description

show mplsl2transport Displays the status information about the pseudowire, including the
vc detail switching PE router.
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To customi ze the default behavior of echo packets, use the echo command in MPLS OAM configuration
mode. To set the echo packet’s behavior to its default value, use the no form of this command.
echo {revision {3 | 4} | vendor-extension}
no echo {revision {3 | 4} | vendor-extension}
Syntax Description revision Specifies the revision number of the echo packet’s default values. Valid

values are:
e 3—draft-ietf-mpls-Isp-ping-03 (Revision 2)
e 4—RFC 4379 compliant (default)

vendor-extension Sends Cisco-specific extension of type, length, values (TLV's) with echo
packets.

Command Default Cisco-specific extension TLVs are sent with the echo packet. Revision 4 is the router’s default.

Command Modes MPLS OAM configuration

Command History Release Modification
12.4(6)T This command was introduced.
12.0(32)SY This command was integrated into Cisco |10S Release 12.0(32)SY.
12.4(11)T This command was integrated into Cisco |OS Release 12.4(11)T.
12.2(31)SB2 This command was integrated into Cisco |0S Release 12.2(31)SB2.
12.2(33)SRB This command was integrated into Cisco 10S Release 12.2(33)SRB.
12.0(33)S This command was integrated into Cisco 10S Release 12.0(33)S.
12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.
12.2(33)SXI This command was integrated into Cisco |0S Release 12.2(33)SXI.

Usage Guidelines Before you can enter the echo command, you must first enter the mpls oam command to enter MPLS
OAM configuration mode.

Specify the revision keyword only if one of the following conditions exists:
¢ You want to change the revision number from the default of revision 4 to revision 3.

¢ You previously entered the mpls oam command and changed the revision number to 3 and now you
want to change the revision back to 4.

To prevent failures reported by the replying router due to TLV version issues, you can use the echo

revision command to configure all routers in the core for the same version of the Internet Engineering
Task Force (IEFT) label switched paths (L SP) ping draft. For example, if the network is running draft
RFC 4379 implementations, but one router is capable of only Version 3 (Cisco Revision 3), configure all
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routersin the network to operate in Revision 3 mode. Revision 3 mode is used only with Multiprotocol
Label Switching (MPLS) LSP ping or traceroute. Revision 3 mode does not support MPLS multipath
L SP traceroute.

The vendor-extension keyword is enabled by default in the router. If your network includes routers that
are not Cisco routers, you may want to disable Cisco extended TLVs. To disable Cisco extended TLVs,
specify the no echo vendor-extension command in MPLS OAM configuration mode. To enable Cisco
extended TLV s again, respecify the echo command with the vendor-extension keyword.

Examples The following example uses Revision 3 of the echo packets and sends the vendor’s extension TLV with
the echo packet:
mpl s oam

echo revision 3
echo vendor - ext ensi on

exit
Related Commands  Command Description
mpls oam EntersMPLS OAM configuration mode for customizing the default behavior

of echo packets.
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encapsulation (Any Transport over MPLS)

To configure the ATM adaptation layer (AAL) encapsulation for an Any Transport over MPLS (AToM),
use the encapsulation command in the appropriate configuration mode. To remove the ATM
encapsulation, use the no form of this command.

encapsulation layer-type

no encapsulation layer-type

Syntax Description layer-type The adaptation layer type, which is one of the following:
e aal5—ATM adaptation layer 5
e aal0—ATM adaptation layer 0

Command Default The default encapsulation is AALS.

Command Modes L 2transport VC configuration—for ATM PV Cs
V C class configuration—for VC class

Command History Release Modification
12.0(23)S This command was introduced.
12.2(14)S This command was integrated into Cisco |0OS Release 12.2(14)S.
12.2(15)T This command was integrated into Cisco |OS Release 12.2(15)T.
12.0(30)S This command was updated to enable ATM encapsulations as part of a
virtual circuit (VC) class.
12.0(31)S This command was integrated into Cisco |10S Release 12.0(31)S.
12.2(28)SB This command was integrated into Cisco |OS Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.4(11)T This command was integrated into Cisco |OS Release 12.4(11)T.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.
12.2(33)SRC This command was integrated into Cisco |OS Release 12.2(33)SRC.
Usage Guidelines In L2transport VC configuration mode, the pvc command and the encapsulation command work

together. Use the commands for AToM differently than for all other applications. Table 8 shows the
differences in how the commands are used.
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encapsulation (Any Transport over MPLS) | |

Table 8 AToM-Specific Variations of the pvc and encapsulation Commands

Other Applications AToM

Rout er (config-if)# pvc 1/ 100 Rout er (config-if)# pvc 1/100 | 2transport
Rout er (config-if-atmvc)# encapsul ati on Router(config-if-atml 2trans-pvc)#

aal 5snap encapsul ation aal 5

The following list highlights the differences:

¢ pvc command: For most applications, you create a permanent virtual circuit (PV C) by using the pvc
vpi/vci command. For AToM, you must add the I12transport keyword to the pvc command. The
[2transport keyword enables the PV C to transport Layer 2 packets.

e encapsulation command: The encapsulation command for AToM has only two keyword val ues:
aal5 or aal0. You cannot specify an encapsulation type, such as aal5snap. In contrast, the
encapsulation aal5 command you use for most other applications requires you to specify the
encapsulation type, such as aal5snap.

¢ You cannot create switched virtual circuits or VC bundles to transport Layer 2 packets.

When you use the aal5 keyword, incoming cells (except Operation, Administration, and Maintenance
[OAM] cells) on that PV C aretreated as AALS encapsul ated packets. The router reassembles the packet
from theincoming cells. The router does not check the contents of the packet, so it does not need to know
the encapsulation type (such as aal5snap and aal5mux). After imposing the Multiprotocol Label
Switching (MPLS) label stack, the router sends the reassembled packet over the MPLS core network.

When you use the aal0 keyword, the router strips the header error control (HEC) byte from the cell
header and adds the MPLS label stack. The router sends the cell over the MPLS core network.

The following example shows how to configure a PV C to transport ATM cell relay packets for AToM:

Rout er > enabl e

Rout er# configure term nal

Rout er (config)# interface atnil/0

Rout er (config-if)# pvc 1/100 | 2transport

Router(config-if-atml 2trans-pvc)# encapsul ati on aal 0

Rout er (config-if-atml2trans-pvc)# xconnect 10.13.13.13 100 encapsul ati on npls

Thefollowing example shows how to configure ATM AAL5 over MPLSin V C class configuration mode.
The VC classis applied toa PVC.

Rout er > enabl e

Rout er# configure term nal

Rout er (confi g)# vc-cl ass atm aal 5cl ass

Rout er (confi g-vc-cl ass)# encapsul ati on aal 5

Rout er (config)# interface atnil/0

Rout er (config-if)# pvc 1/200 | 2transport

Router(config-if-atml2trans-pvc)# class-vc aal 5cl ass

Rout er (config-if-atml2trans-pvc)# xconnect 10.13.13.13 100 encapsul ati on npls

Related Commands

Command Description

pvc Creates or assigns a name to an ATM PVC.
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encapsulation (Layer 2 local switching)

To configure the ATM adaptation layer (AAL) for aLayer 2 local switching ATM permanent virtual
circuit (PVC), use the encapsulation command in ATM PV C L 2transport configuration mode. To
remove an encapsulation from a PV C, use the no form of this command.

encapsulation layer-type

no encapsulation layer-type

Syntax Description layer-type Adaptation layer type. The values are;
e aal5
e aall
e aal5snap
e aal5mux

e aal5nlpid (not available on Cisco 12000 series)

Command Default If you do not create a PV C, oneis created for you. The default encapsul ation types for autoprovisioned
PVCs are as follows:

e For ATM-to-ATM local switching, the default encapsulation type for the PVC is AALO.

¢ For ATM-to-Ethernet or ATM-to-Frame Relay local switching, the default encapsulation type for the
PVCis AAL5SNAPR

Command Modes ATM PV C L 2transport configuration

Command History Release Modification
12.0(27)S This command was introduced for Layer 2 local switching.
12.2(25)S This command was integrated into Cisco |OS Release 12.2(25)S.
12.0(30)S This command was integrated into Cisco 10S Release 12.0(30)S.
12.2(28)SB This command was integrated into Cisco |OS Release 12.2(28)SB.
12.4(11)T This command was integrated into Cisco |OS Release 12.4(11)T.
12.2(33)SRB This command was integrated into Cisco |0S Release 12.2(33)SRB.
12.2(33)SXH This command was integrated into Cisco 10S Release 12.2(33)SXH.
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Usage Guidelines The pvc command and the encapsulation command work together. The use of these commands with
Layer 2 local switching isslightly different from the use of these commands with other applications. The
following list highlights the differences:

e For Layer 2 local switching, you must add the |2transport keyword to the pvc command. The
[2transport keyword enables the PV C to transport Layer 2 packets.

e The Layer 2 local switching encapsulation command works only with the pvc command. You
cannot create switched virtual circuits or VC bundlesto transport Layer 2 packets. You can use only
PV Csto transport Layer 2 packets.

Table 9 shows the encapsulation types supported for each transport type:

Table 9 Supported Encapsulation Types
Interworking Type Encapsulation Type
ATM to ATM AALO, AALS
ATM to Ethernet with | P interworking AALSSNAPR, AALSMUX
ATM to Ethernet with Ethernet interworking AALS5SNAP
ATM to Frame-Relay AALS5SNAPR, AALSNLPID
Examples The following example shows how to configure a PV C to transport AALO packets for Layer 2 local
switching:

pvc 1/100 | 2transport
encapsul ation aal 0

Related Commands  Command Description

pvc Creates or assigns a name to an ATM PVC.
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encapsulation dotiq

To enable |EEE 802.1Q encapsulation of traffic on a specified subinterface in avirtual LAN (VLAN),
use the encapsulation dot1lg command in interface range configuration mode or subinterface
configuration mode. To disable IEEE 802.1Q encapsulation, use the no form of this command.

Interface Range Configuration Mode

encapsulation dotlq vlian-id [native]

no encapsulation dotl1q

Subinterface Configuration Mode

encapsulation dotlq vlan-id second-dot1q {any | vlan-id | vlan-id-vlan-id[ ,vlan-id-vlan-id]}

no encapsulation dotlq vlan-id second-dot1q {any | vlan-id | vlan-id-vlan-id[ ,vlan-id-vian-id]}

Syntax Description  vlan-id

Virtual LAN identifier. The allowed range is from 1 to 4094. For the IEEE
802.1Q-in-Q VLAN Tag Termination feature, the first instance of this argument
defines the outer VLAN ID, and the second and subsequent instances define the
inner VLAN ID.

native

(Optional) Setsthe VLAN ID value of the port to the value specified by thevlan-id
argument.

Note  This keyword is not supported by the IEEE 802.1Q-in-Q VLAN Tag
Termination feature.

second-dot1q

Supports the IEEE 802.1Q-in-Q VLAN Tag Termination feature by allowing an
inner VLAN ID to be configured.

any

Setstheinner VLAN ID value to a number that is not configured on any other
subinterface.

Note The any keyword in the second-dot1q command is not supported on a
subinterface configured for IP over Q-in-Q (1PoQ-in-Q) because IP
routing is not supported on ambiguous subinterfaces.

Hyphen must be entered to separate inner and outer VLAN ID valuesthat are used
to define arange of VLAN IDs.

(Optional) Comma must be entered to separate each VL AN ID range from the next
range.

Defaults |EEE 802.1Q encapsulation is disabled.

Command Modes Interface range configuration
Subinterface configuration
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Command History

Release Modification

12.0(0)T This command was introduced.

12.1(3)T The native keyword was added.

12.2(2)DD Configuration of this command in interface range mode was introduced.

12.2(4)B This command was integrated into Cisco |0S Release 12.2(4)B.

12.2(8)T This command was integrated into Cisco 10S Release 12.2(8)T.

12.3(NT The second-dot1qg keyword was added to support the |EEE 802.1Q-in-Q
VLAN Tag Termination feature.

12.3(7)X11 This command was integrated into Cisco 10S Release 12.3(7)X| and
implemented on the Cisco 10000 series routers.

12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.

12.2(31)SB2 This command was integrated into Cisco |0S Release 12.2(31)SB2.

12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Cisco |IOS XE Release  This command was integrated into Cisco |0S XE Release 2.2.
2.2

Usage Guidelines

Note

Interface Range Configuration Mode

|EEE 802.1Q encapsulation is configurable on Fast Ethernet interfaces. IEEE 802.1Q is a standard
protocol for interconnecting multiple switches and routers and for defining VLAN topologies.

Use the encapsulation dot1g command in interface range configuration mode to apply aVLAN ID to
each subinterface within the range specified by the inter face range command. The VLAN ID specified
by the vian-id argument is applied to the first subinterface in the range. Each subsequent interfaceis
assigned a VLAN ID, which is the specified vian-id plus the subinterface number minus the first
subinterface number (VLAN ID + subinterface number — first subinterface number).

The Cisco 10000 series router does not support the inter face range command nor the interface range
configuration mode.

Do not configure encapsulation on the native VLAN of an IEEE 802.1Q trunk without using the native
keyword. (Always use the native keyword when vlan-id is the ID of the IEEE 802.1Q native VLAN.)

Subinterface Configuration Mode

Use the second-dot1q keyword to configure the IEEE 802.1Q-in-Q VLAN Tag Termination feature.
802.1Qin 802.1Q (Q-in-Q) VLAN tag termination adds another layer of 802.1Q tag (called “metro tag”
or “PE-VLAN") to the 802.1Q tagged packetsthat enter the network. Double tagging expandsthe VLAN
space, allowing service providersto offer certain services such as I nternet access on specific VLANs for
some customers and other types of services on other VLANSs for other customers.

After asubinterfaceis defined, use the encapsulation dot1q command to add outer and inner VLAN ID
tagsto allow one VLAN to support multiple VLANS. You can assign a specific inner VLAN ID to the
subinterface; that subinterface is unambiguous. Or you can assign arange or ranges of inner VLAN IDs
to the subinterface; that subinterface is ambiguous.
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Examples The following example shows how to create the subinterfaces within the range 0.11 and 0.60 and apply
VLAN ID 101 to the Fast Ethernet0/0.11 subinterface, VLAN ID 102 to Fast Ethernet0/0.12 (vlan-id =
101 +12-11=102), and so on up to VLAN ID 150 to Fast Ethernet0/0.60 (vian-id = 101 + 60 — 11
= 150):
Router(config)# interface range fastethernet0/0.11 - fastethernet0/0. 60
Rout er (confi g-int-range)# encapsul ati on dotlq 101

Thefollowing example shows how to terminate a Q-in-Q frame on an unambiguous subinterface with an
outer VLAN ID of 100 and an inner VLAN ID of 200:

Rout er (config)# interface gigabitethernet1/0/0.1

Rout er (confi g-subi f)# encapsul ati on dot1q 100 second-dot1qg 200

The following example shows how to terminate a Q-in-Q frame on an ambiguous subinterface with an
outer VLAN ID of 100 and an inner VLAN ID in the range from 100 to 199 or from 201 to 600:

Rout er(config)# interface gigabitethernet1/0/0.1
Rout er (confi g-subi f)# encapsul ati on dot1q 100 second-dot1q 100-199, 201- 600

Related Commands  Command Description

encapsulation isl Enablesthe ISL, whichisaCisco proprietary protocol for interconnecting
multiple switches and maintaining VLAN information as traffic goes
between switches.

encapsulation sde Enables |EEE 802.10 encapsulation of traffic on a specified subinterface
in VLANSs.

interfacerange Specifies multiple subinterfaces on which subsequent commands are
executed at the same time.

show vlans dotlq Displays information about 802.1Q VLAN subinterfaces.
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encapsulation mpls

Syntax Description

Defaults

Command Modes

To specify that Multiprotocol Label Switching (MPLS) is used as the data encapsulation method for
tunneling Layer 2 traffic over the pseudowire, usethe encapsulation mplscommand in pseudowire class
configuration mode. To remove MPLS as the encapsulation method, use the no pseudowire-class
command.

encapsulation mpls

no pseudowire-class

This command has no arguments or keywords.

No default behavior or values.

Pseudowire class configuration

Command History

Usage Guidelines

Release Modification

12.0(25)S This command was introduced.

12.2(25)S This command was integrated into Cisco 10S Release 12.2(25)S.

12.2(27)SBC Support for this command was integrated into Cisco 10S
Release 12.2(27)SBC.

You must specify encapsulation mplsas part of the xconnect command or as part of a pseudowire class
for the AToM VCsto work properly.

Once you specify the encapsulation mpls command, you cannot remove it using the no encapsulation
mpls command. Nor can you change the command's setting using the encapsulation 12tpv3 command.
Those methods result in the following error message:

Encapsul ati on changes are not allowed on an existing pwclass.
To remove the command, you must del ete the pseudowire with the no pseudowire-class command. To

change the type of encapsulation, remove the pseudowire with the no pseudowir e-class command and
re-establish the pseudowire and specify the new encapsulation type.

Examples The following example shows how to configure MPLS as the data encapsulation method for the
pseudowire class ether-pw:
Rout er (confi g)# pseudow re-cl ass et her-pw
Rout er (confi g-pw) # encapsul ati on npls
Cisco 10S Multiprotocol Label Switching Command Reference
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M encapsulation mpls

Related Commands  Command Description
encapsulation [2tpv3  Configures L2TPv3 as the data encapsulation method over 1P networks.
pseudowire-class Specifies the name of a pseudowire class and enters pseudowire class

configuration mode.
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exclude-address

To exclude an address from an | P explicit path, use the exclude-address command in global
configuration mode after entering explicit path configuration mode via the ip-explicit path command.
To remove an address exclusion from an IP explicit path, use the no index command.

exclude-address A.B.C.D

no index number

Syntax Description

Defaults

Command Modes

A.B.C.D Excludes an address from subsequent partial path segments. You can enter
the IP address of alink or the router ID of a node.
number Removes the specified address exclusion from an IP explicit path.

Addresses are not excluded from an IP explicit path unless explicitly excluded by the exclude-address
command.

Global configuration mode

Command History

Usage Guidelines

Release Modification

12.0(14)S This command was introduced.

12.0(14)ST This command was integrated into Cisco 10S Release 12.0(14)ST.
122(4)T This command was integrated into Cisco |0S Release 12.2(4)T.
12.2(4)T2 This command was implemented on the Cisco 7500 series.

12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

An IP explicit path isalist of IP addresses, each representing a node or link in the explicit path. If you
enter the exclude-address command and specify the | P address of alink, the constraint-based Shortest
Path First (SPF) routine does not consider that link when it sets up Multiprotocol Label Switching
(MPLS) traffic engineering paths. If the excluded address is a flooded M PL S traffic engineering router
ID, the constraint-based SPF routine does not consider that entire node. The person performing the
configuration must know the router 1Ds of the routers because it will not be apparent whether the
specified number isfor alink or for a node.
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N
Note = MPLS traffic engineering will accept an IP explicit path that comprises either all excluded addresses

configured by the exclude-addr ess command or all included addresses configured by the next-address
command, but not a combination of both.

Examples The following example shows how to exclude | P addresses 10.0.0.125 and 10.0.0.135 from IP explicit
path 500:

Rout er (confi g-i p-expl - pat h)# excl ude-address 10.0.0. 125
Explicit Path identifier 500:

1: exclude-address 10.0.0.125
Rout er (confi g-i p- expl - pat h) # excl ude- address 10.0.0. 135
Explicit Path identifier 500:

1: exclude-address 10.0.0.125

2: exclude-address 10.0.0. 135
Rout er (confi g-i p- expl - path)# end

To remove | P address 10.0.0.135 from the excluded addresses for explicit path 500, use the following
commands:

Rout er(config)# ip explicit-path identifier 500
Rout er (cfg-i p-expl -path)# no index 1
Explicit Path identifier 500
2: exclude-address 10.0.0. 135
Rout er (cfg-i p-expl -pat h)# end

Related Commands  Command Description

ip explicit-path Enters the subcommand mode for | P explicit
paths and creates or modifies a specified path.
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exit (LSP Attributes)

Syntax Description

Command Default

Command Modes

To exit from the label switched path (L SP) attribute list, use the exit command in L SP Attributes
configuration mode.

exit

This command has no arguments or keywords.

No default behavior or values.

L SP Attributes configuration (config-lsp-attr)

Command History

Usage Guidelines

Examples

Release Modification

12.0(26)S This command was introduced.

12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |10S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |0OS Release 12.4(20)T.

Use this command after you have configured L SP-related attributes for atraffic engineering (TE) tunnel
to exit the LSP attribute list and the L SP Attributes configuration mode.

The following example shows how to set up an L SP attribute list and exit the LSP Attributes
configuration mode when the list is complete:

Router(config)# npls traffic-eng Isp attributes 1
Router(config-lsp-attr)# priority 7 7

Rout er (config-Isp-attr)# affinity 0 O

Rout er (config-Isp-attr)# exit

Related Commands

Command Description
mplstraffic-eng Isp attributes Creates or modifies an LSP attribute list.
show mplstraffic-eng Isp attributes Displays global L SP attribute lists.
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exit-address-family

To exit from address family configuration mode, use the exit-address-family command in address
family configuration mode.

exit-address-family

Syntax Description  This command has no arguments or keywords.

Command Default No default behavior or values

Command Modes Address family configuration

Command History Release Modification
12.0(5)T This command was introduced.
12.0(22)S Enhanced I nterior Gateway Routing Protocol (EIGRP) support was added in

Cisco |OS Release 12.0(22)S.

12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.
12.2(15)T EIGRP support was added in Cisco |0S Release 12.2(15)T.
12.2(18)S EIGRP support was added.
12.2(17b)SXA This command was integrated into Cisco |0S Release 12.2(17b)SXA.
12.2(27)SBC This command was integrated into Cisco 10S Release 12.2(27)SBC.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.

Usage Guidelines This command is used to exit address family configuration mode.
This command can be abbreviated to exit.

Examples In the following example, the router is configured to exit address family configuration mode:

Rout er (config-router-af)# exit-address-famly
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Related Commands = Command Description
address-family ipv4 Enters IPv4 address family configuration mode.
address-family ipv6  Enters|Pv6 address family configuration mode.
address-family nsap ~ Enters CLNS address family configuration mode.

address-family vpnv4  Enters VPNv4 address family configuration mode.
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exp
To configure Multiprotocol Label Switching (MPLS) experimental (EXP) levels for a Frame Relay
permanent virtual circuit (PVC) bundle member, use the exp command in Frame Relay
V C-bundle-member configuration mode. To remove the EXP level configuration from the PV C, use the
no form of this command.
exp {level | other}
no exp
Syntax Description level The MPLS EXP level or levelsfor this Frame Relay PV C bundle member.
Therangeisfrom0to 7.
A PV C bundle member can be configured with a single level, multiple
individual levels, arange of levels, multiple ranges of levels, or a
combination of individual levels and level ranges.
Levels can be specified in ascending or descending order (although a
subsequent show running-config command will display them in ascending
order).
Examples are as follows:
e 0
e 0,23
e 65
e 0-24-5
e 0,1,2-4,7
other Specifies that this Frame Relay PV C bundle member will handle all of the
remaining MPLS EXP levelsthat are not explicitly configured on any other
bundle member PVCs.
Defaults EXP levels are not configured.
Command Modes Frame Relay V C-bundle-member configuration
Command History Release Modification
12.2(13)T This command was introduced.
12.2(16)BX This command was integrated into Cisco |0S Release 12.2(16)BX.
12.0(26)S This command was integrated into Cisco 10S Release 12.0(26)S.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
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Usage Guidelines Assignment of MPLS EXP levels to Frame Relay PV C bundle members lets you create differentiated
services, because you can distribute the levels over the various PV C bundle members. You can map a
single level or arange of levelsto each discrete PV C in the bundle, which enables PV Cs in the bundle
to carry packets marked with different levels.

Use the exp other command to indicate that a PV C can carry traffic marked with EXP levels not
specifically configured for other PV Cs. Only one PV C in the bundle can be configured using the exp
other command.

All EXP levels must be accounted for in the PV C bundle configuration, or the bundle will not come up.
However, a PV C can be a bundle member but have no EXP level associated with it. Aslong as all valid
EXP levels are handled by other PV Cs in the bundle, the bundle can come up, but the PV C that has no
EXP level configured will not participate in it.

The exp command is available only when MPLS is configured on the interface with the mplsip
command.

You can overwrite the EXP level configuration on a PV C by reentering the exp command with a new
value.

The MPLS experimental bits are a bit-by-bit copy of the IP precedence bits. When Frame Relay PVC
bundles are configured for | P precedence and MPLS is enabled, the precedence command is replaced
by the exp command. When MPLS is disabled, the exp command is replaced by the precedence
command.

Examples The following example shows the configuration of four Frame Relay PV C bundle membersin PVC
bundle bundlel configured with MPLS EXP level support:

interface serial 0.1 point-to-point
encapsul ati on frame-rel ay
ip address 10.1.1.1

mls ip

frame-rel ay vc-bundl e bundl el
pvc 100 ny-contro

class contro

exp 7

protect vc

pvc 101 ny-prem um

class prem um

exp 6-5

protect group

no bunp traffic

bump explicit 7

pvc 102 nmy-priority

class priority

exp 4-2

protect group

pvc 103 ny-basic

cl ass basic

exp ot her

protect group

Related Commands = Command Description
bump Configures the bumping rules for a specific PV C member of a bundle.
class Associates a map class with a specified DLCI.
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Command Description

dscp (Frame Relay Configures the DSCP value or values for a Frame Relay PV C bundle

V C-bundle-member) member.

match Specifies which bits of the IP header to use for mapping packet service
levels to Frame Relay PV C bundle members.

mplsip Enables label switching of 1Pv4 packets on an interface.

precedence(FrameRelay Configuresthe precedence levelsfor a Frame Relay PV C bundle member.
V C-bundle-member)

protect Configures a Frame Relay PV C bundle member with protected group or
protected PV C status.
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exportmap M

To associate an export map with a VPN Routing and Forwarding (VRF) instance, use the export map
command in IP VRF configuration mode.

export map route-map

no export map route-map

Syntax Description

Command Default

Command Modes

route-map Specifies the route map to be used as an export map.

No export maps are associated with a VRF instance.

IP VRF configuration

Command History

Usage Guidelines

Examples

Release Modification

12.0(5)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco |0OS Release 12.2(33)SRA.
12.25X This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

The export map command is used to associate a route map with the specified VRF. The export map is
used to filter routes that are eligible for export out of a VRF, based on the route target extended
community attributes of the route. Only one export route map can be configured for a VRF.

An export route map can be used when an application requires finer control over the routes that are
exported out of a VRF than the control that is provided by import and export extended communities
configured for the importing and exporting VRFs.

In the following example, an export is configured under the VRF and an access list and route map are
configured to specify which prefixes are exported:

Router(config)# ip vrf RED

Router(config-vrf)# rd 1:1

Rout er (config-vrf)# export map BLUE

Router(config-vrf)# route-target inport 2:1

Rout er (config-vrf)# exit

Rout er (config)# access-list 1 permt 192.168.0.0 0.0.255.255
Rout er (confi g)# route-nmap BLUE permit 10

Rout er (config-route-map)# match ip address 1

Rout er (confi g-route-nmap)# set extcomunity rt 2:1
Rout er (confi g-rout e-map)# end
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Related Commands  Command Description
import map Configures an import route map for a VRF.
ip extcommunity-list  Creates an extended community list for BGP and controls access to it.
ipvrf Configures a VRF routing table.
route-target Creates a route-target extended community for a VRF.
show ip vrf Displays the set of defined VRFs and associated interfaces.
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extended-port

N

Note

Effective with Cisco 10S Release 12.4(20)T, the extended-port command is not availablein Cisco 10S
software.

To associate the currently selected extended Multiprotocol Label Switching (MPLS) ATM (XTagATM)
interface with a particular external interface on the remotely controlled ATM switch, use the
extended-port command in interface configuration mode.

extended-port ctrl-if { bpx bpx-port-number | descriptor vsi-descriptor | vsi vsi-port-number}

Syntax Description

Defaults

Command Modes

ctrl-if Identifies the ATM interface used to control the remote ATM switch. You
must configure Virtual Switch Interface (VSI) on this interface using the
label-control-protocol interface configuration command.

bpx bpx-port-number  Specifies the associated Cisco BPX interface using the native BPX syntax.

slot.port [.virtual port]

You can use thisform of the command only when the controlled switchisa
Cisco BPX switch.

descriptor Specifies the associated port by its VSI physical descriptor. The
vsi-descriptor vsi-descriptor string must match the corresponding VS| physical descriptor.
vsi vsi-port-number Specifies the associated port by its VS| port number. The vsi-port-number

string must match the corresponding VS| physical port number.

Extended MPLS ATM interfaces are not associated.

Interface configuration (config-if)

Command History

Usage Guidelines

Release Modification
12.0(3)T This command was introduced.
12.4(20)T This command was removed.

The extended-port interface configuration command associates an X TagATM interface with aparticul ar
external interface on the remotely controlled ATM switch. The three alternate forms of the command
permit the external interface on the controlled ATM switch to be specified in three different ways.

Examples The following example shows how to associate an extended MPLS ATM interface and bind it to BPX
port 2.3:
ATM config)# interface XTagATM23
ATM config-if)# extended-port atnD/0 bpx 2.3
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The following exampl e shows how to associate an extended MPLS ATM interface and bind it to port 2.4:
ATM confi g)# interface XTagATM24

ATM config-if)# extended-port atnD/0 descriptor 0.2.4.0

The following example shows how to associate an extended MPLS ATM interface and binds it to

port 1622:

ATM config)# interface XTagATML622
ATM config-if)# extended-port atnD/0 vsi 0x00010614

Related Commands = Command Description

interface XTagATM Enters interface configuration mode for an extended MPLS ATM
(XTagATM) interface.

show controller vsi Displays a summary of each V SI-controlled interface.
status
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forward permit 12protocol

To define the VPLS pseudowire that is used to transport bridge protocol data unit (BPDU) information
between two network provider edge (N-PE) routers, use the forward permit 12protocol command in
Layer 2 VFI configuration mode. To remove the pseudowire, use the no form of this command.

forward permit 12protocol all

no forward permit 12protocol all

Syntax Description all Enables the transport of BPDU information between the two N-PE routers.

Command Default The VPLS pseudowire between the two N-PE routers is not created.

Command Modes Layer 2 VFI configuration (config-vfi)#

Command History Release Modification

12.2(33)SRC This command was introduced as part of the H-VPLS N-PE Redundancy for
QinQ and MPLS Access feature.

Usage Guidelines Only one pseudowire between the two N-PE routersis allowed.

Examples The following example creates a VPL S pseudowire between the two N-PE routers:

12 vfi | ab2 manual

vpn id 20

forward permt |2protocol all

nei gbor 10. 10.10. 10 encapsul ation npls

Related Commands  Command Description
show vfi Displays information related to the VFI.
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Import map

To configure an import route map for a Virtual Private Network (VPN) routing and forwarding (VRF)
instance, use the import map command in VRF configuration submode.

import map route-map

Syntax Description route-map Specifies the route map to be used as an import route map for the VRF.
Defaults A VRF has no import route map unless one is configured using the import map command.
Command Modes V RF configuration submode
Command History Release Modification
12.0(5)T This command was introduced.
12.0(21)ST This command was integrated into Cisco 10S 12.0(21)ST.
12.0(22)S This command was integrated into Cisco 10S 12.0(22)S.
12.0(23)S This command was integrated into Cisco 10S 12.0(23)S.
12.2(13)T This command was integrated into Cisco 10S 12.2(13)T.
12.2(14)S This command was integrated into Cisco 10S 12.2(14)S.
12.2(33)SRA This command was integrated into Cisco |0OS Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines Use an import route map when an application requires finer control over the routesimported into aVRF
than provided by the import and export extended communities configured for the importing and
exporting VRF.

The import map command associates a route map with the specified VRF. You can use a route map to
filter routes that are eligible for import into a VRF, based on the route target extended community
attributes of the route. The route map might deny access to selected routes from a community that is on
the import list.

Theimport map command does not replace the need for aroute-target import in the VRF configuration.
You use the import map command to further filter prefixes that match a route-target import statement
in that VRF.

Examples The following example shows how to configure an import route map for a VRF:

Router(config)# ip vrf vrfl
Rout er (config-vrf)# inport nap inportnapl
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Related Commands = Command Description
ipvrf Configures a VRF routing table.
route-target Creates a route-target extended community for a VRF.
show ip vrf Displays the set of defined VRFs and associated interfaces.
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index

To insert or modify a path entry at a specific index, use the index command in |P explicit path
configuration mode. To remove the path entry at the specified index, use the no form of this command.

index index command

no index index

Syntax Description

Defaults

Command Modes

index Index number at which the path entry will be inserted or modified. Valid
values are from 0 to 65534.
command An IP explicit path configuration command that creates or modifies a path

entry. (You can use only the next-address command.)

This command is disabled.

IP explicit path configuration

Command History

Examples

Release Modification

12.0(5)S This command was introduced.

12.1(3)T This command was integrated into Cisco |0S Release 12.1(3)T.
12.0(10)ST This command was integrated into Cisco 10S Release 12.0(10)ST.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

The following example shows how to insert the next address at index 6:
Rout er (cf g-i p-expl -path)# i ndex 6 next-address 10.3.29.3

Explicit Path identifier 6:
6: next-address 10.3.29.3

Cisco 10S Multiprotocol Label Switching Command Reference
MP-84 January 2010 |



index W

Related Commands

Command Description

append-after Inserts the new path entry after the specified index number. Commands
might be renumbered as a result.

inter face fastether net Enters the command mode for I P explicit paths and creates or modifies
the specified path.

list Displays all or part of the explicit paths.

next-address Specifies the next |P address in the explicit path.

show ip explicit-paths

Displays the configured I P explicit paths.
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inter-as-hybrid

To specify aVRF asan Option AB VRF, usetheinter-as-hybrid command. Routesimported to thisVRF
can be advertised to Option AB peers and VPNv4 iBGP peers. When routes are received from Option
AB peers and imported into the VRF, the next-hop tableid of the route is set to the tableid of the VRF.

inter-as-hybrid [csc] [next-hop ip-address]
no inter-as-hybrid [csc] [next-hop ip-address]

Syntax Description csc (Optional) If the csc keyword is used, then a per-prefix label is allocated for
imported routes. For routes received from Option AB peersthat areimported
into the VRF, the learned outlabel isinstalled in forwarding.

next-hop (Optional) Specifies the next-hop | P address to be set on paths that are
imported into the VRF and that are received from an Option AB peer. The
next-hop context is also set to the VRF, which imports these paths. If the
next-hop keyword is not used, the received next-hop is retained but the
next-hop context (for paths received from Option AB peers) isstill set to that

of the VRF.
ip-address Specifies the |P address of the Inter-AS AB neighbor.
Defaults No VRF is specified as an Option AB VRF.

Command Modes VRF address family configuration (config-vrf-af)

Command History Release Modification
12.2(33)SRC This command was introduced.
15.0(1)M This command was modified. It was integrated into the release.

Usage Guidelines The following usage guidelines apply to the csc keyword:
¢ If the csc keyword is not used, a per-VRF label is allocated for imported routes.

¢ When routes are received from Option AB peers and areimported next into the VRF, the learned out
label can only beinstalled in forwarding when the csc keyword is used.

¢ For routes received from Option AB peers that are imported into the VRF, the learned outlabel is
installed in forwarding.

Examples The following example specifies a VRF as an Option AB VRF:
Rout er (config-vrf-af)# inter-as-hybrid
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Related Commands

Command

Description

address-family ipv4

Enters VRF address family configuration mode to specify an
address family for a VRF.

bgp neighbor inter-as-hybrid

Configures the eBGP peer router (ASBR) as an Inter-AS
Option AB peer.

rd Creates routing and forwarding tables for a VPN.
route-target Creates a route-target extended community for a VRF.
vrf definition Defines the VPN routing instance by assigning a VRF name

and enters VRF configuration mode.
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interface auto-template

To create the template interface, use the interface auto-template command in global configuration
mode. To delete this interface, use the no form of this command.

inter face auto-template interface-num

no interface auto-template

Syntax Description interface-num Interface number. Valid values are from 1 to 25.

Command Default No default behavior or values are required to create templates.

Command Modes Global configuration (config)#

Command History Release Modification
12.0(27)S This command was introduced.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |0S Release 12.4(20)T.

Usage Guidelines The space before the interface-num argument is optional.
Use the shutdown command to disable mesh tunnel interface creation when creating a template.

Examples The following example shows how to create template interface 1:

Router(config)# interface auto-tenplate 1

Related Commands  Command Description
clear mplstraffic-eng auto-tunnel mesh Removes all the mesh tunnel interfaces and re-creates
them.
mpls traffic-eng auto-tunnel mesh Enables autotunnel mesh groups globally.
show mpls traffic-eng auto-tunnel mesh Displays the cloned mesh tunnel interfaces of each

autotempl ate interface and the current range of mesh
tunnel interface numbers.
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interface xtagatm
A
Note  Effective with Cisco 10S Release 12.4(20)T, the interface xtagatm command is not available in

Cisco | OS software.

To create an extended Multiprotocol Label Switching (MPLS) ATM (XTagATM) interface, use the
interface xtagatm command in global configuration mode.

inter face xtagatm interface-number

Syntax Description

Defaults

Command Modes

interface-number The interface number.

XTagATM interfaces are not created.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification

12.05)T This command was introduced.

12.2(4)T This command was updated to reflect the MPLS IETF terminology.
12.4(20)T This command was removed.

XTagATM interfaces are virtual interfaces that are created on reference-like tunnel interfaces. An
XTagATM interface is created the first time the interface xtagatm command is issued for a particular
interface number. These interfaces are similar to ATM interfaces, except that the former only supports
LC-ATM encapsulation.

The following example shows how to create an X TagATM interface with interface number 62:
Rout er (config)# interface xtagatnb2

Related Commands

Command Description

extended-port Associates the currently selected extended X TagATM interface with a
remotely controlled switch.
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interworking

To enable the L2VPN Interworking feature, use the interwor king command in pseudowire class
configuration mode. To disable the L2VPN Interworking feature, use the no form of this command.

interworking {ethernet | ip | vlan}

no interworking {ethernet | ip | vlan}

Syntax Description ethernet

Causes Ethernet frames to be extracted from the attachment circuit and sent
over the pseudowire. Ethernet end-to-end transmission is assumed.
Attachment circuit frames that do not contain Ethernet frames are dropped.
In the case of VLAN, the VLAN tag is removed, which leaves a pure
Ethernet frame.

ip Causes | P packets to be extracted from the attachment circuit and sent over
the pseudowire. Attachment circuit frames that do not contain | Pv4 packets
are dropped.
vlan Causes Ethernet frames and the VLAN tag to be sent over the pseudowire.
Ethernet end-to-end transmission is assumed. Attachment circuit framesthat
do not contain Ethernet frames are dropped.
Defaults L2VPN interworking is not enabled.
Command Modes Pseudowire class configuration (config-pw)
Command History Release Modification
12.0(26)S This command was introduced.
12.2(25)S This command was integrated into Cisco |10S Release 12.2(25)S.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.4(11)T This command was integrated into Cisco |OS Release 12.4(11)T.
12.2(33)SXH This command was integrated into Cisco 10S Release 12.2(33)SXH.
12.2(52)SE This command was modified. The vian keyword was added as part of the

L2VPN Interworking: VLAN Enable/Disable Option feature.

12.2(33)SRE

This command was modified. The vlan keyword was added as part of the
L2VPN Interworking: VLAN Enable/Disable Option feature.
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Usage Guidelines Table 10 shows which L2VPN Interworking features support Ethernet, IP, and VLAN types of

interworking.

Table 10 L2VPN Interworking Feature Support

L2VPN Interworking Feature Interworking Support
Frame Relay to PPP IP

Frame Relay to ATM AALS IP

Ethernet/VLAN to ATM AALS IP and Ethernet
Ethernet/VLAN to Frame Relay IP and Ethernet
Ethernet/VLAN to PPP IP

Ethernet to VLAN IP, Ethernet, and VLAN
L2VPN Interworking: VLAN Ethernet VLAN
Enable/Disable Option for AToM

Examples The following example shows a pseudowire class configuration that enables the L2VPN Interworking
feature:

pseudowi re-cl ass ip-interworking
encapsul ation npls
interworking ip

Related Commands = Command Description

encapsulation [2tpv3  Specifiesthat L2TPv3isused asthe dataencapsul ation method for tunneling
IP traffic over the pseudowire.

encapsulation mpls Specifies that MPL S is used as the data encapsulation method for tunneling
Layer 2 traffic over the pseudowire.
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Ip explicit-path

To enter the command mode for IP explicit paths and create or modify the specified path, use the ip
explicit-path command in global configuration mode. An IP explicit path isalist of |P addresses, each
representing anode or link in the explicit path. To disable this feature, use the no form of this command.

ip explicit-path { name word | identifier number} [enable | disable]

no explicit-path {name word | identifier number}

Syntax Description

Command Modes

name word Name of the explicit path.

identifier number Number of the explicit path. Valid values are from 1 to 65535.

enable (Optional) Enables the path.

disable (Optional) Prevents the path from being used for routing while it is being

configured.

Global configuration

Command History

Examples

Release Modification

12.0(5)S This command was introduced.

12.1(3)T This command was integrated into Cisco 10S Release 12.1(3)T.
12.0(10)ST This command was integrated into Cisco 10S Release 12.0(10)ST.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

The following example shows how to enter the explicit path command mode for IP explicit paths and
creates a path numbered 500:

Rout er(config)# ip explicit-path identifier 500
Rout er (confi g-i p- expl - pat h) #

Related Commands

Command Description

append-after Inserts the new path entry after the specified index number. Commands
might be renumbered as a result.

index Inserts or modifies a path entry at a specific index.

ip routevrf Displays all or part of the explicit paths.

next-address Specifies the next | P address in the explicit path.

show ip explicit-paths

Displays the configured I P explicit paths.
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ip flow-cache mpls label-positions

To enable Multiprotocol Label Switching (MPLS)-Aware NetFlow, use the ip flow-cache mpls
label-positions command in global configuration mode. To disable MPL S-aware NetFlow, use the no
form of this command.

ip flow-cache mplslabel-positions [label-position-1 [label-position-2 [label -position-3]]]
[exp-bgp-prefix-fields] [no-ip-fields] [mpls-length]

no ip flow-cache mpls label-positions

Syntax Description |abel-position-| (Optional) Position of an MPLS label in the incoming label stack. Label
positions are counted from the top of the stack, starting with 1.

exp-bgp-prefix-fields  (Optional) Generates a MPLS Provider Edge (PE) PE-to-PE traffic matrix.
The following IP-related flow fields are included:

e |nput interface
e BGP Nexthop
e MPLS Experimental (EXP) bits

The MPLS label values will be set to zero on the Cisco 10000 in the display
output of the show ip cache ver bose flow aggregation exp-bgp-prefix
command.

no-ip-fields (Optional) Controls the capture and reporting of MPLS flow fields. If the
no-ip-fields keyword is not specified, the following IP-related flow fields
are included:

e Source |P address
e Destination | P address

e Transport layer protocol

e Source application port number

¢ Destination application port number
e [Ptype of service (ToS)

e TCPflag

If the no-ip-fields keyword is specified, the |P-related fields are reported
with avalue of 0.

mpls-length (Optional) Controls the reporting of packet length. If the mpls-length
keyword is specified, the reported length represents the sum of the MPLS
packet payload length and the MPLS label stack length. If the mpls-length
keyword is not specified, only the length of the MPLS packet payload is
reported.

Defaults MPLS-Aware NetFlow is not enabled.

Command Modes Global configuration
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Command History Release Modification
12.0(24)S This command was introduced.
12.0(25)S The no-ip-fields and mpls-length keywords were.
12.3(8)T This command was integrated into Cisco |0S Release 12.3(8)T.
12.2(28)SB This command was integrated into Cisco |OS Release 12.2(28)SB.
12.2(31)SB2 This command was integrated into Cisco |OS Release 12.2(31)SB2. The

exp-bgp-prefix-fields keyword was added.

Usage Guidelines You must have NetFlow accounting configured on your router before you can use this command.

Use this command to configure the MPL S-aware NetFlow feature on alabel switch router (LSR) and to
specify labels of interest in the incoming label stack. Label positions are counted from the top of the
stack, starting with 1. The position of the top label is 1, the position of the second label is 2, and so forth.

With MPL S-aware NetFlow enabled on the router, NetFlow collects data for incoming I P packets and
for incoming MPLS packets on all interfaces where NetFlow is enabled in full or in sampled mode.

A

Caution  When you enter the ip flow-cache mpls label-positions command on a Cisco 12000 series Internet
router, NetFlow will stop collecting data for incoming IP packets on any Engine 4P line cards installed
in the router on which NetFlow is enabled in full or in sampled mode. Engine 4P line cardsin a
Cisco 12000 series Internet router do not support NetFlow data collection of incoming I P packets and
MPLS packets concurrently.

Tip MPL S-aware NetFlow is enabled in global configuration mode. NetFlow is enabled per interface.

Examples The following example shows how to configure MPL S-aware NetFlow to capture the first (top), third,
and fifth label:

Router(config)# ip flow cache npls |abel-positions 1 3 5

The following example shows how to configure MPL S-aware NetFlow to capture only MPLS flow
information (no IP-related flow fields) and the length that represents the sum of the MPL S packet
payload length and the MPL S label stack length:

Router(config)# ip flow cache npls |abel-positions no-ip-fields npls-length

The following example shows how to configure MPLS PE-to-PE Traffic Statistics for Netflow:
Router(config)# ip flow cache npls |abel-positions 1 2 exp-bgp-prefix-fields

Related Commands  Command Description
ip flow egress Enables NetFlow egress accounting for traffic that the router is forwarding.
ip flow ingress Enables NetFlow (ingress) accounting for traffic arriving on an interface.

ip flow-cacheentries  Changes the number of entries maintained in the NetFlow accounting cache.
ip flow-cachetimeout Specifies NetFlow accounting flow cache parameters.
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Command Description

ip flow-egress Removes the NetFlow egress accounting flow key that specifies an output

input-interface interface and adds a flow key that specifies an input interface for NetFlow
egress accounting.

show ip cache flow Displays a summary of the NetFlow accounting statistics.

show ip cache verbose Displays adetailed summary of the NetFlow accounting statistics.

flow

show ip flow interface Displays NetFlow accounting configuration for interfaces.
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ip multicast mpls traffic-eng

To enable |P multicast traffic on a tailend router enabled with Multiprotocol Label Switching (MPLS)
traffic engineering (TE) point-to-multipoint (P2MP) functionality, use theip multicast mplstraffic-eng
command in privileged EXEC mode. To disable |P multicast for MPLS TE P2MP on tailend routers, use
the no form of this command.

ip multicast mplstraffic-eng [range {access-list-number | access-list-name} |

no ip multicast mplstraffic-eng [range]

Syntax Description range (Optional) Enables multicast for a specific set of multicast streams.
access-list-number The specific number of the access list. Valid values are 100-199.
access-list-name The specific name of the access list.

Command Default MPLS TE P2MP functionality is not enabled.

Command Modes Privileged EXEC (#)

Command History Release Modification
12.2(33)SRE This command was introduced.

Usage Guidelines You configure this command on the tailend routersin an MPLS TE P2MP topol ogy.

Examples The following example enables multicast routing on tailend routers configured with MPLS TE P2MP
functionality:

Router(config)# ip nulticast-routing
Router(config)# ip nulticast npls traffic-eng

Related Commands = Command Description
show ip mroute Displays IP multicast forwarding on MPLS TE P2MP tailend routers.
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Ip path-option

To specify an explicit or dynamic path option for a particular destination address in a destination list,
use the ip path-option command in traffic engineering destination list configuration mode. To remove
the path option, use the no form of this command.

ip ip-address path-option id { dynamic | explicit { name name | identifier number} [verbatim]}

no ip ip-address path-option id

Syntax Description

Command Default

Command Modes

ip-address The destination address of the path.

id The preference for this path option for the same destination address. The valid
values are 1-1000. Only one path option is supported for each destination
address.

dynamic Specifies that the traffic engineering paths be dynamically computed.

explicit Specifies that the traffic engineering paths be explicitly configured.

name name Specifies the name of the explicit path.

identifier number  Specifies the number of the explicit path.

verbatim (Optional) Specifies that the path should be sent out without any checking.

Path options are not configured.

Traffic engineering destination list (cfg-te-dest-list)

Command History

Usage Guidelines

Examples

Release Modification
12.2(33)SRE This command was introduced.

e Theip path-option command is supported at a sublabel switched path (sub-LSP) level.
¢ Point-to-multipoint traffic engineering supports only one path option per destination.

The following example shows the configuration of a destination list with explicit path options:

Router(config)# npls traffic-eng destination list identifier 1
Router(cfg-te-dest-list)# ip 10.10.10.10 path-option 1 explicit identifier 1

Related Commands

Command Description

mplstraffic-eng Specifies a MPLS traffic engineering point-to-multipoint destination list.
destination list
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ip route static inter-vrf

Syntax Description

Defaults

Command Modes

To allow static routesto point to Virtual Private Network (VPN) routing and forwarding (V RF) interfaces
other than those to which the static route belongs, use the ip route static inter-vrf command in global
configuration mode. To prevent static routes from pointing to VRF interfaces in VRFs to which they do
not belong, use the no form of this command.

ip route static inter-vrf

no ip route static inter-vrf

This command has no arguments or keywords.

Static routes are allowed to point to VRF interfaces in any VRF.

Global configuration

Command History

Usage Guidelines

Release Modification

12.0(23)S This command was introduced.

12.2(13)T This command was integrated into Cisco |OS Release 12.2(13)T.
12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.
12.2(33)SRA This command was integrated into Cisco |0OS Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Theip route static inter-vrf command is turned on by default. The no ip route static inter-vrf
command causes the respective routing table (global or VRF) to reject the installation of static routes if
the outgoing interface belongs to a different VRF than the static route being configured. This prevents
security problems that can occur when static routes that point to a VRF interfacein a different VRF are
misconfigured. You are notified when a static route is rejected, then you can reconfigure it.

For example, a static route is defined on a provider edge (PE) router to forward Internet traffic to a
customer on the interface posl/0, as follows:

Rout er(config)# ip route 10.1.1.1 255. 255. 255. 255 pos 1/0

The same route is mistakenly configured with the next hop as the VRF interface pos10/0:
Router(config)# ip route 10.1.1.1 255.255. 255. 255 pos 10/0

By default, Cisco |OS software accepts the command and starts forwarding the traffic to both pos1/0
(Internet) and pos10/0 (VPN) interfaces.
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Examples

ip route static inter-vif

If the static route is already configured that pointsto aV RF other than the one to which the route belongs
when you issue the no ip route static inter-vrf command, the offending route is uninstalled from the
routing table and a message similar to the following is sent to the console:

01: 00: 06: % PRT- 3- STATI CROUTESACROSSVRF: Un-installing static route x.x.x.x/32 from gl obal
routing table with outgoing interface Jintx/x

If you enter the no ip route static inter-vrf command before a static route is configured that pointsto a
VRF interface in a different VRF, the static route is not installed in the routing table and a message is
sent to the console.

Configuringthenoip routestatic inter-vrf command preventstraffic from following an unwanted path.
A VREF static route points to a global interface or any other VRF interface as shown in the following ip
route vrf commands:

¢ Interface serial 1/0.0 is a global interface:

Router(config)# no ip route static inter-vrf

Router(config)# ip route vrf vpnl 10.10.1.1 255.255. 255. 255 serial 1/0.0

e Interface serial 1/0.1isin vpn2:

Router(config)# no ip route static inter-vrf

Router(config)# ip route vrf vpnl 10.10.1.1 255. 255. 255. 255 serial 1/0.1
With the no ip route static inter-vrf command configured, these static routes are not installed into the
vpn1l routing table because the static routes point to an interface that is not in the same VRF.

If you require a VRF static route to point to a global interface, you can use the global keyword with the
ip route vrf command:

Router(config)# ip route vrf vpnl 10.12.1.1 255. 255. 255. 255 serial 1/0.0 10.0.0.1 gl obal

The global keyword allows the VRF static route to point to a global interface even when theno ip route
static inter-vrf command is configured.

The following example shows how to prevent static routes that point to VRF interfaces in a different
VRF:

Router(config)# no ip route static inter-vrf

Related Commands

Command Description
ip routevrf Establishes static routes for a VRF.
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ip route vrf

To establish static routes for a Virtual private Network (VPN) routing and forwarding (VRF) instance,
usetheip routevrf command in global configuration mode. To disable static routes, use the no form of
this command.

ip route vrf vrf-name prefix mask [next-hop-address] [interface interface-number] [global]
[distance] [per manent] [tag tag]

no ip route vrf vrf-name prefix mask [next-hop-address] [interface interface-number] [global]
[distance] [per manent] [tag tag]

Syntax Description  vrf-name Name of the VRF for the static route.

prefix IP route prefix for the destination, in dotted decimal format.

mask Prefix mask for the destination, in dotted decimal format.

next-hop-address (Optional) 1P address of the next hop (the forwarding router that can
be used to reach that network).

interface (Optional) Type of network interface to use.

interface-number (Optional) Number identifying the network interface to use.

global (Optional) Specifies that the given next hop addressisin the
non-V RF routing table.

distance (Optional) An administrative distance for this route.

permanent (Optional) Specifies that this route will not be removed, even if the
interface shuts down.

tag tag (Optional) Label (tag) value that can be used for controlling

redistribution of routes through route maps.

Defaults No default behavior or values.

Command Modes Global configuration

Command History Release Modification
12.0(5)T This command was introduced.
12.0(21)ST This command was integrated into Cisco 10S 12.0(21)ST.
12.0(22)S This command was integrated into Cisco 10S 12.0(22)S.
12.0(23)S This command was integrated into Cisco 10S 12.0(23)S.
12.2(13)T This command was integrated into Cisco 10S 12.2(13)T.
12.2(14)S This command was integrated into Cisco 10S 12.2(14)S.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.25X This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Cisco 10S Multiprotocol Label Switching Command Reference
“MP-100 [ Jansary 2010 |



Usage Guidelines

iproutevrf

Use a static route when the Cisco |OS software cannot dynamically build a route to the destination.

If you specify an administrative distance when you set up aroute, you are flagging a static route that can
be overridden by dynamic information. For example, Interior Gateway Routing Protocol (IGRP)-derived
routes have a default administrative distance of 100. To set a static route to be overridden by an IGRP
dynamic route, specify an administrative distance greater than 100. Static routes each have a default
administrative distance of 1.

Static routes that point to an interface are advertised through the Routing Information Protocol (RIP),
IGRP, and other dynamic routing protocols, regardless of whether the routes are redistributed into those
routing protocols. That is, static routes configured by specifying aninterfacelosetheir static nature when
installed into the routing table.

However, if you define a static route to an interface not defined in a network command, no dynamic
routing protocols advertise the route unless aredistribute static command is specified for these
protocols.

Supported Static Route Configurations

When configuring static routesin aMultiprotocol Label Switching (MPLS) or MPLSVPN environment,
some variations of theip route and ip route vrf commands are not supported. These variations of the
commands are not supported in Cisco 10S releases that support the Tag Forwarding Information Base
(TFIB), specifically Cisco 10S Releases 12.xT, 12.xM, and 12.0S. The TFIB cannot resolve prefixes
when the recursive route over which the prefixes travel disappears and then reappears. However, the
command variations are supported in Cisco 10S releases that support the MPLS Forwarding
Infrastructure (MFI), specifically Cisco |OS Release 12.2(25)S and later releases. Use the following
guidelines when configuring static routes.

Supported Static Routes in an MPLS Environment
Thefollowing ip route command is supported when you configure static routesin MPL S environment:

ip route destination-prefix mask interface next-hop-address

The following ip route commands are supported when you configure static routesin an MPLS
environment and configure load sharing with static nonrecursive routes and a specific outbound
interface:

ip route destination-prefix mask interfacel next-hopl
ip route destination-prefix mask interface2 next-hop2

Unsupported Static Routes in an MPLS Environment That Uses the TFIB

The following ip route command is not supported when you configure static routesin an MPLS
environment:

ip route destination-prefix mask next-hop-address

The following ip route command is not supported when you configure static routesin an MPLS
environment and enable load sharing where the next hop can be reached through two paths:

ip route destination-prefix mask next-hop-address

The following ip route command is not supported when you configure static routesin an MPLS
environment and enable load sharing where the destination can be reached through two next hops:

ip route destination-prefix mask next-hopl
ip route destination-prefix mask next-hop2

Use the interface and next-hop arguments when specifying static routes.
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Supported Static Routes in an MPLS VPN Environment
Thefollowing ip route vrf commands are supported when you configure static routesin an MPLS VPN
environment, and the next hop and interface are in the same VRF:

— ip route vrf vrf-name destination-prefix mask next-hop-address

— ip route vrf vrf-name destination-prefix mask interface next-hop-address

— ip route vrf vrf-name destination-prefix mask interfacel next-hopl
ip route vrf vrf-name destination-prefix mask interface2 next-hop2

Thefollowing ip route vrf commands are supported when you configure static routesin an MPLS VPN
environment, and the next hop isin the global tablein the MPLS cloud in the global routing table. For
example, these commands are supported when the next hop is pointing to the Internet Gateway.

— ip route vrf vrf-name destination-prefix mask next-hop-address global

— ip route vrf vrf-name destination-prefix mask interface next-hop-address
(This command is supported when the next hop and interface are in the core.)

The following ip route commands are supported when you configure static routesin an MPLS VPN
environment and enable |oad sharing with static nonrecursive routes and a specific outbound interfaces:

ip route destination-prefix mask inter facel next-hop1l
ip route destination-prefix mask inter face2 next-hop2

Unsupported Static Routes in an MPLS VPN Environment That Uses the TFIB

The following ip route command is not supported when you configure static routes in an MPLS VPN
environment, the next hop isin the global tablein the MPLS cloud within the core, and you enable load
sharing where the next hop can be reached through two paths:

ip route vrf destination-prefix mask next-hop-address global

Thefollowing ip route commands are not supported when you configure static routesin an MPLS VPN
environment, the next hop isin the global table in the MPLS cloud within the core, and you enable load
sharing where the destination can be reached through two next hops:

ip route vrf destination-prefix mask next-hop1 global
ip route vrf destination-prefix mask next-hop2 global

The following ip route vrf commands are not supported when you configure static routesin an MPLS
VPN environment, and the next hop and interface are in the same VRF:

ip route vrf vrf-name destination-prefix mask next-hop1
ip route vrf vrf-name destination-prefix mask next-hop2

Supported Static Routes in an MPLS VPN Environment Where the Next Hop Resides in the Global Table on the CE
Router

The following ip route vrf command is supported when you configure static routesin an MPLS VPN
environment, and the next hop isin the global table on the customer equipment (CE) side. For example,
the following command is supported when the destination prefix is the CE router’sloopback address, as
in external BGP (EBGP) multihop cases.

ip route vrf vrf-name destination-prefix mask interface next-hop-address

The following ip route commands are supported when you configure static routesin an MPLS VPN
environment, the next hop isin the global table on the CE side, and you enable load sharing with static
nonrecursive routes and a specific outbound interfaces:

ip route destination-prefix mask interfacel nexthopl
ip route destination-prefix mask interface2 nexthop2
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Examples The following command shows how to reroute packets addressed to network 10.23.0.0 in VRF vpn3 to
router 10.31.6.6:

Router(config)# ip route vrf vpn3 10.23.0.0 255.255.0.0 10.31.6.6

Related Commands  Command Description

show ip route vrf Displays the IP routing table associated with a VRF.
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Ip rsvp msg-pacing
To set up message pacing (that is, to control the transmission rate for Resource Reservation Protocol
(RSVP) messages), use the ip rsvp msg-pacing command in global configuration mode. To disable this
feature, use the no form of this command.

ip rsvp msg-pacing [period ms [burst msgs [maxsize gsize]]]

no rsvp msg-pacing

Syntax Description period ms (Optional) Length of the interval, in milliseconds, during which arouter can
send the number of RSV P messages specified in the burst keyword. The
value can be from 1 to 1000 milliseconds.

burst msgs (Optional) Maximum number of RSV P messages that a router can send to
an output interface during each interval specified in the period keyword.
The value can be from 1 to 2000.

maxsize gsize (Optional) Size of per-interface output queues in the sending router. Valid
values are from 1 to 2000.

Command Default RSV P messages are not paced.
If you enter the command without the optional arguments, the transmission rate for RSVP messages is
limited to 200 messages per second per outgoing interface.
The default output queue size, specified in the maxsize keyword, is 500.

Command Modes Global configuration

Command History Release Modification
12.0(14)ST This command was introduced.
12.2(11)S This command was integrated into Cisco 10S Release 12.2(11)S.
12.0(22)S This command was integrated into Cisco |0S Release 12.0(22)S.
12.2(28)SB This command was integrated into Cisco |10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0OS Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines You can use this command to prevent a burst of RSV P traffic engineering signaling messages from
overflowing the input queue of areceiving router, which would cause the router to drop some messages.
Dropped messages substantially delay the completion of signaling for L SPs for which messages have
been dropped.
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Examples In the following example, arouter can send a maximum of 150 RSV P traffic engineering signaling

messages in 1 second to a neighbor, and the size of the output queue is 750:

Router(config)# ip rsvp msg-pacing period 1 burst 150 maxsize 750

Related Commands  Command Description

Clears the RSV P message pacing output from the show ip
rsvp neighbor command.

clear ip rsvp msg-pacing
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ip rsvp signalling hello (configuration)

To enable Hello globally on therouter, usetheip rsvp signalling hello command in global configuration
mode. To disable Hello globally on the router, use the no form of this command.

ip rsvp signalling hello

no ip rsvp signalling hello

Syntax Description  This command has no arguments or keywords.

Command Default None

Command Modes Global configuration

Command History Release Modification
12.0(22)S This command was introduced.
12.2(18)SXD1 This command was integrated into Cisco 10S Release 12.2(18)SXD1.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2(31)SB2 This command was integrated into Cisco |OS Release 12.2(31)SB2.

Usage Guidelines To enable Hello globally on the router, you must enter this command. You also must enable Hello on the
interface.

Examples In the following example, Hello is enabled globally on the router:

Router(config)# ip rsvp signalling hello

Related Commands  Command Description
ip rsvp signalling hello (interface) Enables Hello on an interface where you need Fast Reroute
protection.
ip rsvp signalling hello statistics Enables Hello statistics on the router.
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ip rsvp signalling hello (interface)

To enable Hello on an interface where you need Fast Reroute protection, usetheip rsvp signalling hello
command ininterface configuration mode. To disable Hello on an interface where you need Fast Reroute
protection, use the no form of this command

ip rsvp signalling hello

no ip rsvp signalling hello

Syntax Description ~ This command has no arguments or keywords.

Command Default None

Command Modes Interface configuration

Command History Release Modification
12.0(22)S This command was introduced.
12.2(18)SXD1 This command was integrated into Cisco 10S Release 12.2(18)SXD1.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2(31)SB2 This command was integrated into Cisco |OS Release 12.2(31)SB2.

Usage Guidelines You must configure Hello globally on the router and on the specific interface.

Examples In the following example, Hello is enabled on an interface:

Router(config-if)# ip rsvp signalling hello

Related Commands  Command Description
ip rsvp signalling hello (configuration) Enables Hello globally on the router.
ip rsvp signalling hello dscp Setsthe DSCP value that is in the IP header of the
Hello messages sent out from the interface.
ip rsvp signalling hello refresh misses Specifies how many Hello acknowledgments a node

can missin arow before the node considers that
communication with its neighbor is down.

ip rsvp signalling hello refresh interval Configures the Hello request interval.
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ip rsvp signalling hello bfd (configuration)

To enable the Bidirectional Forwarding Detection (BFD) protocol globally on the router for
Multiprotocol Label Switching (MPLS) traffic engineering (TE) link and node protection, use the ip
rsvp signalling hello bfd command in global configuration mode. To disable BFD globally on the
router, use the no form of this command.

ip rsvp signalling hello bfd

no ip rsvp signalling hello bfd

Syntax Description  This command has no arguments or keywords.

Command Default BFD is not enabled globally on the router for MPLS TE link and node protection.

Command Modes Global configuration
Command History Release Modification
12.2(33)SRC This command was introduced.

Usage Guidelines To enable the BFD protocol on the router, you must enter this command. You also must enter theip rsvp
signalling hello bfd command on the interface.

Examples The following example allows you to use the BFD protocol on the router for MPLS TE link and node
protection:

Rout er (config)# ip rsvp signalling hello bfd

Related Commands  Command Description

ip rsvp signalling hello bfd (interface) Enables the BFD protocol on an interface where you
need MPLS TE link and node protection.

show ip rsvp hello bfd nbr Displaysinformation about all MPLS TE clients that
use the BFD protocol.

show ip rsvp hello bfd nbr detail Displays detailed information about all MPLS TE
clients that use the BFD protocol.

show ip rsvp hello bfd nbr summary Displays summarized information about all MPLS TE

clients that use the BFD protocol.
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ip rsvp signalling hello bfd (interface)

To enable the Bidirectional Forwarding Detection (BFD) protocol on an interface for Multiprotocol
Label Switching (MPLS) traffic engineering (TE) link and node protection, use the ip rsvp signalling
hello bfd command in interface configuration mode. To disable BFD on an interface for MPLS TE link
and node protection, use the no form of this command.

ip rsvp signalling hello bfd

no ip rsvp signalling hello bfd

Syntax Description  This command has no arguments or keywords.

Command Default BFD is not enabled on an interface.
Command Modes Interface configuration
Command History Release Modification
12.2(33)SRC This command was introduced.

Usage Guidelines You must enter theip rsvp signalling hello bfd command on the router and on the specific interface.

Examples In the following example, the BFD protocol is enabled on an interface:
Rout er (config-if)# ip rsvp signalling hello bfd

Related Commands = Command Description

ip rsvp signalling hello bfd (configuration) Enablesthe BFD protocol on the router for MPLS TE
link and node protection.

show ip rsvp hello bfd nbr Displaysinformation about all MPLS TE clients that
use the BFD protocol.

show ip rsvp hello bfd nbr detail Displays detailed information about all MPLS TE
clients that use the BFD protocol.

show ip rsvp hello bfd nbr summary Displays summarized information about all MPLS TE

clients that use the BFD protocol.
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Ip rsvp signalling hello dscp

To set the differentiated services code point (DSCP) value that is in the |P header of a Resource
Reservation Protocol (RSVP) traffic engineering (TE) hello message sent from an interface, use the ip
rsvp signalling hello dscp command in interface configuration mode. To set the DSCP value to its
default, use the no form of this command.

ip rsvp signalling hello [fast-reroute] dscp num

no ip rsvp signalling hello [fast-reroute] dscp

Syntax Description  fast-reroute (Optional) Initiates Fast Reroute capability.
num DSCP value. Valid values are from O to 63.

Command Default The default DSCP value is 48.

Command Modes Interface configuration

Command History Release Modification
12.0(22)S This command was introduced.
12.0(29)S The optional fast-reroute keyword was added.
12.2(18)SXD1 This command was integrated into Cisco |OS Release 12.2(18)SXD1.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(31)SB2 This command was integrated into Cisco |0S Release 12.2(31)SB2.

Usage Guidelines If alink is congested, it is recommended that you set the DSCP to a value higher than 0 to reduce the
likelihood that hello messages will be dropped.

You configure the DSCP per interface, not per flow.

The DSCP applies to the RSV P hellos created on a specific interface. You can configure each interface
independently for DSCP.

If youissuetheip rsvp signalling hello dscp command without the optional fast-reroute keyword, the
command applies to Fast Reroute hellos. This command is provided for backward compatibility;
however, we recommend that you use the ip rsvp signalling hello fast-reroute dscp command.

Examples In the following example, hello messages sent from this interface have a DSCP value of 30 and Fast
Reroute capability is enabled by specifying the fast-reroute keyword:

Router(config-if)# ip rsvp signalling hello fast-reroute dscp 30

Cisco 10S Multiprotocol Label Switching Command Reference
=y Jansary 2010 |



ip rsvp signalling hello dscp

In the following example, hello messages sent from this interface have a DSCP value of 30 and Fast
Reroute capability is enabled by default:

Rout er (config-if)# ip rsvp signalling hello dscp 30

Related Commands = Command Description

ip rsvpsignallinghello Enables hellos on an interface where you need Fast Reroute protection.
(interface)

iprsvpsignallinghello Setsthe hello refresh interval in hello messages.
refresh interval

iprsvp signallinghello Sets the missed refresh limit in hello messages.
reroute refresh misses
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ip rsvp signalling hello refresh interval

To configure the Resource Reservation Protocol (RSVP) traffic engineering (TE) hello refresh interval,
use theip rsvp signalling hello refresh interval command in interface configuration mode. To set the
refresh interval to its default value, use the no form of this command.

ip rsvp signalling hello [fast-reroute] refresh interval interval-value

no ip rsvp signalling hello [fast-reroute] refresh interval

Syntax Description

Command Default

Command Modes

fast-reroute (Optional) Initiates Fast Reroute capability.

interval-value  Freguency, in milliseconds (msec), at which anode sends hello messagesto
aneighbor. Valid values are from 10 to 30000 msec.

Note Values below the default of 200 msec are not recommended,
because they can cause RSVP Hellos to falsely detect a neighbor
down event and unecessarily trigger Fast ReRoute.

The default frequency at which a node sends hello messages to a neighbor is 200 msec.

Interface configuration

Command History

Usage Guidelines

Release Modification

12.0(22)S This command was introduced.

12.0(29)S The optional fast-reroute keyword was added.

12.2(18)SXD1 This command was integrated into Cisco 10S Release 12.2(18)SXD1.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(31)SB2 This command was integrated into Cisco |OS Release 12.2(31)SB2.
12.4(20)T This command was integrated into Cisco |0S Release 12.4(20)T.

You can configure the hello request interval on a per-interface basis. A node periodically generates a
hello message containing a Hello Request object for each neighbor whose status is being tracked. The
frequency of those hello messages is determined by the hello interval.

If you issue theip rsvp signalling hello refresh interval command without the optional fast-reroute
keyword, the command applies to Fast Reroute hellos. This command is provided for backward
compatibility; however, we recommend that you use the ip rsvp signalling hello fast-reroute refresh
interval command.
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Examples In thefollowing example, hello requests are sent to aneighbor every 5000 milliseconds and Fast Reroute
capability is enabled by specifying the fast-reroute keyword:

Router(config-if)# ip rsvp signalling hello fast-reroute refresh interval 5000

In the following example, hell o requests are sent to aneighbor every 5000 milliseconds and Fast Reroute
capability is enabled by default:

Router(config-if)# ip rsvp signalling hello refresh interval 5000

Related Commands = Command Description
ip rsvpsignallinghello Setsthe DSCP value in hello messages.
dscp

iprsvpsignallinghello Sets the refresh interval in graceful restart hello messages.
graceful-restart fresh
interval

ip rsvpsignallinghello Sets the missed refresh limit in hello messages.
reroute refresh misses
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ip rsvp signalling hello refresh misses

To specify how many Resource Reservation Protocol (RSVP) traffic engineering (TE) hello
acknowledgments a node can miss in a row before the node considers that communication with its
neighbor is down, use the ip rsvp signalling hello refresh misses command in interface configuration
mode. To return the missed refresh limit to its default value, use the no form of this command.

ip rsvp signalling hello [fast-reroute] refresh misses msg-count

no ip rsvp signalling hello [fast-reroute] refresh misses

Syntax Description  fast-reroute (Optional) Initiates Fast Reroute capability.
msg-count Number of sequential hello acknowledgments that a node can miss before
RSV P considersthe state expired and tearsit down. Valid values are from 4
to 10.

Command Default The default number of sequential hello acknowledgmentsis 4.

Command Modes Interface configuration

Command History Release Modification
12.0(22)S This command was introduced.
12.0(29)S The optional fast-reroute keyword was added.
12.2(18)SXD1 This command was integrated into Cisco |OS Release 12.2(18)SXD1.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(31)SB2 This command was integrated into Cisco |0S Release 12.2(31)SB2.

Usage Guidelines A hello comprises a hello message, a Hello Request object, and a Hello ACK object. Each request is
answered by an acknowledgment. If alink is very congested or arouter has a very heavy load, set this
number to a value higher than the default value to ensure that hello does not falsely declare that a
neighbor is down.

If you issue theip rsvp signalling hello refresh misses command without the optional fast-reroute
keyword, the command appliesto Fast Reroute hellos and Fast Reroute capability is enabled by default.
Thiscommand is provided for backward compatibility; however, we recommend that you usetheip rsvp
signalling hello fast-reroute refresh misses command.

Examples In the following example, if the node does not receive five hello acknowledgments in arow, the node
declares that its neighbor is down and Fast Reroute is enabled by specifying the fast-reroute keyword:

Rout er (config-if)# ip rsvp signalling hello fast-reroute refresh msses 5
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In the following example, if the node does not receive five hello acknowledgments in arow, the node
declares that its neighbor is down and Fast Reroute is enabled by default:

Rout er(config-if)# ip rsvp signalling hello refresh misses 5

Related Commands = Command Description
iprsvpsignallinghello Setsthe DSCP value in hello messages.
dscp

ip rsvpsignallinghello Sets the refresh interval in hello messages.
refresh interval
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Ip rsvp signalling hello statistics

To enable Hello statistics on the router, use the ip rsvp signalling hello statistics command in global
configuration mode. To disable Hello statistics on the router, use the no form of this command.

ip rsvp signalling hello statistics

no ip rsvp signalling hello statistics

Syntax Description  This command has no arguments or keywords.

Command Default None
Command Modes Global configuration
Command History Release Modification
12.0(22)S This command was introduced.
12.2(18)SXD1 This command was integrated into Cisco 10S Release 12.2(18)SXD1.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2(31)SB2 This command was integrated into Cisco |OS Release 12.2(31)SB2.
Examples In the following example, Hello statistics are enabled on the router.

Rout er (config)# ip rsvp signalling hello statistics

Related Commands  Command Description
clear ip rsvp helloinstance statistics  Clears Hello statistics for an instance.
ip rsvp signalling hello (configuration) Enables Hello globally on the router.

show ip rsvp hello statistics Displays how long Hello packets have been in the Hello
input queue.
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ip vrf
To define a VPN routing and forwarding (VRF) instance and to enter VRF configuration mode, use the
ip vrf command in global configuration mode. To remove a VRF instance, use the no form of this
command.

ip vrf vrf-name

no ip vrf vrf-name

Syntax Description vrf-name Name assigned to a VRF.

Command Default No VRFsare defined. No import or export lists are associated with a VRF. No route maps are associated
with aVRF.

Command Modes Global configuration (config)

Command History Release Modification
12.0(5)T This command was introduced.
12.0(21)ST This command was integrated into Cisco 10S Release 12.0(21)ST.
12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.2(14)S This command was integrated into Cisco 10S 12.2(14)S.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco 10S Release 12.2(33)SXH.
Cisco I0S XE This command was integrated into Cisco 10S XE Release 2.1.
Release 2.1

Usage Guidelines Theip vrf vrf-name command creates a VV RF instance named vrf-name. To make the VRF functional, a
route distinguisher (RD) must be created using the rd route-distinguisher command in VRF
configuration mode. Therd route-distinguisher command creates the routing and forwarding tables and
associates the RD with the VRF instance named vrf-name.

Theip vrf default command can be used to configureaVRF instancethat isaNULL value until adefault
VRF name can be configured. Thisistypically before any VRF related AAA commands are configured.

Examples The following example shows how to import a route map to a VRF instance named VPN1:

ip vrf vpnl

rd 100: 2

route-target both 100:2
route-target inport 100:1
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Related Commands  Command Description
ip vrf forwarding (interface configuration)  Associates a VRF with an interface or subinterface.
rd Createsrouting and forwarding tablesfor aVRF and

specifies the default route distinguisher for a VPN.
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ip vrf forwarding (interface configuration)

To associate a Virtual Private Network (VPN) routing and forwarding (V RF) instance with an interface
or subinterface, use theip vrf forwarding command in interface configuration mode. To disassociate a
VREF, use the no form of this command.

ip vrf forwarding vrf-name [downstream vrf-name2]

no ip vrf forwarding vrf-name [downstream vrf-name2]

Syntax Description

Defaults

Command Modes

vrf-name Associates the interface with the specified VRF.

downstream (Optional) Enables Half Duplex VRF (HDV RF) functionality on the
interface and associates the interface with the downstream VRF.

vrf-name2 (Optional) Associates the interface with the specified downstream
VRFE

The default for an interface is the global routing table.

Interface configuration

Command History

Usage Guidelines

Release Modification

12.0(5)T This command was introduced.

12.3(6) The downstream keyword was added to support MPLS VPN Half-Duplex
VRFs.

12.2(28)SB This command was integrated into Cisco |OS Release 12.2(28)SB.

12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco |OS Release 12.2SX train. Support in

a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

Cisco |10S XE This command was modified. This command was implemented on the
Release 2.5 Cisco ASR 1000 Series Aggregation Services Routers.

Use this command to associate an interface with a VRF. Executing this command on an interface
removes the |P address. The |P address should be reconfigured. The downstream keyword is available
on supported platforms with virtual interfaces. The downstream keyword associates the interfaces with
a downstream VRF, which enables half duplex VRF functionality on the interface. Some functions
operate in the upstream VRFs, and others operate in the downstream V RFs. The following functions
operate in the downstream VRFs:

— PPP peer routes are installed in the downstream VRFs.

— Authentication, authorization, and accounting (AAA) per-user routes are installed in the
downstream VRFs.
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— A Reverse Path Forwarding (RPF) check is performed in the downstream VRFs.

Examples The following example shows how to link a VRF to ATM interface 0/0:

Rout er(config)# interface atnD/0
Router(config-if)# ip vrf forwarding vpnl

The following example associates the VRF named U with the virtual-template 1 interface and specifies
the downstream VRF named D:

Rout er> enabl e

Rout er# configure term nal

Router(config)# interface virtual-tenplate 1
Router(config-if)# ip vrf forwarding U downstream D
Rout er (config-if)# ip unnunbered Loopbackl

Related Commands = Command Description
ip routevrf Establishes static routes for a VRF.
ipvrf Configures a VRF routing table.
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ip vrf receive

To insert the IP address of an interface as a connected route entry in a Virtual Private Network (VPN)
routing and forwarding instance (V RF) routing table, use the ip vrf receive command in interface
configuration mode. To remove the connected entry from the VRF routing table, use the no form of this
command.

ip vrf receive vrf-name

no ip vrf receive vrf-name

Syntax Description

Command Default

Command Modes

vrf-name Name assigned to a VRF into which you want to add the |P address
of the interface.

No IP address of an interface is inserted as connected route entry in a VRF routing table.

Interface configuration

Command History

Usage Guidelines

Note

Release Modification

12.0(22)S This command was introduced.

12.2(25)S This command was integrated into Cisco 10S Release 12.2(25)S
12.2(27)SBC This command was integrated into Cisco |10S Release 12.2(27)SBC.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Theip vrf receive command supports VRF route selection for the following features:
¢ MPLSVPN: VRF Selection Based on Source IP Address
¢ MPLSVPN: VRF Selection Using Policy-Based Routing

This command is used to install a primary or secondary |P address of an interface as a connected route
entry in the VRF routing table. These entries appear as“receive” entriesin the Cisco Express Forwarding
table. MPLS VPNSs require Cisco Express Forwarding switching to make IP destination prefix-based
switching decisions. This command can be used to selectively install the interface | P addressin the VRF
that is specified with the vrf-name argument. Only the local interface |P address is added to the VRF
routing table. This command is used on a per-VRF basis. In other words, you must enter this command
for each VRF in which you need to insert the | P address of the interface. This command does not remove
the interface I P address from the global routing table.

This command cannot be used with the ip vrf forward command for the same interface.
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Examples

VRF Selection Based on Source IP Address Guidelines

Theip vrf receive command is automatical ly disabled when the noip vrf vrf-name command is entered
for the local interface. An error message is displayed when the ip vrf receive command is disabled in
this manner. I nterfaces where the VRF Selection Based on Source |P Address feature is enabled can
forward packets that have an | P address that corresponds to an IP address entry in the VRF table. If the
V RF table does not contain a matching | P address, the packet is dropped, by default, because thereisno
corresponding “receive” entry in the VRF entry.

VRF Selection Using Policy Based Routing Guidelines

You must enter the ip policy route-map command before the ip vrf receive command can be enabled.
Theip vrf receive command is automatically disabled when either the no ip policy route-map
map-name or the no ip vrf vrf-name command is entered for the local interface. An error message is
displayed when the ip vrf receive command is disabled in this manner. With the VRF Selection Using
Policy-Based Routing implementation of the VRF selection feature, aroute map filters the VRF routes.
If amatch and set operation occursin the route map but thereis no receive entry in the local VRF table,
the packet is dropped.

VRF Selection Based on Source IP Address

The following example shows how to configure Ethernet interface 0/2 (172.16.1.3) and insert its

IP addressin VRF1 and VRF2 with theip vrf receive command. You must enter theip vrf select source
command on the interface or subinterface to enable VRF selection on the interface or subinterface. You
must also enter the vrf selection source command in global configuration mode to populate the VRF
selection table and to configure the VRF Selection Based on Source IP Address feature. (The vrf
selection source command is not shown in this example.)

Rout er(config)# interface Ethernet0/2

Router(config-if)# ip address 172.16.1.3 255. 255. 255. 255
Router(config-if)# ip vrf select source
Router(config-if)# ip vrf receive VRF1
Router(config-if)# ip vrf receive VRF2

Router (config-if)# end

VRF Selection Using Policy-Based Routing

The following example shows how to configure Ethernet interface 0/1 (192.168.1.2) and insert its IP
addressin VRF1 and VRF2 with the ip vrf receive command. You must configure an access list and a
route map to allow the VRF Section Using Policy-Based Routing feature to select a VRF. (The access
list and route map configuration are not shown in this example.)

Router(config)# interface Ethernet0/1

Router(config-if)# ip address 192.168. 1.2 255. 255. 255. 255
Router(config-if)# ip policy route-mp PBR- VRF- SELECTI ON
Rout er(config-if)# ip vrf receive VRF1

Router(config-if)# ip vrf receive VRF2

Rout er (config-if)# end
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Related Commands

Command Description

access-list (1P Defines a standard | P access list.
standard)

ipvrf Configures a VRF routing table.

ip vrf select source

Enables VRF selection on an interface.

set vrf

Enables VRF selection and filtering under a route map.

vrf selection source

Populates a single source | P address, or range of source |P addresses, to a
VRF selection table.
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ip vrf select source

To enablethe VRF Selection feature on a particular interface or subinterface, usetheip vrf select source
command in interface configuration mode. To disable the VRF Selection feature on aparticular interface
or subinterface, use the no form of this command.

ip vrf select source

no ip vrf select source

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes Interface configuration
Command History Release Modification
12.0(22)S This command was introduced.
12.0(23)S This command was integrated into Cisco |0OS Release 12.0(23)S.
12.0(24)S This command was integrated into Cisco 10S Release 12.0(24)S.
12.2(14)Sz This command was integrated into Cisco |OS Release 12.2(14)SZ to
support the Cisco 7304 router.
12.2(18)S This command was integrated into Cisco 10S Release 12.2(18)S to support
the Cisco 7304 router.
12.0(26)S Thiscommand wasintegrated into Cisco 10S Release 12.0(26) S to support
the Cisco 7200 and 7500 series routers.
12.2(25)S Thiscommand wasintegrated into Cisco 10S Release 12.2(25)S to support
the Cisco 7200 and 7500 series routers.
12.2(27)SBC This command was integrated into Cisco |0S Release 12.2(27)SBC.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines Theip vrf select sourceand ip vrf forwarding commands are mutually exclusive. If the VRF Selection
feature is configured on an interface, you cannot configure VRFs (using the ip vrf forwarding
command) on the same interface.
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ip vif select source W

The following example shows how to enable the VRF Selection feature on an interface:

Router(config-if)# ip vrf select source

The following example shows the message you receive after you have del eted the VRF Selection feature
on an interface:

Enter configuration conmands, one per line. End with CNTL/Z.
Router (config)# interface pos4/0

Router (config-if)# no ip vrf select source

Router (config-if)#

| NTERFACE_VRF_SELECT unset for P0OS4/0, slot: 4

Router (config-if)#

Thefollowing exampl e shows the message you receive after you have enabled the VRF Selection feature
on an interface:

Router (config-if)#

Router (config-if)# ip vrf select source
Router (config-if)#

| NTERFACE_VRF_SELECT set for POS4/0, slot: 4
Router (config-if)#

Related Commands

Command Description
ip vrf receive Adds all the IP addresses that are associated with an interface into a VRF
table.

vrf selection source Populates a single source |P address, or range of source |P addresses, to a
VRF Selection table.
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ip vrf sitemap

To configure Site of Origin (SoO) filtering on an interface, usetheip vrf sitemap command in interface
configuration mode. To disable SoO filtering on an interface, use the no form of this command.

ip vrf sitemap route-map

noip vrf sitemap

Syntax Description route-map The name of the route map that is configured with the as-number and
network of the VPN site.

Defaults No default behavior or values

Command Modes Interface configuration

Command History Release Modification
12.2(13)T This command was introduced.
12.0(24)S This command was integrated into Cisco 10S Release 12.0(24)S.
12.2(18)SXE This command was integrated into Cisco |0S Release 12.2(18)SXE.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.

Usage Guidelines The SoO extended community is a BGP extended community attribute that is used to identify routes that
have originated from a site so that the re-advertisement of that prefix back to the source site can be
prevented. The SoO extended community attribute uniquely identifies the site from which a PE router
has |earned a route.

Examples The following example configures SoO filtering on an interface:

Router(config)# route-map Site-of -Origin permt 10
Rout er (confi g-route-map)# set extcommunity soo 100:1
Rout er (confi g-route-map)# exit

Rout er (config)# interface FastEthernet 0/0
Router(config-if)# ip vrf forwardi ng RED
Router(config-if)# ip vrf sitemap Site-of-Oigin
Router(config-if)# ip address 10.0.0.1 255. 255. 255. 255
Rout er (config-if)# end

Related Commands = Command Description

ip vrf forwarding Associates a VRF with an interface or subinterface.
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12 vfi point-to-point

To establish a point-to-point Layer 2 virtual forwarding interface (VFI) between two separate networks,
use the 12 vfi point-to-point command in global configuration mode. To disable the connection, use the
no form of this command.

[2 vfi name point-to-point

no 12 vfi name point-to-point

Syntax Description

Command Default

Command Modes

name Name of the connection between the two networks.

Point-to-point Layer 2 virtual forwarding interfaces are not created.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification

12.0(31)S This command was introduced.

12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRB This command was integrated into Cisco |0S Release 12.2(33)SRB.

If you disable L2V PN Pseudowire Switching with the no 12 vfi point-to-point command, the virtual
circuits (VCs) are deleted.

The following exampl e establishes a point-to-point Layer 2 VFI:

Router(config)# 12 vfi atonvfi point-to-point

Related Commands

Command Description

neighbor (L2VPN Establishes the two routers with which to form a connection.
Pseudowire Switching)
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list

To show all or part of the explicit path or paths, use the list command in IP explicit path configuration
mode.

list [starting-index-number]

Syntax Description

Defaults

Command Modes

starting-index-number  (Optional) Index number at which the explicit path(s) will start to be
displayed. Valid values are from 1 to 65535.

Explicit paths are not shown.

IP explicit path configuration

Command History

Examples

Release Modification

12.0(5)S This command was introduced.

12.1(3)T This command was integrated into Cisco |0S Release 12.1(3)T.
12.0(10)ST This command was integrated into Cisco 10S Release 12.0(10)ST.
12.2(28)SB This command was integrated into Cisco |10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0OS Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

The following example shows how to list the explicit path:
Rout er (cfg-ip-expl-path)# |ist
Explicit Path nane pathl:
1: next -address 10.0.0.1
2: next - address 10.0.0.2
The following example shows how to list the explicit path starting at index number 2:
Router (cfg-ip-expl-path)# list 2
Explicit Path nane pathl:

2: next-address 10.0.0.2
Rout er (cf g-i p- expl - pat h) #
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Related Commands

Command Description

append-after Inserts the new path entry after the specified index number. Commands
might be renumbered as a result.

index Inserts or modifies a path entry at a specific index.

ip explicit-path

Entersthe command modefor IP explicit paths, and creates or modifiesthe
specified path.

next-addr ess

Specifies the next 1P address in the explicit path.

show ip explicit-paths

Displays the configured IP explicit paths.
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list (LSP Attributes)

To display the contents of alabel switched path (LSP) attribute list, use the list command in LSP
Attributes configuration mode.

list

Syntax Description  This command has no arguments or keywords.

Command Default Contents of an LSP attribute list is not displayed.

Command Modes L SP Attributes configuration (config-lsp-attr)

Command History Release Modification
12.0(26)S This command was introduced.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.

Usage Guidelines This command displays the contents of the L SP attribute list. You can display each of the following
configurable LSP attributes using the list command: affinity, auto-bw, bandwidth, lockdown, priority,
protection, and record-route.

Examples The following example shows how to display the contents of an LSP attribute list identified with the
string priority:
|

Router(config)# npls traffic-eng Isp attributes priority
Rout er (config-Ips-attr)# priority 0 O
Router(config-Ips-attr)# list

LI ST priority
priority 0 0

Rout er (config-lsp-attr)#

Related Commands = Command Description
mplstraffic-eng Isp attributes Creates or modifies an LSP attribute list.
show mplstraffic-eng Isp attributes Displays global L SP attribute lists.
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lockdown (LSP Attributes)

To disable reoptimization of the label switched path (L SP), use the lockdown command in LSP
Attributes configuration mode. To reenable reoptimization, use the no form of this command.

lockdown

no lockdown

Syntax Description  This command has no arguments or keywords.

Command Default Reoptimization of the LSP is enabled.

Command Modes L SP Attributes configuration (config-1sp-attr)

Command History Release Modification
12.0(26)S This command was introduced.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |10S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.

Usage Guidelines Use this command to set up in an L SP attribute list the disabling of reoptimization of an L SP triggered
by atimer, or the issuance of the mplstr affic-eng reoptimize command, or a configuration change that
requires the resignalling of an LSP.

To associate the L SP lockdown attribute and the L SP attribute list with a path option for an LSP, you
must configure the tunnel mpls traffic-eng path option command with the attributes string keyword
and argument, where string is the identifier for the specific LSP attribute list.

Examples The following example shows how to configure disabling of reoptimization in an L SP attribute list:

Configure termnal

|

mpls traffic-eng Isp attributes 4
bandwi dt h 1000

priority 1 1

| ockdown

end
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Related Commands  Command Description
mplstraffic-eng Isp attributes Creates or modifies an L SP attribute list.
show mplstraffic-eng Isp attributes Displays global L SP attribute lists.
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match mpls-label

Syntax Description

Command Default

Command Modes

To redistribute routes that include Multiprotocol Label Switching (MPLS) labelsif the routes meet the
conditions specified in the route map, use the match mpls-label command in route-map configuration
mode. To disable this function, use the no form of this command.

match mpls-label

no match mpls-label

This command has no arguments or keywords.

Routes with MPLS label s are not redistributed.

Route-map configuration

Command History

Usage Guidelines

Release Modification

12.0(21)ST This command was introduced.

12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.2(11)S This command was integrated into Cisco 10S Release 12.2(11)S.
12.2(13)T This command was integrated into Cisco 10S Release 12.2(13)T.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.

A route map that includes this command can be used in the following instances:
¢ With the neighbor route-map in command to manage inbound route maps in BGP
e With the redistribute bgp command to redistribute route mapsin an |IGP

Use the route-map global configuration command, and the match and set route map configuration
commands, to definethe conditionsfor redistributing routes from one routing protocol into another. Each
route-map command has alist of match and set commands associated with it. The match commands
specify the match criteria—the conditions under which redistribution is allowed for the current
route-map command. The set commands specify the set actions—the particular redistribution actions
to perform if the criteriaenforced by the match commands are met. The no route-map command del etes
the route map.

The match route-map configuration command has multiple formats. The match commands can be
givenin any order, and all match commands must “pass’ to cause the route to be redistributed according
to the set actions given with the set commands. The no forms of the match commands remove the
specified match criteria
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When you are passing routes through a route map, a route map can have several parts. Any route that
does not match at least one match clause relating to a route-map command will be ignored; that is, the
route will not be advertised for outbound route maps and will not be accepted for inbound route maps.

If you want to modify only some data, you must configure a second route map section with an explicit
match specified.

Examples The following example shows how to create a route map that redistributes routes if the following
conditions are met:

e The |P address of the route matches an IP address in access control list 2.
e Therouteincludesan MPLS label.

Rout er (config-router)# route-map incom ng permt 10
Rout er (confi g-route-map)# match ip address 2
Rout er (confi g-route-map)# match npl s-1 abel

Related Commands  Command Description
match ip address Distributes any routes that have a destination network number address that
is permitted by a standard or extended access list.
route-map (I1P) Defines the conditions for redistributing routes from one routing protocol
into another, or enables policy routing.
set mpls-label Enables aroute to be distributed with an MPL S label if the route matches

the conditions specified in the route map.
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maximum routes

To limit the maximum number of routesin a Virtual Private Network (VPN) routing and forwarding
(VRF) instance to prevent a provider edge (PE) router from importing too many routes, use the
maximum routes command in VRF configuration mode or VRF address family configuration mode. To
remove the limit on the maximum number of routes allowed, use the no form of this command.

maximum routes limit { warn-threshold | war ning-only}

Nno maximum routes

Syntax Description limit The maximum number of routes allowed in aVRF. Thevalid rangeis
from 1 to 4294967295 routes.
warn-threshold The warning threshold val ue expressed as a percentage (from 1 to

100) of the limit value. When the number of routes reaches the
specified percentage of the limit, a warning message is generated.

warning-only I ssues a system message logging (syslog) error message when the
maximum number of routes allowed for aV RF exceedsthe threshold.
However, additional routes are still allowed.

Command Default No limit is set on the maximum number of routes allowed.

Command Modes V RF address family configuration (config-vrf-af)
VRF configuration (config-vrf)

Command History Release Modification

12.0(7)T This command was introduced.

12.2(13)T Support for Simple Network Management Protocol (SNMP) notifications
was added.

12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.

12.2(33)SRB Support for 1Pv6 was added.

12.2(33)SXH This command was integrated into Cisco 10S Release 12.2(33)SXH.

12.2(33)SRC Support for this command was added for | Pv6 address families under the
vrf definition command.

12.2(33)SB This command was integrated into Cisco 10S Release 12.2(33)SB.

Usage Guidelines The maximum routes command can be configured in one of two ways:
¢ Generate a warning message when the limit value is exceeded
¢ Generate a warning message when the warn-threshold value is reached

Cisco 10S Multiprotocol Label Switching Command Reference
[ January 2010 .m



M  maximum routes

To limit the number of routes allowed in the VRF, use the maximum routes limit command with the
warn-threshold argument. The warn-threshold argument generates a warning and does not allow the
addition of routes to the VRF when the maximum number set by the limit argument is reached. The
software generates a warning message every time aroute is added to a VRF when the VRF route count
is above the warning threshold. The software also generates a route rejection notification when the
maximum threshold is reached and every time aroute is rejected after the limit is reached.

To set anumber of routes at which you receive a notification, but which does not limit the number of
routes that can be imported into the VRF, use the maximum routes limit command with the war n-only
keyword.

To configure the router to generate SNMP notifications (traps or informs) for these values, use the
snmp-server enable traps mpls vpn command in global configuration mode.

Examples The following example shows how to set alimit threshold of VRF routes to 1000. When the number of
routes for the VRF reaches 1000, the router issues a syslog error message, but continues to accept new
VRF routes.

Router(config)# ip vrf vrfl

Rout er (config-vrf)# rd 100: 1

Rout er (config-vrf)# route-target inmport 100:1
Rout er (confi g-vrf)# maxi mum routes 1000 war ni ng-only

The following example shows how to set the maximum number of VRF routes allowed to 1000 and set
the warning threshold at 80 percent of the maximum. When the number of routes for the VRF reaches
800, the router issues a warning message. When the number of routes for the VRF reaches 1000, the
router issues a syslog error message and rejects any new routes.

Router(config)# ip vrf vrf2

Rout er (config-vrf)# rd 200:1

Rout er (config-vrf)# route-target inmport 200:1
Rout er (confi g-vrf)# maxi mum routes 1000 80

Thefollowing examplefor an IPv6 address family defined under the vr f definition command shows how
to set the maximum number of VRF routes allowed to 500 and set the warning threshold at 50 percent
of the maximum. When the number of routes for the VRF reaches 250, the router issues a warning
message. When the number of routes for the VRF reaches 500, the router issues a syslog error message
and rejects any new routes.

Rout er (config)# vrf definition
Rout er (config-vrf)# address-famly ipv6
Rout er (confi g-router-vrf)# maxi numroutes 500 50

Related Commands = Command Description

address-family (VRF Enters VRF address family configuration mode to select an address

configuration) family type for a VRF table.

import map Configures an import route map for a specified VRF for more control
over routes imported into the VRF.

ipvrf Specifies a name for a VRF routing table and enters VRF
configuration mode (for I1Pv4 only).

rd Creates VRF routing and forwarding tables and specifies the default

route distinguisher for a VPN.
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Command

Description

route-target

Configures a VRF route target community for importing and
exporting extended community attributes.

snmp-server enable traps
mplsvpn

Enables the router to send MPL S VPN-specific SNMP notifications
(traps and informs).

vrf definition

Configures a VRF routing table instance and enters VRF
configuration mode.
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metric-style narrow

To configure a router running Intermediate System-to-Intermediate System (1S-1S) so that it generates
and accepts old-style type, length, and value objects (TLVs), use the metric-style narrow command in
router configuration mode. To disable this function, use the no form of this command.

metric-style narrow [transition] [level-1 | level-2 | level-1-2]

no metric-style narrow [transition] [level-1 | level-2 | level-1-2]

Syntax Description

Defaults

Command Modes

transition (Optional) Instructs the router to use both old- and new-style TLVs.
level-1 (Optional) Enables this command on routing level 1.

level-2 (Optional) Enables this command on routing level 2.

level-1-2 (Optional) Enables this command on routing levels 1 and 2.

The Multiprotocol Label Switching (MPLS) traffic engineering image generatesonly old-style TLVs. To
do MPLS traffic engineering, arouter must generate new-style TLV s that have wider metric fields.

Router configuration

Command History

Examples

Release Modification

12.0(5)S This command was introduced.

12.1(3)T This command was integrated into Cisco 10S Release 12.1(3)T.
12.0(10)ST This command was integrated into Cisco 10S Release 12.0(10)ST.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

The following example shows how to configure the router to generate and accept old-style TLVs on
router level 1:

Rout er (config-router)# nmetric-style narrow | evel -1

Related Commands

Command Description
metric-styletransition  Configures arouter to generate both old-style and new-style TLVs.
metric-style wide Configures a router to generate and accept only new-style TLVs.
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metric-style transition

To configure a router running Intermediate System-to-Intermediate System (1S-1S) so that it generates
and accepts both old-style and new-style type, length, and value objects (TLVs), use the metric-style
transition command in router configuration mode. To disable this function, use the no form of this

command.

metric-style transition [level-1 | level-2 | level-1-2]

no metric-style transition [level-1 | level-2 | level-1-2]

Syntax Description level-1 (Optional) Enables this command on routing level 1.
level-2 (Optional) Enables this command on routing level 2.
level-1-2 (Optional) Enables this command on routing levels 1 and 2.
Defaults The Multiprotocol Label Switching (MPLS) traffic engineering image generatesonly old-style TLVs. To

do MPL S traffic engineering, arouter must generate new-style TLV s that have wider metric fields.

Command Modes Router configuration
Command History Release Modification
12.0(5)S This command was introduced.
12.1(3)T This command was integrated into Cisco |10S Release 12.1(3)T.
12.0(10)ST This command was integrated into Cisco 10S Release 12.0(10)ST.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco |OS Release 12.2SX train. Support
in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.
Examples The following example shows how to configure a router to generate and accept both old-style and

new-style TLVs on router level 2:

Router(config-router)# metric-style transition |level-2

Related Commands  Command Description

metric-stylenarrow  Configures arouter to generate and accept old-style TLVs.
metric-style wide Configures a router to generate and accept only new-style TLVs.
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metric-style wide

To configure a router running Intermediate System-to-Intermediate System (1S-1S) so that it generates
and accepts only new-style type, length, and value objects (TLVs), use the metric-style wide command
in router configuration mode. To disable this function, use the no form of this command.

metric-style wide [transition] [level-1 | level-2 | level-1-2]

no metric-style wide [transition] [level-1 | level-2 | level-1-2]

Syntax Description transition (Optional) Instructs the router to accept both old- and new-style TLVs.
level-1 (Optional) Enables this command on routing level 1.
level-2 (Optional) Enables this command on routing level 2.
level-1-2 (Optional) Enables this command on routing levels 1 and 2.

Defaults The Multiprotocol Label Switching (MPLS) traffic engineering image generatesonly old-style TLVs. To

do MPLS traffic engineering, arouter must generate new-style TLV s that have wider metric fields.

Command Modes Router configuration
Command History Release Modification
12.0(5)S This command was introduced.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support
in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.
Usage Guidelines If you enter the metric-style wide command, a router generates and accepts only new-style TLVs.

Therefore, the router uses less memory and other resources than it would if it generated both old-style
and new-style TLVs.

This style is appropriate for enabling MPLS traffic engineering across an entire network.

Note  Thisdiscussion of metric styles and transition strategies is oriented toward traffic engineering
deployment. Other commands and models could be appropriate if the new-style TLVs are desired for
other reasons. For example, anetwork might require wider metrics, but might not use traffic engineering.

Examples The following exampl e shows how to configure arouter to generate and accept only new-style TLVson
level 1:

Rout er (config-router)# metric-style wide level-1
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Related Commands = Command Description
metric-style narrow Configures a router to generate and accept old-style TLVs.
metric-style transition Configures a router to generate and accept both old-style and
new-style TLVs.
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mls mpls
To enable Multiprotocol Label Switching (MPLS) recirculation, use the mls mpls command in global
configuration mode. To disable MPLS recirculation, use the no form of this command.
mis mpls{recir-agg | tunnel-recir}
no mls mpls{recir-agg | tunnel-recir}
Syntax Description recir-agg Recirculates the MPL S aggregated-label packets (only new aggregated
|abels are impacted).
tunnel-recir Recirculates the tunnel-MPL S packets.
Defaults MPLS recirculation is disabled.
Command Modes Global configuration
Command History Release Modification
12.2(17b)SXA This command was introduced.
12.2(18)SXE This command was integrated into Cisco 10S 12.2(18)SXE.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor
Engine 2.

If you do not enable tunnel-MPLS recirculation, the |Pv4 and 1Pv4-tunneled packets that have to be
labeled (for example, the packets that are encapsulated with an MPLS header) will be corrupted when
they are transmitted from the Cisco 7600 series router.

Examples The following example shows how to enable aggregated-label MPLS recirculation:
Router(config)# m's npls recir-agg

The following example shows how to enable tunnel-M PLS recirculation:

Router(config)# ms npls tunnel-recir

The following example shows how to disable aggregated-label MPLS recirculation:

Rout er (config)# no nl's npls recir-agg

The following example shows how to disable tunnel-MPL S recircul ation:

Router(config)# no m's npls tunnel-recir
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mls mpls (guaranteed bandwidth traffic engineering)

To configure the guaranteed bandwidth traffic engineering flow parameters globally, use the mls mpls
command in global configuration mode. To return to the default settings, use the no form of this
command.

mls mpls {gb-te-burst burst | gb-te-cir-ratio ratio | gb-te-dscp dscp-value [markdown] |
gb-te-enable [global-pool]}

no mls mpls{gb-te-burst burst | gb-te-cir-ratio ratio | gb-te-dscp dscp-value [markdown] |
gb-te-enable [global-pool]}

Syntax Description  gb-te-burst burst Specifies the burst duration for the guaranteed bandwidth traffic
engineering flows; valid values are from 100 to 30000 milliseconds.

gb-te-cir-ratio ratio Specifiestheratio for the committed information rate policing; valid values
are from 1 to 100 percent.

gb-te-dscp dscp-value  Specifies the differentiated services code point (DSCP) map for the
guaranteed bandwidth traffic engineering flows; valid values are from 0 to

63.
markdown (Optional) Marks down or drops the nonconforming flows.
gb-te-enable Enables the guaranteed bandwidth traffic engineering flow policing.
global-pool (Optional) Specifies using resources allocated from the global pool to the

police traffic engineering flows.

Defaults The default settings are as follows:
e burst is 1000 milliseconds.
e ratiois1 percent.
e dscp-valueis 40.

Command Modes Global configuration

Command History Release Modification
12.2(18)SXE This command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor
Engine 2.

Use the mls gos map dscp-exp command to reset the Exp value of the Multiprotocol Label Switching
(MPLS) packet when the out-label gets swapped.
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If you do not enable tunnel-MPLS recirculation, the |Pv4 and 1Pv4-tunneled packets that need to be
labeled (for example, the packets that are encapsulated with an MPLS header) will be corrupted when
they are transmitted from the Cisco 7600 series router.

Use the show erm statistics command to display the Forwarding Information Base (FIB) Ternary
Content Addressable Memory (TCAM) exception status for 1Pv4, IPv6, and MPLS protocols.

Examples This example shows how to specify the burst duration for the guaranteed bandwidth traffic engineering
flows:

Router(config)# ms npls gb-te-burst 2000

Rout er (confi g) #

This example shows how to specify the ratio for CIR policing:
Router(config)# ms npls gb-te-ratio 30

Rout er (confi g) #

This example shows how to specify the DSCP map for the guaranteed bandwidth traffic engineering
flows and to drop the nonconforming flows:

Router(config)# ms npls gb-te-dscp 25 nmarkdown
Rout er (confi g) #
This example shows how to enable the guaranteed bandwidth traffic engineering flow policing:

Router(config)# ms npls gb-te-enable
Rout er (confi g) #

Related Commands  Command Description
show erm statistics Displays the FIB TCAM exception status for |Pv4, IPv6, and MPLS
protocols.
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mls mpls (recirculation)

To enable Multiprotocol Label Switching (MPLS) recirculation, use the mls mpls command in global
configuration mode. To disable MPLS recirculation, use the no form of this command.

mis mpls{recir-agg | tunnel-recir}

no mls mpls{recir-agg | tunnel-recir}

Syntax Description recir-agg Recirculates the MPLS aggregated-label packets (new aggregated labels are
impacted only).
tunnel-recir Recirculates the tunnel-MPL S packets.
Defaults Disabled
Command Modes Global configuration
Command History Release Modification

12.2(18)SXE This command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor
Engine 2.

If you do not enable tunnel-MPLS recirculation, the |Pv4 and |Pv4-tunneled packets that need to be
labeled (for example, the packets that are encapsulated with an MPLS header) will be corrupted when
they are transmitted from the Cisco 7600 series router.

Use the show erm statistics command to display the Forwarding Information Base (FIB) Ternary
Content Addressable Memory (TCAM) exception status for 1Pv4, IPv6, and MPL S protocols.

Examples This example shows how to enable the aggregated-label MPLS recirculation:
Router(config)# m's npls recir-agg
Rout er (confi g) #
This example shows how to enable the tunnel-MPL S recircul ation:
Router(config)# ms npls tunnel-recir
Rout er (confi g) #
This example shows how to disable the aggregated-label MPLS recirculation:

Router(config)# no nm's npls recir-agg
Rout er (confi g) #
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This example shows how to disable the tunnel-MPLS recirculation:

Router(config)# no ms npls tunnel-recir
Rout er (confi g) #

Related Commands  Command Description

show erm statistics Displays the FIB TCAM exception status for 1Pv4, IPv6, and MPLS

protocols.
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mpls atm control-vc

N

Note

Effective with Cisco |OS Release 12.4(20) T, the mpls atm control-vc command is not available in
Cisco 10S software.

To configure the control-V C virtual path identifier (VPI) and virtual circuit identifier (VCI) values for
the initial link to the Multiprotocol Label Switching (MPLS) peer, use the mpls atm control-vc
command in interface configuration mode. To unconfigure the values, use the no form of this command.

mpls atm control-vc vpi vci

no mpls atm control-vc vpi vci

Syntax Description

Defaults

Command Modes

vpi Virtual path identifier, in the range from 0 to 4095.
VCi Virtual circuit identifier, in the range from 0 to 65535.
0/32

Interface configuration (config-if)

Command History

Usage Guidelines

Examples

Release Modification
12.05)T This command was introduced.

12.2(4)T This command was updated to reflect the MPLS IETF terminology. The VPI range of
values was extended to 4095.

12.4(20)T  This command was removed.

Use this command to establish the LDP session and to carry non-IP traffic. The default VPI VCI for the
control VCis (0, 32). If for any reason you need to have a different control-VC, use the mpls atm
control-vc command to configure any VPI VCI allowed by the vpi and vci arguments for the control VC.

The following example shows an MPLS subinterface and VPI 1 and VCI 34 as the control VCs:

Router(config)# interface atm4/ 0.1 npls
Router(config-if)# npls ip
Router(config-if)# npls atmcontrol-vc 1 34

Related Commands

Command Description
mplsip (interface) Enables label switching of IPv4 packets on an interface.
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N

Note

mplsatmcos W

Effective with Cisco |OS Release 12.4(20) T, the mpls atm cos command is not available in Cisco |0S

software.

To change the configured bandwidth allocation for class of service (CoS), use the mpls atm cos
command in global configuration mode.

mpls atm cos {available | standard | premium | control} weight

Syntax Description

Defaults

Command Modes

available The weight for the available class. Thisis the lowest class priority.
standard The weight for the standard class. This is the next lowest class priority.
premium The weight for the premium class. Thisis the next highest class priority.
control The weight for the control class. Thisis the highest class priority.

weight The total weight for all CoS traffic classes. This value ranges from 0 to 100.

Available 50%, control 50%

Global configuration (config)

Command History

Examples

Release Modifications

12.05)T This command was introduced.

122(4)T This command was updated to reflect the MPLS IETF terminology.
12.4(20)T This command was removed.

The following example shows how to configure the X TagATM interface for CoS traffic:

Rout er (config)# interface xtagatnil2

Router(config-if)#

Router(config-if)# npls ip

Rout er (config-if)# npls atm cos
Router(config-if)# npls atm cos
Router(config-if)# npls atm cos
Rout er (config-if)# npls atm cos

ext ended- port atnl/0 descriptor 1.2

avail abl e 49
standard 50
prem um 0
control 1
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mpls atm disable-headend-vc
~

Note Effective with Cisco |0S Release 12.4(20)T, the mpls atm disable-headend-vc command is not
available in Cisco |OS software.

To remove all headend virtual circuits (VCs) from the Multiprotocol Label Switching (MPLS) Label
Switch Controller (L SC) and disable its ability to function as an edge label switch router (L SR), use the
mpls atm disable-headend-vc command in global configuration mode. To restore the headend V Cs of
the MPLS LSC and restore full edge L SR functionality, use the no form of this command.

mpls atm disable-headend-vc

no mpls atm disable-headend-vc

Syntax Description ~ This command has no arguments or keywords.

Defaults Edge LSR is enabled.

Command Modes Global configuration (config)

Command History Release Modification
12.0(7)DC This command was introduced.
12.2(4)T This command was updated to reflect the MPLS IETF terminology.
12.4(20)T This command was removed.

Usage Guidelines Thiscommand preventsthe L SC frominitiating headend label V Cs (LV Cs), and thus reduces the number
of LV Cs used in the network.

Examples The following exampl e shows how to disablethe MPL S L SC from acting like an edge L SR and therefore
cannot create headend LVCs:

mpl s at m di sabl e- headend- vc
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mpls atm multi-ve

N

Note

Syntax Description

Command Modes

Effective with Cisco |OS Release 12.4(20)T, the mpls atm multi-vc command is not available in
Cisco 10S software.

To configure arouter subinterface to create one or more label virtual circuits (VCs) over which packets
of different classes are sent, use the mpls atm multi-vc command in ATM subinterface submode. To
remove the label virtual circuits, use the no form of this command.

mpls atm multi-vc

no mpls atm multi-vc

This command has no arguments or keywords.

ATM subinterface submode (config-subif)

Command History

Usage Guidelines

Examples

Release Modification

12.0(5)T This command was introduced.

12.0(10)ST This command was modified to reflect Multiprotocol Label Switching
(MPLS) Internet Engineering Task Force (IETF) syntax and terminology.

12.2(2)T This command was integrated into Cisco |0S Release 12.2(2)T.

12.4(20)T This command was removed.

This command isvalid only on ATM MPLS subinterfaces.

The following example shows how to configure interface ATM2/0/0.1 on the networking device for
MPLS quality of service (QoS) multi-VC mode:

Rout er# configure term nal

Enter configuration comands, one per line. End with CNTL/Z.
Router(config)# interface ATM/0/0.1 npls

Rout er (config-subif)# nmpls atmmulti-vc

Rout er (confi g-subi f)# exit

Router(config)# exit

Related Commands

Command Description

mpls cos-map Creates a class map that specifies how classes map to label virtual circuits
when they are combined with a prefix map.

mpls prefix-map Configures a networking device to use a specified QoS map when a label

destination prefix matches the specified access list.
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mpls atm vpi

N,
Note  Effective with Cisco 10S Release 12.4(20)T, the mpls atm vpi command is not available in Cisco 10S
software.
To configure the range of values to use in the virtual path identifier (VPI) field for label virtual circuits
(LVCs), use the mpls atm vpi command in interface configuration mode. To clear the range of values,
use the no form of this command.
mpls atm vpi vpi [- vpi] [vci-range low - high]
no mpls atm vpi vpi [- vpi] [vci-range low - high]
Syntax Description Vpi Virtual path identifier, low end of range (0 to 4095).
- Vpi (Optional) Virtual path identifier, high end of range (0 to 4095).
vci-range low - high (Optional) Range of virtual channel identifier (V Cl) valuesthe subinterface
can use for the VPI(s).
Defaults The default VPI range is 1-1.
The default VCI range is 33-65535.
Command Modes Interface configuration (config-if)
Command History Release Modification
12.0(5)T This command was introduced.
12.2(0)T This command was updated to reflect the MPLS IETF terminology.

The vci-range keyword was added.
The VPI range of values was extended to 4095.

12.4(20)T This command was removed.

Usage Guidelines You might need to change the default VPI range on the switch if:
e Itisan administrative policy to use a VPl value other than 1, the default VPI.
e There are many LVCs on an interface.

To configure ATM MPLS on arouter interface (for example, an ATM Interface Processor), you must
enable an MPLS subinterface.

Note = Themplsatm control-vcand mplsatm vpi subinterface level configuration commands are available on
any interface that can support ATM labeling.
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mplsatmvpi W

Use this command to select an alternate range of VPI valuesfor ATM label assignment on thisinterface.
Thetwo ends of the link negotiate arange defined by the intersection of the range configured at each end.

¢ To configure the VPI range for an edge label switch router (edge L SR) subinterface connected to
another router or to an LSC, limit the range to four VPIs.

¢ Foran ATM-LSR, the VPI range specified must lie within the range that was configured on the ATM
switch for the corresponding ATM switch interface.

¢ If the LDP neighbor is arouter, the VPI range can be no larger than two. For example, you can
specify from 5 to 6 (arange of two), not 5to 7 (arange of three). If the LDP neighbor is a switch,
the maximum VPl range is 0 to 255.

If you use the vci-range keyword, you must specify a VPI value.

The following example shows how to create a subinterface and selectsa VPl range from VPI 1to VPI 3:

Router(config)# interface atm4/ 0.1 npls
Router(config-if)# npls ip
Router(config-if)# npls atmvpi 1-3

The following example shows how to create a subinterface with a VPl of 240 and a V Cl range between
33 and 4090:
Router(config)# interface atmd/ 0.1 npls

Router(config-if)# npls ip
Rout er (config-if)# npls atmvpi 240 vci-range 33-4090

Related Commands

Command Description
mpls atm control-vc Configures VPI and VCI values for the initial link to an MPLS peer.
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mpls atm vp-tunnel
~

Note  Effective with Cisco IOS Release 12.4(20)T, the mpls atm vp-tunnel command is not available in
Cisco | OS software.

To specify an interface or a subinterface as a virtual path (VP) tunnel, use the mpls atm vp-tunnel
command in interface configuration mode. To remove the VP tunnel from an interface or subinterface,
use the no form of this command.

mpls atm vp-tunnel vpi [vci-range low - high]

no mpls atm vp-tunnel vpi [vci-range low - high]

Syntax Description Vpi Virtual path identifier (VPI) value for thelocal end of the tunnel (0 to 4095).
vci-range low - high (Optional) Range of virtual channel identifier (VCI) values the VP tunnel
can use.
Defaults If you do not specify aV CI range for the VP tunnel, the tunnel uses the default VCI range of 33-65535.
Command Modes Interface configuration (config-if)
Command History Release Modification
12.05)T This command was introduced.
12.2(NHT This command was updated to reflect the Multiprotocol Label Switching

(MPLS) Internet Engineering Task Force (IETF) terminology.
The vci-range keyword was added.
The VPI range of values was extended to 4095.

12.4(20)T This command was removed.

Usage Guidelines The mpls atm vp-tunnel and mpls atm vpi commands are mutually exclusive.

This command is available on both extended MPLS ATM (XTagATM) interfaces and on LC-ATM
subinterfaces of router ATM interfaces. The command is not available on the LS1010, where all
subinterfaces are automatically VP tunnels.

It is not necessary to use the mpls atm vp-tunnel command on an X TagATM interface in most
applications. The switch learns (through V Sl interface discovery) whether the X TagATM interfaceis a
tunnel, the VPI value of the tunnel, and tunnel status.

Examples The following example shows how to create an MPL S subinterface VP tunnel with aVPI value of 4:
Router(config-if)# npls atmvp-tunnel 4
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The following example shows how to create a VP tunnel with a value of 240 and a V Cl range of
33 to 4090:

Rout er (config-if)# npls atmvp-tunnel 240 vci-range 33-4090
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mpls bgp forwarding

To enable an interface to receive Multiprotocol Label Switching (MPLS) packets when the signaling of
MPLS labelsis through the use of the Border Gateway Protocol (BGP), use the mpls bgp forwarding
command in interface configuration mode. To disable this configuration, use the no form of this
command.

mpls bgp forwarding

no mpls bgp forwarding

Syntax Description  This command has no arguments or keywords.

Command Default MPLS forwarding by BGP is not enabled.

Command Modes Interface configuration (config-if)

Command History Release Modification
12.0(29)S This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |10S Release 12.2(33)SXH.
12.2(33)SCA This command was integrated into Cisco |OS Release 12.2(33)SCA.

Usage Guidelines Use the mpls bgp forwarding command when you want to enable MPLS forwarding on directly
connected loopback interfaces. Thiscommand isautomatically generated by BGP for directly connected
nonloopback neighbors.

Examples Thefollowing example shows how to configure BGP to enable MPL S forwarding on adirectly connected
loopback interface, Ethernet 0/0:

interface ethernet 0/0
mpl s bgp forwarding

Related Commands = Command Description

ip vrf forwarding Associates a VRF with an interface or subinterface.
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mpls control-word

Syntax Description

Command Default

Command Modes

To enable the Multiprotocol Label Switching (MPLS) control word in an Any Transport over MPLS
(AToM) static pseudowire connection, use the mpls control-word command in xconnect configuration
mode. To disable the control word, use the no form of this command.

mpls control-word

no mpls control-word

This command has no arguments or keywords.

The control word is included in connections.

Xconnect configuration

Command History

Usage Guidelines

Examples

Release Modification
12.2(33)SRB This command was introduced.

This command is used when configuring AToM static pseudowires, and is mandatory when configuring
Frame Relay data-link connection identifier (DLCI) and ATM adaptation layer 5 (AAL5) attachment
circuits.

Because the control word isincluded by default, it may be necessary to explicitly disable this command
in AToM static pseudowire configurations.

When the mpls control-word command is used in static pseudowire configurations, the command must
be configured the same way on both ends of the connection to work correctly, or else the provider edge
routers will not be able to exchange control messages to negotiate inclusion or exclusion of the control
word.

The following exampl e shows the configuration for both sides of an AToM static pseudowire connection:

Rout er# configure term nal

Rout er (config)# interface Ethernet 1/0

Rout er (config-if)# xconnect 10.131.191.251 100 encapsul ation npls manual pwclass npls
Rout er (config-if-xconn)# npls |abel 100 150

Rout er (config-if-xconn)# no npls control -word

Rout er (confi g-if-xconn)# exit

Router(config-if)# exit

Rout er# configure term nal

Router(config)# interface Ethernet 1/0

Rout er (config-if)# xconnect 10.132.192.252 100 encapsul ati on npls manual pwclass npls
Rout er (config-if-xconn)# npls |abel 150 100
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Rout er (config-if-xconn)# no npls control -word
Rout er (confi g-if-xconn)# exit
Router(config-if)# exit

Related Commands  Command Description

mpls label Configures an AToM static pseudowire connection by defining
local and remote pseudowire labels.

mpls label range Configures the range of local labels available for use on packet
interfaces.

show mpls|2transport vc Displays information about AToM VCs and AToM static
pseudowires that have been enabled to route Layer 2 packets on
arouter.

xconnect Binds an attachment circuit to a pseudowire, and configures an

AToM static pseudowire.
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mpls cos-map

N,
Note  Effective with Cisco 10S Release 12.4(20)T, the mpls cos-map command is not available in Cisco |0S
software.
To create a class map that specifies how classes map to label virtual circuits (VCs) when they are
combined with a prefix map, use the mpls cos-map command in global configuration mode.
mpls cos-map cos-map
Syntax Description cos-map Number from 1 to 155 that identifies the class map.
Defaults No class maps are specified.

Command Modes Global configuration (config)

Command History Release Modification
12.05)T This command was introduced.
12.0(10)ST This command was modified to reflect Multiprotocol Label Switching
(MPLYS) Internet Engineering Task Force (IETF) syntax and terminology.
12.2(2)T This command was integrated into Cisco |0S Release 12.2(2)T.
12.4(20)T This command was removed.
Examples The following example shows how to create a class map:

Rout er (config)# npls cos-map 55

Rout er (confi g-npl s-cos-map) # class 1 prem um
Rout er (confi g- npl s-cos-map) # exit
Rout er (confi g) #

Related Commands  Command Description

mpls cos-map Displays the QoS map used to assign a quantity of label virtual circuits and
the associated class of service for those label virtual circuits.
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mpls experimental

To configure Multiprotocol Label Switching (MPLS) experimental (EXP) levels for a virtual circuit
(VC) class that can be assigned to a VC bundle and thus applied to all VC members of that bundle, use
the mpls experimental command in V C-class configuration mode. To remove the MPLS EXP levels
from the VC class, use the no form of this command.

To configure the MPLS EXP levelsfor aVVC member of abundle, use the mpls experimental command
in bundle-vc configuration mode. To remove the MPLS EXP levels from the VC, use the no form of this
command.

mpls experimental [other | range]

no mpls experimental

Syntax Description

Defaults

Command Modes

other (Optional) Specifiesany MPLS EXP levelsin the range from O to 7 that are
not explicitly configured. Thisis the default.
range (Optional) A single MPLS EXP level specified as a number from 0 to 7, or

arange of levels, specified as a hyphenated range.

Defaults to other, that is, any MPLS EXP levelsin the range from O to 7 that are not explicitly
configured.

V C-class configuration for aVC class (config-vc-class)
Bundle-vc configuration for ATM V C bundle members (config-if-atm-member)

Command History

Usage Guidelines

Release Modification

12.2(8)T This command was introduced.

12.0(26)S This command was implemented on the Cisco 10000 series router.
12.0(29)S This command was integrated into Cisco |0S Release 12.0(29)S.
12.2(16)BC This command was implemented on the ESR-PRE2.

12.2(31)SB This command was integrated into Cisco 10S Release 12.2(31)SB.

Assignment of MPLS EXP levelsto VC bundle members allows you to create differentiated service
because you can distribute the MPLS EXP levels over the different VC bundle members. You can map
asingle level or arange of levelsto each discrete VC in the bundle, thereby enabling VCsin the bundle
to carry packets marked with different levels. Alternatively, you can configure a vV C with the mpls
experimental other command to indicate that it can carry traffic marked with levels not specifically
configured for it. Only one VC in the bundle can be configured with the mpls experimental other
command to carry all levels not specified. This VC is considered the default one.

To use this command in V C-class configuration mode, enter the vc-class atm global configuration
command before you enter this command. This command has no effect if the VC class that contains the
command is attached to a standalone VC, that is, if the VC is not a bundle member.
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Examples

mpls experimental W

To use this command to configure an individual bundle member in bundle-V C configuration mode, first
enter the bundle command to enact bundle configuration mode for the bundle to which you want to add
or modify the VC member to be configured. Then use the pvc-bundle command to specify the VC to be
created or modified and enter bundle-V C configuration mode.

VCsinaVC bundle are subject to the following configuration inheritance guidelines (listed in order of
next highest MPLS EXP level):

¢ VC configuration in bundle-VC mode
¢ Bundle configuration in bundle mode (with the effect of assigned V C class configuration)
¢ Subinterface configuration in subinterface mode

If you are using an ATM interface, you must configure all MPLS EXP levels (ranging from 0 to 7) for
the bundle. For this configuration, Cisco recommends configuring one member of the bundle with the
mpls experimental other command. The other keyword defaultsto any MPLS EXP level in arange
from 0 to 7 that is not explicitly configured.

The following example configures a class named control-class that includes an mpls experimental
command that, when applied to abundle, configures all VC members of that bundleto carry MPLS EXP
level 7 traffic. Note that VC members of that bundle can be individually configured with the mpls
experimental command at the bundle-vc level, which would supervene.

vc-class atmcontrol -cl ass
mpl s experinental 7

The following example configures a permanent virtual circuit (PVC) 401, named control-class, to carry
traffic with MPLS EXP levelsin the range of 4 to 2, overriding the level mapping set for the VV C through
V C-class configuration:

pvc-bundl e control -cl ass 401
mpl s experinental 4-2

Related Commands

Command Description

bump Configures the bumping rules for a VC class that can be assigned to aVC
bundle.

bundle Creates a bundle or modifies an existing bundle, and enters bundle
configuration mode.

class-vc AssignsaVC classto an ATM PVC, SVC, or VC bundle member.

protect Configures a VC class with protected group or protected V C status for
application to a VC bundle member.

pvc-bundle Adds aVC to abundle as amember and enters bundle-V C configuration
mode to configure that V C bundle member.

ubr Configures UBR QoS and specifies the output peak cell rate for an ATM
PVC, SVC, VC class, or VC bundle member.

vbr-nrt Configures the VBR-nrt QoS and specifies the output peak cell rate, output

sustainable cell rate, and output maximum burst cell size for an ATM PVC,
SVC, VC class, or VC bundle member.

vc-class atm CreatesaVCclassfor an ATM PVC, SVC, or ATM interface, and entersVC-
class configuration mode.
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mpls export interval

To configure the collection and export of Multiprotocol Label Switching (MPLS)
Prefix/Application/Label (PAL) information to a NetFlow collector, use the mpls export interval
command in global configuration mode. To disable the collecting and exporting of the MPLS PAL
information, use the no form of this command.

mpls export interval interval

no mplsexport interval

Syntax Description

Command Default

Command Modes

interval Specifiesthetimeinterval in minutes between full MPLS PAL table exports.
The range of valid time intervalsis 0 to 10080 minutes.

No capture or export of PAL table entriesis configured.

Global configuration

Command History

Usage Guidelines

Release Modification

12.2(28)SB This command was introduced.

12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.25X This command is supported in the Cisco |0S Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Use this command to configure the collection and export of MPLS PAL information to a NetFlow
collector. The collector can be the Cisco NetFlow Collection Engine or athird-party collector
application.

Theinterval argument specifiesthe number of minutes between one export of theentire MPLS PAL table
and the next export of the entire table. We recommend that you select atime interval from 360 minutes
(6 hours) to 1440 minutes (24 hours) depending on the size of your network. If you want to trigger an
immediate export of the PAL table, disable the functionality (no mpls export interval command) and
reconfigure the command with an interval argument greater than zero.

If you enter the command with a periodic interval of zero, entries of the MPLS PAL table are not
exported repeatedly, but PAL label tracking still occurs and PAL information is exported to the collector
when alabel is allocated. To display the entire MPLS PAL table, use the show mpls flow mappings
command.

The interval argument that you specify is the least amount of time that passes before another export of
the MPLS PAL table. The system might choose to delay the MPLS PAL table export, if the PAL export
gueue already contains alarge number of entries. This might occur if the export queue contains tens of
thousands of entries, for example, if the export occurred at a time when thousands of routes just came
up, or if NetFlow did not have the timeto clear the export queue from either a previous export of the full
table or a previous time when thousands of routes came up in a brief period.
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The following example shows how to configure atime interval of 720 minutes (12 hours) between

Examples
exports of the entire MPLS PAL table to a NetFlow collector:
configure term nal
mpl s export interval 720
exit
Related Commands  Command Description

mpls export vpnv4 prefixes  Configures the tracking and export of VPNv4 label information from
the MPLS PAL table to a NetFlow collector.

show mplsflow mappings  Displays all entriesinthe MPLS PAL table.
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mpls export vpnv4 prefixes

To configure the tracking and export of Virtual Private Network (VPN) 1Pv4 (VPNv4) label information
from the Multiprotocol Label Switching (MPLS) Prefix/Application/Label (PAL) table to a NetFlow
collector, use the mpls export vpnv4 prefixes command in global configuration mode. To disable the
tracking and exporting of VPNv4 label information, use the no form of this command.

mpls export vpnv4 prefixes

no mpls export vpnv4 prefixes

Syntax Description  This command has no arguments or keywords.

Command Default VPNv4 |abels are exported from the MPLS PAL table with a destination prefix of 0.0.0.0.

Command Modes Global configuration

Command History Release Modification
12.2(28)SB This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0OS Release 12.2(33)SRA.
12.25X This command is supported in the Cisco |0S Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines Use this command to enable the tracking and export of VPNv4 label information from the MPLS PAL
table.

In MPLS PAL table records, the default prefix stored for labels allocated by VPNs, Border Gateway
Protocol (BGP) IPv4, or BGP VPNv4 isintentionally 0.0.0.0. Thisis because VPN prefixes might be
reused; Other VPNs might use the same prefix.

If you configure the mpls export vpnv4 prefixes command, the MPLS PAL table stores the VPN prefix
and its associated route distinguisher (RD). The use of an RD removes any ambiguity among VPN
prefixes. Even if |P addresses are reused, the addition of an RD creates a prefix unique.

Examples The following example shows how to configure the tracking and exporting of VPNv4 label information
from the MPLS PAL table to a NetFlow collector:
configure term nal
mpl s export interval 720

npl s export vpnv4 prefixes
exit

The full MPLS PAL table with MPLS VPNv4 label information is configured to export to the NetFlow
collector every 720 minutes (12 hours).
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Related Commands = Command Description

mpls export interval Configures the collection and export of MPLS PAL information to a
NetFlow collector.

show mpls flow mappings Displays @l entriesin the MPLS PAL table.
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mpls forwarding bgp

To enable Multiprotocol Label Switching (MPLS) nonstop forwarding on an interface that uses Border
Gateway Protocol (BGP) as the label distribution protocol, use the mpls forwar ding bgp command in
interface configuration mode. To disable MPL S nonstop forwarding on the interface, use the no form of
this command.

mpls forwarding bgp

no mplsforwarding bgp

Syntax Description  This command has no arguments or keywords.

Command Default MPL S nonstop forwarding is not enabled on the interface.
Command Modes Interface configuration
Command History Release Modification
12.2(25)S This command was introduced.
12.2(28)SB This command was integrated into Cisco |OS Release 12.2(28)SB and
implemented on the Cisco 10000 series router.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.
Usage Guidelines Configure thiscommand on the interfaces of the BGP peersthat send and receive labels. If this command

isnot configured on an interface and a stateful switchover occurs, packetsreceived from an interface are
dropped until the BGP session is established in the new route processor.

I ssue this command to enable nonstop forwarding on interfaces that use BGP to distribute labels for the
following types of VPNs:

e MPLSVPN—Carrier Supporting Carrier—IPv4 BGP Label Distribution
¢ MPLSVPN—Inter-AS—IPv4 BGP Label Distribution

Examples In the following examples, an interface is configured to save BGP labels in the event of a stateful
switchover:

Cisco 7000 Series Example

Rout er (config)# interface Posl/0
Router(config-if)# npls forwardi ng bgp
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Cisco 10000 Series Example

Rout er (config)# interface Posl/0/0
Router(config-if)# npls forwardi ng bgp

Related Commands = Command Description

bgp graceful-restart Enables BGP Graceful Restart on the router.
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mpls ip (global configuration)

To enable Muliprotocol Label Switching (MPLS) forwarding of 1Pv4 packets along normally routed
paths for the platform, use the mplsip command in global configuration mode. To disable this feature,
use the no form of this command.

Syntax Description

Defaults

Command Modes

mplsip

no mplsip

This command has no arguments or keywords.

Label switching of |Pv4 packets along normally routed paths is enabled for the platform.

Global configuration

Command History

Release Modification

12.0(10)ST This command was introduced.

12.0(14)ST This command was integrated into Cisco 10S Release 12.0(14)ST.
12.1(2)T This command was integrated into Cisco 10S Release 12.1(2)T.
12.1(8a)E This command was integrated into Cisco 10S Release 12.1(8a)E.
12.2(2)T This command was integrated into Cisco 10S Release 12.2(2)T.
12.2(0)T This command was integrated into Cisco 10S Release 12.2(4)T.
12.2(8)T This command was integrated into Cisco 10S Release 12.2(8)T.
12.0(21)ST This command was integrated into Cisco 10S Release 12.0(21)ST.
12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.0(23)S This command was integrated into Cisco 10S Release 12.0(23)S.
12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S
12.2(13)T This command was integrated into Cisco 10S Release 12.2(13)T.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB and

implemented on the Cisco 10000-PRE2 router.

12.2(33)SRA

This command was integrated into Cisco 10S Release 12.2(33)SRA.

12.2SX

This command is supported in the Cisco |OS Release 12.2SX train. Support
in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.
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Usage Guidelines

Examples

mpls ip (global configuration) | |

MPLS forwarding of IPv4 packets along normally routed paths (sometimes called dynamic label
switching) is enabled by this command. For a given interface to perform dynamic label switching, this
switching function must be enabled for the interface and for the platform.

The no form of this command stops dynamic label switching for all platform interfaces regardless of the
interface configuration; it also stops distribution of labelsfor dynamic label switching. However, the no

form of this command does not affect the sending of |abeled packets through label switch path (L SP)
tunnels.

For an LC-ATM interface, the no form of this command prevents the establishment of label virtual
circuits (LVCs) originating at, terminating at, or passing through the platform.

The following example shows that dynamic label switching is disabled for the platform, and all |abel
distribution is terminated for the platform:

Rout er (config)# no npls ip

Related Commands

Command Description
mplsip (interface Enables MPL S forwarding of IPv4 packets along normally routed paths for
configuration) the associated interface.
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mpls ip (interface configuration)

To enable Multiprotocol Label Switching (MPLS) forwarding of IPv4 packets along normally routed
paths for a particular interface, use the mplsip command in interface configuration mode. To disable
this configuration, use the no form of this command.

Syntax Description

Command Default

Command Modes

mplsip

no mplsip

This command has no arguments or keywords.

MPLS forwarding of IPv4 packets along normally routed paths for the interface is disabled.

Interface configuration (config-if)

Command History

Release Modification

12.0(10)ST This command was introduced.

12.0(14)ST This command was integrated into Cisco 10S Release 12.0(14)ST.
12.1(2)T This command was integrated into Cisco 10S Release 12.1(2)T.
12.1(8a)E This command was integrated into Cisco 10S Release 12.1(8a)E.
12.2(2)T This command was integrated into Cisco 10S Release 12.2(2)T.
12.2(0)T This command was integrated into Cisco 10S Release 12.2(4)T.
12.2(8)T This command was integrated into Cisco 10S Release 12.2(8)T.
12.0(21)ST This command was integrated into Cisco 10S Release 12.0(21)ST.
12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.0(23)S This command was integrated into Cisco 10S Release 12.0(23)S.
12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S
12.2(13)T This command was integrated into Cisco 10S Release 12.2(13)T.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB and

implemented on the Cisco 10000-PRE2 router.

12.2(33)SRA

This command was integrated into Cisco 10S Release 12.2(33)SRA.

12.2SX

This command is supported in the Cisco 10S Release 12.2SX train. Support
in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

12.2(33)SCA

This command was integrated into Cisco 10S Release 12.2(33)SCA.
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Usage Guidelines

Examples

mpls ip (interface configuration) | |

MPLS forwarding of IPv4 packets along normally routed paths is sometimes called dynamic label
switching. If dynamic label switching has been enabled for the platform when this command is issued
on an interface, label distribution for the interface begins with the periodic transmission of neighbor
discovery Hello messages on the interface. When the outgoing label for a destination routed through the
interface is known, packets for the destination are labeled with that outgoing label and forwarded
through the interface.

The no form of this command causes packets routed out through the interface to be sent unlabeled; this
form of the command also terminates label distribution for the interface. However, the no form of the
command does not affect the sending of |abeled packets through any link-state packet (L SP) tunnels that
might use the interface.

For an LC-ATM interface, the no form of this command prevents the establishment of label virtual
circuits (LVCs) beginning at, terminating at, or passing through the interface.

The following example shows how to enable label switching on the specified Ethernet interface:

Rout er (confi g)# configure termnal
Router(config-if)# interface e0/2
Router(config-if)# npls ip

Related Commands

Command Description

mpls ldp maxhops Limits the number of hops permitted in an L SP established by the
downstream on demand method of label distribution.

show mplsinterfaces Displaysinformation about one or moreinterfacesthat have been configured
for label switching.

I January 2010

Cisco 10S Multiprotocol Label Switching Command Reference



M mpls ip default-route

mpls ip default-route

To enable the distribution of labels associated with the |P default route, use the mplsip default-route
command in global configuration mode.

mplsip default-route

Syntax Description  This command has no arguments or keywords.

Defaults No distribution of labels for the |P default route.

Command Modes Global configuration

Command History Release Modification
11.1CT This command was introduced.
12.1(3)T This command was modified to reflect new Multiprotocol Label Switching
(MPLS) Internet Engineering Task Force (IETF) terminology.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines Dynamic label switching (that is, distribution of labels based on routing protocols) must be enabled
before you can use the mplsip default-route command.

Examples The following example shows how to enable the distribution of labels associated with the IP default
route:

Rout er# configure term nal
Router(config)# nmpls ip
Rout er (config)# npls ip default-route

Related Commands = Command Description
mplsip (global Enables MPLS forwarding of 1Pv4 packets along normally routed paths for
configuration) the platform.
mplsip (interface Enables MPL S forwarding of 1Pv4 packets along normally routed paths for
configuration) a particular interface.
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mpls ip encapsulate explicit-null

To encapsulate all packets forwarded from the interface or subinterface with an explicit NULL label
header, use the mplsip encapsulate explicit-null command in interface configuration or subinterface
configuration mode. To disable this function, use the no form of this command.

mplsip encapsulate explicit-null

no mplsip encapsulate explicit-null

Syntax Description ~ This command has no arguments or keywords.

Defaults Packets are sent out without an explicit NULL label header.

Command Modes Interface configuration
Subinterface configuration

Command History Release Modification
12.2(13)T This command was introduced.

Usage Guidelines Thisisaper-interface command. The command establishes an explicit NULL LSP at the customer edge
(CE) router. If MPLS is configured on arouter and you enter this command, an error message occurs.
This command is also supported on the Cisco 2600 series and Cisco 3600 series platforms.

Examples The following example shows how to encapsulate all packets forwarded onto the interface or
subinterface with an explicit NULL label header:

Router(config-if)# npls ip encapsulate explicit-null
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mpls ip propagate-ttl

To control the generation of the time-to-live (TTL) field in the Multiprotocol Label Switching (MPLS)
header when labels are first added to an I P packet, use the mplsip propagate-ttl command in global
configuration mode. To use afixed TTL value (255) for the first label of the IP packet, use the no form
of this command.

mplsip propagate-ttl

no mplsip propagate-ttl [forwarded | local]

Syntax Description forwarded (Optional) Prevents the tracer oute command from showing the hops for
forwarded packets.
local (Optional) Prevents the tracer oute command from showing the hops only

for local packets.

Defaults This command is enabled. The TTL field is copied from the IP header. A traceroute command shows
all of the hops in the network.

Command Modes Global configuration

Command History Release Modification
12.1(3)T This command was introduced.
12.1(5)T The keywords forwar ded and local were added to this command.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines By default, the mplsip propagate-ttl command is enabled and the IP TTL valueis copied to the MPLS
TTL field during label imposition. To disable TTL propagation for all packets, use the no mplsip
propagate-ttl command. To disable TTL propagation for only forwarded packets, use the no mplsip
propagate forwarded command. Disabling TTL propagation of forwarded packets allows the structure
of the MPLS network to be hidden from customers, but not the provider.

This feature supports the IETF draft document ICMP Extensions for Multiprotocol Label Switching,
draft-ietf-mpls-label-icmp-01.txt. The document can be accessed at the following URL:

http://www?2.ietf.org/internet-drafts/draft-ietf-mpls-label-icmp-01.txt
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Examples The following example shows how to disable the TTL field in the MPLS header for only forwarded
packets:

Rout er(config)# no npls ip propagate-ttl forwarded

Related Commands  Command Description

traceroute Displaystheroutesthat packetstake through a network to their destinations.
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mpls ip ttl-expiration pop

To specify how a packet with an expired time-to-live (TTL) value is forwarded, use the mplsip
ttl-expiration pop command in global configuration mode. To disable this function, use the no form of
this command.

mplsip ttl-expiration pop labels

no mplsip ttl-expiration pop labels

Syntax Description labels The maximum number of |abels in the packet necessary for the packet to be
forwarded by means of the global IP routing table.

Defaults The packets are forwarded by the original label stack. However, in previous versions of Cisco |OS
software, the packets were forwarded by the global routing table by default.
12.0S Packets are forwarded through the use of the global routing table.
12.0ST Packets are forwarded through the use of the original label stack.
12.1T Packets are forwarded through the use of the original label stack.
Command Modes Global configuration
Command History Release Modification
12.1(5)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0OS Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines You can specify that the packet be forwarded by the global 1P routing table or by the packet’s original
label stack. The forwarding method is determined by the number of |abelsin the packet. You specify the
number of labels as part of the command. If the packet contains the same or fewer labels than you
specified, it isforwarded through the use of the global 1P routing table. If the packet contains more labels
than you specified, the packet is forwarded through the use of the original label stack.

Thiscommand isuseful if expired TTL packets do not get back to their source, because there is a break
in the Interior Gateway Protocol (IGP) path. Currently, MPLS forwards the expired TTL packets by
reimposing the original label stack and forwarding the packet to the end of alabel switched path (L SP).
(For provider edge routers forwarding traffic over aVirtual Private Network (VPN), thisisthe only way
to get the packet back to the source.) If thereisabreak in the IGP path to the end of the L SP, the packet
never reaches its source.
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mpls ip ttl-expirationpop W

If packets have asingle label, that 1abel isusually aglobal address or terminal VPN label. Those packets
can be forwarded through the use of the global I P routing table. Packets that have more than one label
can be forwarded through the use of the original label stack. Enter the mplsip ttl-expiration pop 1
command to enable forwarding based on more than one label. (Thisis the most common application of
the command.)

The following example shows how to enable forwarding based on more than one label:
Router(config)# npls ip ttl-expiration pop 1

Related Commands

Command Description
traceroute Displaystheroutesthat packetstake through a network to their destinations.
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mpls ipv6 source-interface
~

Note  Effective with Cisco |OS Release 12.2(25)S, the mplsipv6 sour ce-inter face command is not available
in Cisco |0S 12.2S releases.
Effective with Cisco 10S Release 12.4(15)T, the mplsipv6 sour ce-inter face command is not available
in Cisco 10S 12.4T releases.

To specify an IPv6 address of an interface to be used as the source address for locally generated 1Pv6
packets to be sent over a Multiprotocol Label Switching (MPLS) network, use the mplsipv6

sour ce-inter face command in global configuration mode. To disable thisfeature, usethe no form of this
command.

mplsipv6 sour ce-interface type number

no mplsipv6 source-interface

Syntax Description  type number Theinterface type and number whose |Pv6 addressis to be used as the source
for locally generated IPv6 packets to be sent over an MPL S backbone.

Note A space between the type and number arguments is not required.

Command Default This command is disabled.

Command Modes Global configuration

Command History Release Modification
12.0(22)S This command was introduced.
12.2(15)T This command was integrated into Cisco |OS Release 12.2(15)T.
12.2(20)S This command was integrated into Cisco 10S Release 12.2(20)S.
12.2(25)S This command was removed from Cisco 10S Release 12.2(25)S.
12.4(15)T This command was removed from Cisco |OS Release 12.4(15)T.

Usage Guidelines Use the mplsipv6 source-interface command with the neighbor send-label address family
configuration command to allow 1Pv6 traffic to run over an IPv4 MPLS network without any software
or hardware configuration changesin the backbone. Edge routers, configured to run both I1Pv4 and | Pv6,
forward I Pv6 traffic using MPL S and multiprotocol internal BGP (MP-iBGP).

The mplsipv6 sour ce-interface command was removed from Cisco 10S software as per RFC 3484,
which defines how the source address of alocally generated packet must be chosen. This command will
be removed from the other Cisco 10S release trains in which it currently appears.
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Examples The following example shows loopback interface 0 being configured as a source address for locally

generated |Pv6 packets:

interface LoopbackO

i p address 192.168.99.5 255. 255. 255. 255

i pv6 address 2001: 0DB8:: 1/ 32
!

npl s i pv6 source-interface | oopback0

Related Commands Command
neighbor send-label

Description

Advertises the capability of the router to send MPLS labels with
BGP routes.
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mpls [2transport route

To enable routing of Any Transport over MPLS (AToM) packets over a specified virtual circuit (VC),
use the mpls|2transport route command in the appropriate command mode. To delete the VC, use the
no form of this command on both provider edge (PE) routers.

mpls|2transport route destination vc-id

no mpls|2transport route destination vc-id

Syntax Description

Defaults

Command Modes

destination

Specifies the Label Distribution Protocol (LDP) IP address of the remote PE router.

ve-id

Assigns a VC number to the virtual circuit between two PE routers.

Routing of MPL S packets over a specified VC is disabled.

Depending on the AToM transport type you are configuring, you use the mpls [2transport route
command in one of the following command modes:

Transport Type Command Mode
ATM AALS5 and cell ATM VC configuration mode
relay
Ethernet VLAN Subinterface or interface configuration mode
Frame Relay Connect submode
HDLC and PPP Interface configuration mode

Command History Release Modification
12.1(8a)E This command was introduced.
12.0(21)ST This command was integrated into Cisco |10S Release 12.0(21)ST.
12.0(23)S This command was integrated into Cisco 10S Release 12.0(23)S.
12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.
12.2(15)T This command was integrated into Cisco |OS Release 12.2(15)T.
12.2(14)SX This command was introduced on the Supervisor Engine 720.
12.2(17d)SXB Support for this command on the Supervisor Engine 2 was extended to

Cisco |0S Release 12.2(17d)SXB.

12.2(27)SBC

This command was integrated into Cisco 10S Release 12.2(27)SBC.

12.2(28)SB

This command was integrated into Cisco |0S Release 12.2(28)SB.

12.2(33)SRA

This command was integrated into Cisco |OS Release 12.2(33)SRA.
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Usage Guidelines

Examples

mpls 12transport route 1

A Multiprotocol Label Switching (MPLS) VC runs across an MPL S cloud to connect interfaces on two
PE routers.

Use thiscommand on each PE router to route packets acrossthe MPL S cloud to theinterface of the other
PE router. Specify the LDP IP address of the other PE router for the destination parameter. Do not
specify the IP address of the router from which you are issuing the command.

You can choose any humber for the VC ID. However, the VC ID must be unique per pair of routers.
Therefore, in large networks, it may be necessary to track the VC ID assignmentsto ensurethat aVC ID
does not get assigned twice.

Cisco 7600 Series Routers

Cisco 7600 series routers equipped with a Supervisor Engine 2 must be equipped with either an optical
services module (OSM) or a FlexWAN port adapter that is facing the MPL S network with a Layer 2
Ethernet port (non-OSM) facing the customer.

The mpls|2transport route command enables the virtual connection used to route the VLAN packets.
The types of virtual connections used are as follows:

e VC Type 4—Allows all the trafficin aVLAN to use asingle VC across the MPL S network.
e VC Type 5—Allows all traffic on a port to share asingle VC across the MPL S network.

During the VC setup, VC type 5 is advertised. If the peer advertises VC type 4, the VC type is changed
to type 4 and the VC isrestarted. The change only happens from type 5 to type 4 and never from type 4
to type 5.

An MPLSVLAN virtual circuitin Layer 2 runs across an MPL S cloud to connect the VLAN interfaces
on two PE routers.

Usethe mplsi2transport route command on the VLAN interface of each PE router to routethe VLAN
packetsin Layer 2 across the MPLS cloud to the VLAN interface of the other PE router. Specify the IP
address of the other PE router for the destination parameter. Do not specify the IP address of the router
from which you are issuing the command.

You can choose any value for the virtual-connection ID. However, the virtual-circuit ID must be unique
to each virtual connection. In large networks, you may need to track the virtual-connection 1D
assignments to ensure that a virtual-connection ID does not get assigned twice.

The routed virtual connections are supported on the main interfaces, not subinterfaces.

The following examples show how to enable routing of MPL S packets over a specified VC. Two routers
named PE1 and PE2 establish aV C to transport packets. PE1 has |P address 172.16.0.1, and PE2 has IP
address 192.168.0.1. The VC ID is 50.

ATM AALS over MPLS Example
At PEL, you issue the following commands:;

PE1_Router(config)# interface atnb/0.100

PE1_Router(config-if)# pvc 1/200

PE1_Rout er (confi g-atmvc)# encapsul ation aal5
PE1_Router(config-atmvc)# npls | 2transport route 192.168.0.1 50

At PE2, you issue the following commands:;

PE2_Router(config)# interface atnb/0.100

PE2_Rout er(config-if)# pvc 1/200

PE2_Rout er (config-atmvc)# encapsul ation aal 5
PE2_Router(config-atmvc)# npls | 2transport route 172.16.0.1 50
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ATM Cell Relay over MPLS Example
At PE1, you issue the following commands:

PE1_Router(config)# interface atnb/0.100

PE1_Router(config-if)# pvc 1/200 | 2transport

PE1_Rout er (config-atmvc)# encapsul ation aal 0
PE1_Router(config-atmvc)# npls | 2transport route 192.168.0.1 50

At PE2, you issue the following commands:;

PE2_Rout er (config)# interface atnb/0.100

PE2_Rout er (config-if)# pvc 1/200 | 2transport

PE2_Rout er (confi g-atmvc)# encapsul ation aal 0

PE2_Rout er (config-atmvc)# npls | 2transport route 172.16.0.1 50

Ethernet over MPLS Example
At PE1, you issue the following commands:;

PE1_Router(config)# interface G gabitEthernetl/0.2

PE1_Rout er (confi g-subi f)# encapsul ati on dot1Q 200

PE1_Rout er (config-subif)# npls |2transport route 192.168.0.1 50
At PE2, you issue the following commands:

PE2_Router(config)# interface G gabitEthernet2/0.1
PE2_Rout er (confi g- subi f)# encapsul ati on dot 1Q 200
PE2_Rout er (confi g-subif)# npls |2transport route 172.16.0.1 50

Frame Relay over MPLS Example

At PEL, you issue the following commands:;

PE1_Rout er (config)# connect fronplsl Serial5/0 1000 | 2transport
PE1_Router(config-fr-pwswitching)# npls |2transport route 192.168.0.1 50
At PE2, you issue the following commands:

PE2_Rout er (confi g)# connect fronpls2 Serial2/0 102 | 2transport
PE2_Rout er (config-fr-pw swi tching)# npls |2transport route 172.16.0.1 50

HDLC over MPLS Example
At PE1, you issue the following commands:

PE1_Router(config)# interface Serial 3/0
PE1_Router(config-if)# encapsul ation hdlc
PE1_Router(config-if)# npls |2transport route 192.168.0.1 50

At PE2, you issue the following commands:;

PE2_Router(config)# interface Serial1/0
PE2_Rout er (config-if)# encapsul ation hdlc
PE2_Router(config-if)# npls |2transport route 172.16.0.1 50

PPP over MPLS Example
At PE1, you issue the following commands:

PE1_Router(config)# interface Serial 3/0
PE1_Rout er(config-if)# encapsul ati on ppp
PE1_Router(config-if)# npls |2transport route 192.168.0.1 50
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At PE2, you issue the following commands:;

PE2_Router(config)# interface Serial 1/0
PE2_Rout er (config-if)# encapsul ati on ppp
PE2_Router(config-if)# npls | 2transport route 172.16.0.1 50

Related Commands  Command Description

Displays information about AToM V Cs that have been enabled to route
Layer 2 packets on arouter.

show mpls|2transport vc

Cisco 10S Multiprotocol Label Switching Command Reference
[ January 2010 .m



M mplslabel

mpls label

To configure an Any Transport over MPLS (AToM) static pseudowire connection by defining local and
remote circuit labels, use the mpls label command in xconnect configuration mode. To remove thelocal
and remote pseudowire labels, use the no form of this command.

mpls label local-pseudowire-label remote-pseudowire-label

no mpls label

Syntax Description

Command Default

Command Modes

local-pseudowire-label An unused static label that is within the range defined by the mpls label
range command.

remote-pseudowire-label The value of the peer provider edge router’s local pseudowire label.

No default labels.

Xconnect configuration

Command History

Usage Guidelines

Examples

Release Modification

12.2(33)SRB This command was introduced.

This command is mandatory when configuring AToM static pseudowires, and must be configured at both
ends of the connection.

The mplslabel command checks the validity of the local pseudowire label and will generate an error
message if the label isinvalid.

The following example shows configurations for both ends of an AToM static pseudowire connection:

Rout er# configure term nal

Router(config)# interface Ethernet 1/0

Rout er (config-if)# no ip address

Rout er (config-if)# xconnect 10.131.191.251 100 encapsul ati on npls manual pwclass npls
Rout er (config-if-xconn)# npls |abel 100 150

Rout er (confi g-if-xconn)# exit

Router(config-if)# exit

Rout er# configure term nal

Router(config)# interface Ethernet 1/0

Router(config-if)# no ip address

Rout er (config-if)# xconnect 10.132.192.252 100 encapsul ati on npls manual pwclass npls
Rout er (config-if-xconn)# npls |abel 150 100

Rout er (config-if-xconn)# exit

Rout er (config-if)# exit
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Related Commands

Command

Description

mpls control-word

Enables sending the MPLS control word in an AToM static
pseudowire connection.

mpls label range

Configures the range of local labels available for use on packet
interfaces.

show mpls|2transport vc

Displays information about AToM VCs and AToM static
pseudowires that have been enabled to route Layer 2 packets on
arouter.

xconnect

Binds an attachment circuit to a pseudowire, and configures an
AToM static pseudowire.
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mpls label mode

To configure the Per VRF Labels, use the mplslabel mode command in global configuration mode. To
disable the Per VRF Label feature, use the no form of this command.

mplslabel mode {vrf vrf-name | all-vrfs} protocol bgp-vpnv4 {per-prefix | per-vrf}

no mplslabel mode {vrf vrf-name | all-vrfs} protocol bgp-vpnv4 { per-prefix | per-vrf}

Syntax Description vrf Configures a single VPN routing and forwarding (VRF) domain.
vrf-name Specifies a name for the single VRF you want to configure.
all-vrfs Configures a label mode for all VRFs on the router.
protocol Specifies a protocol to use for the label mode.
bgp-vpnv4 Specifies the IPv4 VRF Address-family protocol for the label mode

configuration.
per-prefix Specifies per-prefix label mode.
per-vrf Specifies per-vrf label mode.

Command Default Per-vrf-aggr label mode is the default for connected routes and Border Gateway Protocol (BGP)
aggregate routes on the Cisco 6500 router. Per-prefix label mode is the default for all other local routes.

Command Modes Global configuration (config)#

Command History Release Modification

XE Release 2.2 This command was introduced.

12.2(33)SRD This command was integrated into Cisco |0S Release 12.2(33)SRD.
Examples The following command example configures all VRFsto per-vrf mode:

Router(config)# npls | abel node all-vrfs protocol bgp-vpnv4 per-vrf

Related Commands  Command Description
debug ip bgp vpnv4 unicast Displays debugging messages for VPNv4 unicast routes.
show ip vrf detail Displays the assigned label mode for the VRF.
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mpls label mode (6VPE)

To configurethe MPLS VPN 6V PE per VRF Label feature, use the mplslabel mode command in global
configuration mode. To disable the MPLS VPN 6V PE per VRF Label feature, use the no form of this
command.

mplslabel mode {vrf vrf-name | all-vrfs} protocol {bgp-vpnv6 | all-afs}
{per-prefix | per-vrf}

no mplslabel mode {vrf vrf-name | all-vrfs} protocol {bgp-vpnv6 | all-afs}
{ per-prefix | per-vrf}

Syntax Description vrf vrf-name Configures asingle VPN routing and forwarding (VRF) domain.
e vrf-name—The name for the single VRF you want to configure.
all-vrfs Configures alabel mode for all VRFs on the router.
protocol Specifies a protocol to use for the label mode.

e bgp-vpnv6—Specifies the IPv6 VRF address-family protocol for the
label mode configuration.

e all-afs—Configures alabel mode for all address families (AFs) on the
router.

- If aVRFis configured with the all-afs label mode, you cannot
change the label mode for individual AFs. To configure each of the
AFsfor different label modes, you must first remove the all-afs
mode keyword. Similarly, if individual AFs are configured with
different label modes, the all-afslabel mode for the VRF is not
accepted.

— The all-afslabel mode keyword has higher precedence over the
individual AF label mode keywords (vrf or all-vrfs).
per-prefix Specifies per-prefix label mode.
per-vrf Specifies per-vrf label mode.

Command Default The command default for connected routes and Border Gateway Protocol (BGP) aggregate routes on the
Cisco 7600 router is Per-vrf-aggr label mode. The command default for all other local routesis
Per-prefix label mode.

Command Modes Global configuration (config)#

Command History Release Modification
12.2(33)SRD This command was introduced.
Examples The following example configures all VRFs to per-vrf mode:
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Router(config)# npls | abel node all-vrfs protocol bgp-vpnvé per-vrf

Related Commands = Command Description

debug ip bgp vpnv6 unicast Displays debugging messages for VPNv6 unicast routes.

show vrf detail Displays the assigned label mode for the VRF.
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mpls label protocol (global configuration)

To specify the Label Distribution Protocol (LDP) for a platform, use the mplslabel protocol command
in global configuration mode. To restore the default LDP, use the no form of this command.

mplslabel protocol {Idp | tdp}

no mplslabel protocol

Syntax Description Idp Specifies that LDP is the default label distribution protocol.

tdp Specifiesthat Tag Distribution Protocol (TDP) isthe default label distribution
protocol.

Command Default LDP isthe default label distribution protocol.

Command Modes Global configuration

Command History Release Modification
12.0(10)ST This command was introduced.
12.0(14)ST This command was integrated into Cisco 10S Release 12.0(14)ST.
12.1(2)T This command was integrated into Cisco 10S Release 12.1(2)T.
12.1(8a)E This command was integrated into Cisco |OS Release 12.1(8a)E.
12.2(2)T This command was integrated into Cisco |0S Release 12.2(2)T.
12.2(0)T This command was integrated into Cisco 10S Release 12.2(4)T.
12.2(8)T This command was integrated into Cisco |0S Release 12.2(8)T.
12.0(21)ST This command was integrated into Cisco 10S Release 12.0(21)ST.
12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.0(23)S This command was integrated into Cisco 10S Release 12.0(23)S.
12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.
12.2(13)T This command was integrated into Cisco |OS Release 12.2(13)T.
12.4(3) The command default changed from TDP to LDP.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB and

Usage Guidelines

implemented on the Cisco 10000 series routers.

12.2(33)SRA

This command was integrated into Cisco |OS Release 12.2(33)SRA.

12.2(33)SXH

This command was integrated into Cisco 10S Release 12.2(33)SXH.

If neither the global mplslabel protocol Idp command nor the interface mpls label protocol Idp
command is used, all label distribution sessions use LDP.
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)

Note  Use caution when upgrading the image on arouter that uses TDP. Ensure that the TDP sessions are
established when the new image is loaded. You can accomplish this by issuing the global configuration
command mpls label protocol tdp. Issue this command and save it to the startup configuration before
loading the new image. Alternatively, you can enter the command and save the running configuration
immediately after loading the new image.

Examples The following command establishes LDP as the label distribution protocol for the platform:
Rout er (config)# npls |abel protocol |dp

Related Commands  Command Description

mplsidp maxhops Limits the number of hops permitted in an L SP established by the
Downstream on Demand method of label distribution.

show mplsinterfaces Displaysinformation about one or more or all interfaces that are configured
for label switching.
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mpls label protocol (interface configuration)

To specify the label distribution protocol for an interface, use the mpls label protocol command in
interface configuration mode. To remove the label distribution protocol from the interface, use the no

form of this command.

mplslabel protocol {Idp | tdp | both}

no mplslabel protocol

Syntax Description

Command Default

Command Modes

Idp Specifies that the label distribution protocol (LDP) isto be used on the
interface.

tdp Specifies that the tag distribution protocol (TDP) is to be used on the
interface.

both Specifies that both label and tag distribution protocols are to be supported on

the interface.

If no protocol isexplicitly configured for an interface, the label distribution protocol that was configured
for the platform is used. To set the platform label distribution protocol, use the global mpls label

protocol command.

Interface configuration (config-if)

Command History

Release Modification

12.0(10)ST This command was introduced.

12.0(14)ST This command was integrated into Cisco |10S Release 12.0(14)ST.
12.1(2)T This command was integrated into Cisco |0S Release 12.1(2)T.
12.1(89)E This command was integrated into Cisco |OS Release 12.1(8a)E.
12.2(2)T This command was integrated into Cisco 10S Release 12.2(2)T.
122(4)T This command was integrated into Cisco |0S Release 12.2(4)T.
12.2(8)T This command was integrated into Cisco 10S Release 12.2(8)T.
12.0(21)ST This command was integrated into Cisco 10S Release 12.0(21)ST.
12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.0(23)S This command was integrated into Cisco 10S Release 12.0(23)S.
12.2(14)S This command was integrated into Cisco |OS Release 12.2(14)S
12.2(13)T This command was integrated into Cisco |OS Release 12.2(13)T.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.25X This command is supported in the Cisco 10S Release 12.2SX train. Support

in a specific 12.2SX release of thistrain depends on your feature set,
platform, and platform hardware.
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Release Modification

12.2(33)SCA This command was integrated into Cisco 10S Release 12.2(33)SCA.

Usage Guidelines To successfully establish a session for label distribution for alink connecting two label switch routers
(LSRs), the link interfaces on the L SRs must be configured to use the same label distribution protocol.
If there are multiple links connecting two L SRs, all of the link interfaces connecting the two L SRs must
be configured to use the same protocol.

The both optionisintended for use with interfaces to multiaccess networks, such as Ethernet and FDDI,
where some peers might use LDP and others use TDP. When you specify the both option, the L SR sends
both LDP and TDP discovery hello messages and responds to both types of messages.

Examples The following example shows how to establish LDP as the label distribution protocol for the interface:
Router(config-if)# npls |abel protocol |dp

Related Commands  Command Description

show mplsinterfaces Displaysinformation about one or more interfaces that are configured for
label switching.
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To configure the range of local |abels available for use with Multiprotocol Label Switching (MPLS)
applications on packet interfaces, use the mpls label range command in global configuration mode. To
revert to the platform defaults, use the no form of this command.

mpls label range

mpls label range minimum-value maximum-value [static minimum-static-value
maximum:static-value]

no mplslabel range

Syntax Description

Command Default

Command Modes

minimum-value

The value of the smallest |abel allowed in the label space. The default is 16.

maxi mum-value

The value of the largest label allowed in the label space. The default is
platform-dependent.

static

(Optional) Reserves a block of local labels for static label assignments. |If
you omit the static keyword and the minimum-static-value and

maxi mum-static-value arguments, no labels are reserved for static
assignment.

minimum-static-value

(Optional) The minimum value for static label assignments. There is no
default value.

maxi mum-static-value

(Optional) The maximum value for static label assignments. Thereis no
default value.

The platform’s default values are used.

Global configuration

Command History Release Modification
11.1CT This command was introduced.
12.1(3)T This command was modified to use the new MPLS Internet Engineering
Task Force (IETF) terminology and command-line interface (CLI) syntax.
12.0(23)S This command was integrated into Cisco 10S Release 12.0(23)S. The static

keyword was added.

12.2(33)SRA

This command was integrated into Cisco |0S Release 12.2(33)SRA.

12.2(33)SXH This command was integrated into Cisco 10S Release 12.2(33)SXH.

12.4(16) The output was modified to display the upper and lower minimum static
label valuesin the help lines instead of the default range.

12.2(33)SB This command was integrated into Cisco 10S Release 12.2(33)SB.

XE Release 2.2 This command was integrated into Cisco |0S XE Release 2.2. The default

values for the following arguments were modified: maximum-value,
minimum-static-value, and maximum-static-value. The “Usage Guidelines’
changed.
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Usage Guidelines

The labels 0 through 15 are reserved by the IETF (see RFC 3032, MPLS Label Stack Encoding, for
details) and cannot be included in the range specified in the mpls label range command. If you enter a
0inthe command, you will get amessage that indicates that the command is an unrecognized command.

The label range defined by the mplslabel range command isused by all MPL S applicationsthat allocate
local labels (for dynamic label switching, MPLS traffic engineering, MPLS Virtual Private Networks
(VPNs), and so on).

If you specify anew label range that does not overlap the range currently in use, the new range does not
take effect until you reload the router or the router undergoes a Stateful Switchover (SSO) when you are
using Cisco 10S Release 12.0S and older software. Later software with the new MPL S Forwarding
Infrastructure (MFI), 12.2SR, 12.2SB, 12.2(33)XHlI, 12.2(25)SE, and 12.5 allows immediate use of the
new range. Existing label bindings, which may violate the newly-configured ranges, remain active until
the binding is removed through other methods.

You can use label distribution protocols, such as Label Distribution Protocol (LDP) and Resource
Reservation Protocol (RSVP), to reserve ageneric range of labelsfrom 16 through 1048575 for dynamic
assignment.

You specify the optional keyword, static, to reserve labelsfor static assignment. The MPLS Static Labels
feature requires that you configure a range of labels for static assignment. You can configure static
bindings only from the current static range. If the static range is not configured or is exhausted, then you
cannot configure static bindings.

The available range of label valuesisfrom 16 to 1048575. The maximum value defaults to 1048575, but
might be limited to a lower value on certain platforms. Some platforms may support only 256,000 or
512,000 labels. Refer to your platform documentation for the default maximum label value.

If you configure the dynamic label space from 16 to 1048575, the static |abel space can bein arange
that is outside the chosen dynamic label space. The upper and lower minimum static label values are
displayed in the help line. For example, if you configure the dynamic label with a minimum value of 100
and a maximum value of 1000, the help lines display as follows:

Rout er (config)# npls | abel range 100 1000 static ?

<1001-1048575> Upper M ninum static |abel value
<16- 99> Lower M ninmum static |abel value

Reserved Label Range >0 to 15
Avail abl e Label Range --> 16 to 1048575
Dynami c Label Range --> 100 to 1000
Lower End Range > 16 to 99
Upper End Range > 1001 to 1048575

In this example, you can configure a static range from one of the following ranges: 16 to 99 or 1001 to
1048575.

If the lower minimum static label spaceis not available, the lower minimum is not displayed in the help
line. For example:

Router(config)# npls |abel range 16 400 static ?
<401-1048575> Upper M ninmum static |abel val ue

In this example, you can configure a static range with a minimum static value of 401 and a maximum
static value of up to 1048575.

If an upper minimum static label space is not available, then the upper minimum is not displayed in the
help line:

Router(config)# npls |abel range 1000 1048575 static ?
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mpls label range

<16-999> Lower M ninmum static | abel val ue

In this example, the range available for static label assignment is from 16 to 999.

If you configure the dynamic label space with the default minimum (16) and maximum (1048575)
values, no space remains for static label assignment, help lines are not displayed, and you cannot
configure static label bindings. For example:

Router(config)# npls |abel range 16 1048575 ?

<Ccr>

The following example shows how to configure the size of the local label space. In this example, the
minimum static value is set to 200, and the maximum static value is set to 120000.

Rout er# configure term nal
Enter configuration conmands, one per line. End with CNTL/Z.

Rout er (config)# npls | abel range 200 120000
Rout er (confi g) #

If you had specified a new range that overlaps the current range (for example, the new range of the
minimum static value set to 16 and the maximum static value set to 120000), then the new range takes
effect immediately.

The following example show how to configure adynamic local |abel space with a minimum static value
set to 1000 and the maximum static value set to 1048575 and a static label space with a minimum static
value set to 16 and a maximum static value set to 999:

Router(config)# npls | abel range 1000 1048575 static 16 999
Rout er (confi g) #

In the following output, the show mplslabel range command, executed after a reload, shows that the
configured range is now in effect:

Rout er# show npl s | abel range

Downstream | abel pool: M n/Mx | abel: 1000/1048575
Range for static |abels: Mn/Mx/Nunber: 16/999

The following example shows how to restore the label range to its default value:

Rout er# configure term nal
Enter configuration commands, one per line. End with CNTL/Z.

Rout er (config)# no npls |abel range
Rout er (config)# end

Related Commands

Command Description
show mpls forwarding table Displays the contents of the MPLS LFIB.
show mpls label range Displays the range of the MPLS local label space.
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mpls ldp address-message

To specify advertisement of platform addresses to an LC-ATM label distribution protocol (LDP) peer,
use the mpls |dp address-message command in interface configuration mode. To disable this feature,
use the no form of this command.

Syntax Description

Defaults

Command Modes

mplsldp address-message

no mpls|dp address-message

This command has no arguments or keywords.

LDP Address and Address Withdraw messages are not sent to LC-ATM LDP peers.

Interface configuration

Command History Release Modification
12.0(10)ST This command was introduced.
12.0(14)ST This command was integrated into Cisco |0OS Release 12.0(14)ST.
12.1(2)T This command was integrated into Cisco |0S Release 12.1(2)T.
12.1(8a)E This command was integrated into Cisco |0S Release 12.1(8a)E.
12.2(2)T This command was integrated into Cisco |OS Release 12.2(2)T.
12.2(0)T This command was integrated into Cisco |0S Release 12.2(4)T.
12.2(8)T This command was integrated into Cisco |OS Release 12.2(8)T.
12.0(21)ST This command was integrated into Cisco |0S Release 12.0(21)ST.
12.0(22)S This command was integrated into Cisco |10S Release 12.0(22)S.
12.0(23)S This command was integrated into Cisco |0OS Release 12.0(23)S.
12.2(14)S This command was integrated into Cisco |0S Release 12.2(14)S
12.2(13)T This command was integrated into Cisco |OS Release 12.2(13)T.
12.2(28)SB This command was integrated into Cisco |0S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco 10S Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines The LDP specification includes Address and Address Withdraw messages used by alabel switch router

(LSR) to advertise its addresses to its peers.

An LSR uses the addresses it learns from peers when operating in Downstream Unsolicited |abel
advertisement mode to convert between route next hop addresses (found in the L SR routing table) and
peer LDP identifiers.
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Examples

mpls Idp address-message W

The ability to map between the IP address and the peer LDP identifier is required so that:

¢ When the Multiprotocol Label Swithcing (MPLS) forwarding engine (the Label Forwarding
Information Base [LFIB]) asks for labels for a given destination prefix and next hop address, the
L SR can find the label learned (if any) from the next hop. The LSR maintains learned labelsin its
label information base (L1B) tagged by the LDP ID of the advertising LSR.

¢ WhentheLSR learns alabel for destination prefix P from an LDP peer, it can determineif that peer
(known to the LSR by its LDP identifier) is currently the next hop for P.

In principle, an LSR operating in Downstream On Demand (DoD) mode for an LC-ATM interface does
not need this information for two reasons:

e The LSR should know from the routing table the next hop interface.
¢ Only one DoD peer exists per LC-ATM interface.

Consequently, Cisco platforms do not normally send Address and Address Withdraw messages to
LC-ATM peers.

Some LDP implementations might require the information learned in Address and Address Withdraw
messages for LC-ATM. The mpls|dp address-message command is provided to enable interoperability
with implementation vendors that require Address messages for LC-ATM.

Cisco platforms always advertise their addresses in Address and Address Withdraw messages for LDP
sessions operating in Downstream Unsolicited |abel advertisement mode.

The following is an example of the mpls |dp address-message command:
Router(config-if)# npls | dp address-nmessage

Related Commands

Command Description

show mplsinterfaces Displaysinformation about one or more or al interfaces that are configured
for label switching.
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mpls Idp advertise-labels

To control the distribution of locally assigned (incoming) labels by means of |abel distribution protocol
(LDP), use the mpls|dp advertise-labels command in global configuration mode. To disable this
feature, use the no form of this command.

mpls|dp advertise-labels [vrf vpn-name] [interface interface | for prefix-access-list [to

peer-access-list]]

no mplsldp advertise-labels [vrf vpn-name] [interface interface | for prefix-access-list [to

peer-access-list]]

Syntax Description

Defaults

Command Modes

vrf vpn-name

(Optional) Specifies the Virtual Private Network (VPN) routing and
forwarding (VFR) instance for label advertisement.

interface interface

(Optional) Specifies an interface for label advertisement of an interface
address.

for prefix-access-list

(Optional) Specifies which destinations should have their labels advertised.

to peer-access-list

(Optional) Specifies which LDP neighbors should receive label
advertisements. An LSR isidentified by its router 1D, which consists of the
first 4 bytes of its 6-byte LDP identifier.

The labels of all destinations are advertised to all LDP neighbors.
If the vrf keyword is not specified, this command applies to the default routing domain.
If the interface keyword is not specified, no label is advertised for the interface address.

Global configuration

Command History

Release Modification

11.1CT This command was introduced.

12.0(10)ST This command was modified to reflect Mutiprotocol Label Switching
(MPLS) Internet Engineering Task Force (IETF) command syntax and
terminology.

12.0(14)ST This command was modified to reflect MPLS VPN support for LDP and to
make the command consistent with the way Cisco | OS software interpretsthe
prefix-access-list argument.

12.1(2)T This command was integrated into Cisco 10S Release 12.1(2)T.

12.1(8a)E This command was integrated into Cisco |10S Release 12.1(8a)E.

12.2(2)T This command was integrated into Cisco 10S Release 12.2(2)T.

12247 This command was integrated into Cisco 10S Release 12.2(4)T.

12.2(8)T This command was integrated into Cisco 10S Release 12.2(8)T.

12.0(21)ST This command was integrated into Cisco 10S Release 12.0(21)ST.

12.0(22)S This command was integrated into Cisco 10S Release 12.(22)S. The

interface interface keyword and argument were added.
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Release Modification

12.0(23)S This command was integrated into Cisco 10S Release 12.0(23)S.

12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.

12.2(13)T This command was integrated into Cisco |10S Release 12.2(13)T.

12.2(28)SB This command was integrated into Cisco |0S Release 12.2(28)SB and
implemented on the Cisco 10000-PRE2 router.

12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines This command is used to control which labels are advertised to which LDP neighbors. To prevent the
distribution of any locally assigned labels, use the no mpls|dp advertise-labels command with no

optional

parameters. To reenable the distribution of all locally assigned labelsto all LDP neighbors, use

the mpls |dp advertise-labels command with no optional parameters.

You can execute multiple mpls ldp advertise-labels commands. In the aggregate, such commands
determine how the L SR advertises local labels. The following rules describe the effects of multiple
commands:

1. Every mplsldp advertise-labels command has a (prefix acl, peer acl) pair associated with it. The
access list pair associated with the mpls Idp advertise-labels command (in the absence of both the
for and to keywords) is (none, none); the access list pair associated with the
mplsldp advertise-labels for prefix acl command (in the absence of the to keyword) is
(prefix-acl, none).

2. A given prefix can have, at most, one (prefix acl, peer acl) pair that “applies’ toit, asin thefollowing
explaination:

A given (prefix acl, peer acl) pair “applies’ to a prefix only if the prefix acl “matches’ the
prefix. A match occurs if the prefix acl permits the prefix.

If more than one (prefix acl, peer acl) pair from multiple mplsldp advertise-labels commands
matches a prefix, the (prefix acl, peer acl) pair in the first such command (as determined by the
show running command) “applies’ to the prefix.

3. When an LSR isready to advertise alabel for a prefix, the LSR:

b.

)

Determines whether a (prefix acl, peer acl) pair applies to the prefix.

If none applies, and if the no mplsIdp advertise-labels command has been configured, the
label for the prefix is not advertised to any peer; otherwise, the label is advertised to all peers.

If a(prefix acl, peer acl) pair appliesto the prefix, and if the prefix acl “denies’ the prefix, the
label is not advertised to any peer.

If the prefix acl “permits”’ the prefix and the peer acl isnone (that is, the command that “ applies”
to the prefix isan mplsldp advertise-labels for prefix acl command without the to keyword),
then the label is advertised to all peers.

If the prefix acl “permits” the prefix and there is a peer acl, then the label is advertised to all
peers permitted by the peer acl.

Note The mpls|dp advertise-labels command has no effect on an LC-ATM interface. Such an interface
behaves as though this command had not been executed.
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Examples

Normally, LDP advertises labels only for IP prefixes that are in the routing table. You can use the mpls
Idp advertise-labelsinterface command to force LDP to advertise alabel for a prefix constructed from
an interface address and a 32-bit mask. Such a prefix is not usually in the routing table.

In the following example, the router is configured to advertise no locally assigned labels to any LDP
neighbors:

Router(config)# no npls |Idp advertise-Ilabels

In the following example, the router is configured to advertise to all LDP neighbors only the labels for
networks 10.101.0.0 and 10.221.0.0:

Router(config)# ip access-list standard pfx-filter

Rout er (confi g-std-nacl )# pernmt 10.101.0.0 0.0.255.255

Rout er (confi g-std-nacl )# permt 10.221.0.0 0.0.255.255
Rout er (confi g-std-nacl )# exit

Router(config)# npls |dp advertise-labels for pfx-filter

Router(config)# no nmpls | dp advertise-I|abels

In the following example, the router is configured to advertise the label for network 10.165.200.0 only
to LSR 10.200.110.55, the label for network 10.35.35.55 only to LSR 10.150.25.25, and the labels for
all other prefixesto all LSRs:

Router(config)# ip access-list standard pfx-filterl
Rout er (confi g-std-nacl)# permt 10.165.200.0
Rout er (confi g-std-nacl )# exit

Router(config)# ip access-list standard Isr-filterl
Rout er (confi g-std-nacl )# permt 10.200.110.55
Rout er (confi g-std-nacl )# exit

Router(config)# ip access-list standard pfx-filter2
Rout er (confi g-std-nacl)# permt 10.35.35.55
Rout er (confi g-std-nacl )# exit

Router(config)# ip access-list standard Isr-filter2
Rout er (confi g-std-nacl )# permt 10.150.25.25
Rout er (confi g-std-nacl )# exit

Router(config)# npls | dp advertise-labels for pfx-filterl to Isr-filterl
Router(config)# npls | dp advertise-labels for pfx-filter2 to Isr-filter2

The output of the show mplsip binding detail command includes the (prefix acl, peer acl) pairs that
apply to each prefix. For this example, the applicable pairs are as follows:

Rout er# show npls ip binding detai

Adverti sement spec

Prefix acl pfx-filterl; Peer ac
Prefix acl pfx-filter2; Peer acl

Isr-filterl
Isr-filter2

10.35.35.55/8, rev 109
in |abel: 16
Advertised to
10. 150. 25. 25: 0
out | abel: inmp-null Isr: 10.200.110.55:0 i nuse
out | abel: imp-null Isr: 10.150.25.25:0
Advert acl(s): Prefix acl pfx-filter2, Peer acl Isr-filter2
10. 165. 200.0/8, rev 108
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in |abel: i mp- nul
Advertised to
10. 200. 110. 55: 0

mpls Idp advertise-labels

out | abel: 16 I'sr: 10.200.110.55:0

out | abel: 19 I sr: 10.150. 25.25:0

Advert acl(s): Prefix acl pfx-filterl, Peer acl Isr-filterl
10.0.0.33/32, rev 98

out | abel: imp-null Isr: 10.150.25.25:0
10.0.0.44/32, rev 99

in |abel: i mp- nul

Advertised to
10. 200. 110.55: 0
10. 150. 25. 25/ 32, rev 101
in |abel: 20
Advertised to
10. 200. 110.55: 0

out | abel: 19 I'sr:

out | abel: imp-null Isr:
10.0.0.44/32, rev 103

in |abel: i mp- nul

Advertised to
10. 200. 110.55: 0

out | abel: 20 | sr:
out | abel: 18 | sr:

10. 200. 110. 55/ 32
in |abel: 17
Advertised to
10. 200. 110.55: 0

rev 104

out | abel: imp-null |sr
out | abel: 17 | sr:
Rout er #

10. 150. 25. 25: 0

10. 150. 25. 25: 0
10. 200. 110. 55: 0

10. 150. 25. 25: 0 i nuse

10. 150. 25. 25: 0
10. 200. 110. 55: 0
10. 150. 25. 25: 0

10. 150. 25. 25: 0
10. 200. 110. 55: 0
10. 150. 25. 25: 0

i nuse

In the following example, the vrf keyword is specified to configure label advertisement in the VPN
routing and forwarding instance named vpnl.:

Router(config)# npls | dp advertise-labels vrf vpnl for pfx-filterl to Isr-filterl

Router(config)# npls |dp advertise-labels vrf vpnl for pfx-filter2 to Isr-filter2

The following example uses the inter face keyword to configure label advertisement for a /32 prefix

constructed from the |P address of ethernet interface 1/1:

Router(config)# npls | dp advertise-labels interface ethernetl/1

Related Commands

Command Description

mplsldp Uses the method of earlier software releases to interpret the for
advertise-labels prefix-access-list parameter for the mpls Idp advertise-labels command.
old-style

show mplsip binding
detail

Displays detailed information about label bindings, including the access
lists, if any, controlling which local |abels are advertised to which LDP
neighbors.

show running-config

Displays the contents of the currently running configuration file or the
configuration for a specific class map, interface, map class, policy map, or
VC class,
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mpls ldp advertise-labels old-style

To cause the for prefix-access-list parameter of the mpls ldp advertise-labels command to be
interpreted according to the method used in earlier Cisco 10S software versions, use the mpls Idp
advertise-labels old-style command in global configuration mode. To disable this feature, use the no
form of this command.

mplsldp advertise-labels [vrf vpn-name] old-style

no mplsldp advertise-labels [vrf vpn-name] old-style

Syntax Description vrf vpn-name (Optional) Specifies the VPN routing and forwarding (VRF) instance for
|abel advertisement.

Defaults If this command is not specified, the for prefix-access-list parameter in any mpls|dp advertise-labels
commands is interpreted according to the rules specified under the “Usage Guidelines’ section for the
mpls Idp advertise-labels command.

If the vrf vpn-name parameter is not specified, this command applies to the default routing domain.

Command Modes Global configuration

Command History Release Modification

12.0(14)ST This command was introduced to add Multiprotocol Label Switching
(MPLS) VPN support for lable distribution protocol (LDP) and to cause the
for prefix-access-list parameter in the command to beinterpreted in the same
way asin earlier Cisco 10S releases.

12.1(2)T This command was integrated into Cisco 10S Release 12.1(2)T.
12.1(8a)E This command was integrated into Cisco |10S Release 12.1(8a)E.
12.2(2)T This command was integrated into Cisco |0S Release 12.2(2)T.
12.2(0)T This command was integrated into Cisco |0S Release 12.2(4)T.
12.2(8)T This command was integrated into Cisco |OS Release 12.2(8)T.
12.0(21)ST This command was integrated into Cisco |0OS Release 12.0(21)ST.
12.0(22)S This command was integrated into Cisco |10S Release 12.0(22)S.
12.0(23)S This command was integrated into Cisco |0S Release 12.0(23)S.
12.2(14)S This command was integrated into Cisco |10S Release 12.2(14)S.
12.2(13)T This command was integrated into Cisco |OS Release 12.2(13)T.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.25X This command is supported in the Cisco |0S Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.
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Examples

mpls Idp advertise-labels old-style

The method for interpreting the for prefix-access-list parameter in the mpls|dp advertise-labels
command is defined by Rule 2.ain the “Usage Guidelines” section in the mpls Idp advertise-labels
command. This Rule 2.afollows normal access list conventions.

However, earlier Cisco |OS software versions used a different method for interpreting the for
prefix-access-list parameter in mplsldp advertise-labels command. For those earlier software versions,
Rule 2.aread as follows:

2. A given prefix can have, at most, one (prefix acl, peer acl) pair that “applies’ to it.

a. A given (prefix acl, peer acl) pair “applies’ to a prefix only if the prefix acl “matches’ the
prefix. A match occurs if the prefix acl explicitly permits or denies the prefix by means of a
permit or deny command. A prefix acl that contains a permit any or deny any command
matches any prefix.

This earlier Rule 2.a departed from normal access list conventions in that:

¢ Anexplicitdeny (including adeny any) that matches the prefix causes the (prefix acl, peer acl) pair
to apply to the prefix.

e Explicit deny any and implicit deny any (which all access lists have) have different effects, in that
the explicit deny any causes the access list pair to apply to all prefixes, but the implicit deny any
has no effect.

Use the mplsIdp advertise-labels old-style command to force the use of the old-style method of
interpreting the for prefix-access-list parameter used by earlier software versionsif the following apply:

¢ A configuration developed for use with earlier software versions depends on this previous method
for interpreting the for prefix-access-list parameter in mpls ldp advertise-labels commands.

¢ Itisinconvenient to update the configuration to work with Rule 2.a as it appears under the “Usage
Guidelines” section of the mplsIdp advertise-labels command.

The following command causes the ol d-style method of interpreting the for prefix-access-list parameter
to be used in executing mpls |dp advertise-labels commands:

Router# npls I dp advertise-labels old-style

In the following example, the vrf keyword is specified to configure label advertisement in the VFR
instance named vpnl:

Router(config)# npls | dp advertise-labels vrf vpnl old-style

Related Commands

Command Description

mplsldp Controls the distribution of locally assigned labels by means of LDP.
advertise-labels
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mpls Idp atm control-mode

N

Note

Effective with Cisco 10S Release 12.4(20) T, the mplsldp atm control-mode command is not available

in Cisco |OS software.

To control the mode used for handling label binding requests on LC-ATM interfaces, use the mpls|dp
atm control-mode command in global configuration mode. To disable this feature, use the no form of

this command.

mplsldp atm control-mode { ordered | independent}

no mplsldp atm control-mode {ordered | independent}

Syntax Description

Defaults

Command Modes

ordered

Delays alabel binding in response to a Label Request message from a label
distribution protocol (LDP) neighbor until alabel binding has been received
from the next hop LDP neighbor for the destination in question.

independent

Returnsalabel binding immediately in responseto a L abel Request message
from an LDP neighbor. Any packets for the destination in question are
discarded by the label switch router (L SR) until alabel binding from the next
hop L SR has been received.

The default is ordered control mode.

Global configuration (config)

Command History

Release Modification
11.1CT This command was introduced.
12.0(10)ST This command was modified to reflect MPLS IETF command syntax and
terminology.
12.0(14)ST This command was integrated into Cisco 10S Release 12.0(14)ST.
12.1(2)T This command was integrated into Cisco |10S Release 12.1(2)T.
12.1(8a)E This command was integrated into Cisco |0S Release 12.1(8a)E.
12.2(2)T This command was integrated into Cisco |10S Release 12.2(2)T.
12.2(4)T This command was integrated into Cisco 10S Release 12.2(4)T.
12.2(8)T This command was integrated into Cisco 10S Release 12.2(8)T.
12.0(21)ST This command was integrated into Cisco 10S Release 12.0(21)ST.
12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.0(23)S This command was integrated into Cisco 10S Release 12.0(23)S.
12.2(13)T This command was integrated into Cisco 10S Release 12.2(13)T.
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Release Modification

12.2(28)SB This command was integrated into Cisco |0S Release 12.2(28)SB and
implemented on the Cisco 10000-PRE2 router.

12.4(20)T This command was removed.

Usage Guidelines

Examples

Use of ordered control mode by an ATM device acting asatransit LSR in an ATM cloud ensures that the
device will receive labeled packets to forward only after it has learned the outgoing labels required by
MPLS to forward the packets. Ordered control mode relieves the device of the burden of reassembling
cellsinto packets that must be forwarded by means of the normal (non-MPLS) packet forwarding or
discard mechanisms.

Use of independent control mode on ATM transit L SRs might slightly reduce the time an ATM edge
router must wait to use an ATM label switched path (LSP) it has initiated. Independent control mode
eliminates the need for the edge router to wait for the L abel Request/Label Mapping signaling to traverse
the ATM cloud from edge router ingress to egress and back before it can send packets into the L SP.
However, there is arisk that an ATM transit device might receive labeled packets before it has learned
the outgoing labelsrequired for MPL S forwarding, thusforcing the transit device to reassemble the cells
into a packet that it islikely to discard.

In the following example, the mode for handling LDP Label Request messages is set to “independent”
for the platform:

Router# npls I dp atm control - node i ndependent
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mpls ldp atm vc-merge

N

Note

Syntax Description

Defaults

Command Modes

Effective with Cisco |OS Release 12.4(20) T, the mpls Idp atm vc-merge command is not available in
Cisco 10S software.

To control whether the vc-merge (multipoint-to-point) capability is supported for unicast label virtual
circuits (LVCs), usethe mplsldp atm vc-mer ge command in global configuration mode. To disablethis
feature, use the no form of this command.

mplsldp atm vc-merge

no mplsldp atm vc-merge

This command has no arguments or keywords.

The ATM-V C merge capability isenabled by default if the hardware supports thisfeature; otherwise, the
feature is disabled.

Global configuration (config)

Command History

Release Modification

11.1CT This command was introduced.

12.0(10)ST This command was modified to reflect MPLS IETF command syntax and
terminology.

12.0(14)ST This command was integrated into Cisco 10S Release 12.0(14)ST.

12.1(2)T This command was integrated into Cisco |10S Release 12.1(2)T.

12.1(8a)E This command was integrated into Cisco 10S Release 12.1(8a)E and
implemented on the Catalyst 6500 switch and the Cisco 7600 router.

12.2(2)T This command was integrated into Cisco 10S Release 12.2(2)T.

12.2(4)T This command was implemented on the Cisco MGX 8850 and MGX 8950
switches equipped with a Cisco MGX RPM-PR c.

12.2(8)T This command was integrated into Cisco 10S Release 12.2(8)T.

12.0(21)ST This command was integrated into Cisco 10S Release 12.0(21)ST.

12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S and
implemented on the Cisco 10000(PRE-1) router.

12.0(23)S This command was integrated into Cisco 10S Release 12.0(23)S.

12.2(13)T This command was integrated into Cisco |0S Release 12.2(13)T.

12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.

12.2(28)SB This command was integrated into Cisco |0S Release 12.2(28)SB and
implemented on the Cisco 10000-PRE2 router.

12.4(20)T This command was removed.
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Usage Guidelines Use of VC merge helps conserve ATM labels by allowing incoming L SPs from different sources for the
same destination to be merged onto a single outgoing VC.

Examples In the following example, the ATM-V C merge capability is disabled:

Router# no npls | dp atm vc-nerge

Related Commands = Command Description
show mpls atm-ldp Displays the ATM MPLS capabilities negotiated with LDP neighbors for
capability LC-ATM interfaces.
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mpls Idp autoconfig

To enable Label Distribution Protocol (LDP) on interfaces for which an Open Shortest Path First (OSPF)
instance or Intermediate System-to-Intermediate System (1S-1S) instance has been defined, usethe mpls
Idp autoconfig command in router configuration mode. To disable this feature, use the no form of this
command.

For OSPF
mplsldp autoconfig [area area-id]
no mplsIdp autoconfig [area area-id]
For IS-IS
mpls Idp autoconfig [level-1 | level-2]

no mpls|dp autoconfig

Syntax Description area area-id (Optional) Enables LDP on the interfaces belonging to the specified OSPF
area.
level-1 | level-2 (Optional) Enables LDP for aspecified IS-1Slevel. If an interface is enabled

for the same level as autoconfiguration, then LDP is enabled over that
interface. If the interface has a different level than autoconfiguration, LDPis
not enabled.

By default, without the use of these arguments, the configuration is applied
to both the levels.

Defaults LDPisnot enabled on interfaces. If an OSPF area or an |S-IS level is not specified, LDP is enabled on
all interfaces belonging to the OSPF or |S-1S process.

Command Modes Router configuration

Command History Release Modification
12.0(30)S This command was introduced.
12.3(14)T This command was integrated into Cisco |OS Release 12.3(14)T.
12.2(28)SB This command was integrated into Cisco |0S Release 12.2(28)SB.
12.0(32)SY This command was modified to support 1S-1S processes in Cisco |0S

Release 12.0(32)SY.

12.2(33)SRB This command was integrated into Cisco |0S Release 12.2(33)SRB.

Cisco 10S Multiprotocol Label Switching Command Reference
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Usage Guidelines

Examples

mpls Idp autoconfig

You can specify this command multiple times to enable LDP on different routing areas with
interfaces running OSPF.

e |f LDPisdisabled globally, the mpls|dp autoconfig command fails. LDP must be enabled globally
by means of the global mplsip command first.

¢ If the mplsldp autoconfig command is configured, you cannot issue the global no mplsip
command. If you want to disable LDP, you must issue the no mplsldp autoconfig command first.

e The mplsldp autoconfig command is supported only with OSPF and 1S-IS interior gateway
protocols (IGPs).

e The MPLS LDP Autoconfiguration feature supports 1S-1S only in Cisco 10S Release 12.0(32)SY.

¢ For interfaces running 1S-1S processes, you can enable Multiprotocol Label Switching (MPLS) for
each interface using the router mode command mplsIdp autoconfig or mplsidp igp autoconfig at
the interface level.

e For IS-ISinterfaces, thelevel for which an interface is configured must be compatible with the level
for which autoconfiguration is desired.

e For IS-ISinterfaces, each application of the configuration command overwrites the earlier
configuration. If initial autoconfiguration is enabled for level-1 and alater configuration specifies
level-2, LDPis enabled only on IS-IS level-2 interfaces.

In the following example, MPLS LDP Autoconfiguration is enabled for OSPF area 5:

Rout er (config-router)# npls | dp autoconfig area 5

Related Commands

Command Description

mplsldp igp autoconfig Enables LDP on an interface.

show mplsinterfaces Displays information about interfaces configured for LDP.
show mplsIdp discovery Displays the status of the LDP discovery process.
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mpls Idp backoff

To configure parameters for the label distribution protocol (L DP) backoff mechanism, use the mpls|idp
backoff command in global configuration mode. To disable this feature, use the no form of this

command.

mplsldp backoff initial-backoff maximum-backoff

no mplsldp backoff initial-backoff maximum-backoff

Syntax Description

Defaults

Command Modes

initial-backoff

Number from 5 to 2147483, inclusive, that defines the initial backoff value
in seconds. The default is 15 seconds.

maxi mum-backoff

Number from 5 to 2147483, inclusive, that defines the maximum backoff
value in seconds. The default value is 120 seconds.

Theinitial backoff value is 15 seconds and grows to a maximum value of 120 seconds.

Global configuration

Command History

Release Modification

12.0(10)ST This command was introduced.

12.0(14)ST This command was integrated into Cisco |0S Release 12.0(14)ST.

12.1(2)T This command was integrated into Cisco |OS Release 12.1(2)T.

12.1(8a)E This command was integrated into Cisco |0S Release 12.1(8a)E.

12.2(2)T This command was integrated into Cisco |OS Release 12.2(2)T.

12.2(0)T This command was implemented on the Cisco MGX 8850 and MGX 8950
switches equipped with a Cisco MGX RPM-PR card.

12.2(8)T This command was integrated into Cisco |0S Release 12.2(8)T.

12.0(21)ST This command was integrated into Cisco 10S Release 12.0(21)ST.

12.0(22)S This command was integrated into Cisco |10S Release 12.0(22)S.

12.0(23)S This command was integrated into Cisco 10S Release 12.0(23)S.

12.2(13)T This command was integrated into Cisco |0S Release 12.2(13)T.

12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.

12.2(28)SB This command was integrated into Cisco |0S Release 12.2(28)SB and
implemented on the Cisco 10000-PRE2 router.

12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco 10S Release 12.2SX train. Support

in aspecific 12.2SX release of thistrain depends on your feature set,
platform, and platform hardware.
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Usage Guidelines

Examples

mpls Idp backoff

The LDP backoff mechanism prevents two incompatibly configured label switch routers (L SRs) from
engaging in an unthrottled sequence of session setup failures. For example, an incompatibility arises
when two neighboring routers attempt to perform LC-ATM (label-controlled ATM) but the two are using
different ranges of VPI/V CI values for labels.

If asession setup attempt fails due to an incompatibility, each L SR delaysits next attempt (that is, backs

off), increasing the delay exponentially with each successive failure until the maximum backoff delay is
reached.

The default settings correspond to the lowest settings for initial and maximum backoff values defined by
the LDP protocol specification. You should change the settings from the default values only if such
settings result in undesirable behavior.

The following command shows how to set the initial backoff delay to 30 seconds and the maximum
backoff delay to 240 seconds:

Rout er (config)# npls |dp backoff 30 240

Related Commands

Command Description

show mplsldp backoff Displaysinformation about the configured session setup backoff parameters

and any potential LDP peers with which session setup attempts are being
throttled.

show mpls|dp Displays current LDP parameters.
parameters
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mpls Idp discovery

To configure the interval between transmission of consecutive Label Distribution Protocol (LDP)
discovery hello messages, or the hold time for a discovered LDP neighbor, or the neighbors from which
requests for targeted hello messages may be honored, use the mpls Idp discovery command in global
configuration mode. To disable this feature, use the no form of this command.

mpls|dp discovery { hello {holdtime | interval} seconds | targeted-hello {holdtime | interval}
seconds | accept [from acl]}

no mplsldp discovery { hello{holdtime|interval} | targeted-hello { holdtime|interval} | accept

[from acl]}

Syntax Description hello

Configures the intervals and hold times for directly connected neighbors.

holdtime

Defines the period of time a discovered LDP neighbor is remembered
without receipt of an LDP hello message from the neighbor. The default
valuefor the holdtime keyword is 15 seconds for link hello messages and 90
seconds for targeted hello messages.

interval

Defines the period of time between the sending of consecutive hello
messages.

The default value for the interval keyword is 5 seconds for link hello
messages and 10 seconds for targeted hello messages.

seconds

Hold time or interval in seconds:

¢ The default hold timeis 15 seconds for link hello messages and
90 seconds for targeted hello messages.

e Thedefault interval is5 secondsfor link hello messages and 10 seconds
for targeted hello messages.

targeted-hello

Configures the intervals and hold times for neighbors that are not directly
connected (for example, LDP sessions that run between the endpoints of an
L SP tunnel).

accept

Configurestherouter to respond to requestsfor targeted hello messages from
all neighbors or from neighbors specified by the optional acl argument.

from acl

(Optional) The IP access list that specifies the neighbor from which requests
for targeted hello messages may be honored.

Command Default None

Command Modes Global configuration (config)

Command History Release

Modification

11.1CT

This command was introduced.

12.0(10)ST

This command was modified to reflect Multiprotocol Label Switching
(MPLS) IETF command syntax and terminology.

Cisco 10S Multiprotocol Label Switching Command Reference
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Usage Guidelines

mpls Idp discovery W

Release Modification

12.0(14)ST This command was integrated into Cisco 10S Release 12.0(14)ST.

12.1(2)T This command was integrated into Cisco 10S Release 12.1(2)T.

12.1(89)E This command was integrated into Cisco |0S Release 12.1(8a)E.

12.2(2)T This command was integrated into Cisco 10S Release 12.2(2)T.

12.2(4)T This command was integrated into Cisco |10S Release 12.2(4)T.

12.2(8)T This command was integrated into Cisco 10S Release 12.2(8)T.

12.0(21)ST This command was integrated into Cisco 10S Release 12.0(21)ST.

12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.

12.0(23)S This command was integrated into Cisco 10S Release 12.0(23)S. Default
values for the holdtime and interval keywords were changed.

12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.

12.2(13)T This command was integrated into Cisco |10S Release 12.2(13)T.

12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.

12.25X This command is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

12.2(33)SCA

This command was integrated into Cisco 10S Release 12.2(33)SCA.

The discovery hold timeis set to the smaller of the following: the locally proposed hold time or the hold
time proposed by the neighbor. The hello interval is selected so that within the hello hold time period at
least three hellos messages are sent for alink hello and at least nine hello messages are sent for atargeted

hello.

When the discovery hold time elapses for a neighbor discovered on an interface or for a neighbor
discovered by means of atargeted hello message, the record associating the neighbor with that interface
or the targeted hello message source is discarded. If an LDP session exists with a neighbor, but a
discovery record no longer exists for that neighbor, the LDP session is terminated.

Setting the hold time too high causes L DP to be slow in detecting link outages; setting the hold time too
low might cause LDP to terminate sessions when a hello message is dropped during traffic bursts on a

link.

The exchange of targeted hello messages between two nondirectly connected neighbors (N1 and N2)
may occur in the following ways:

¢ N1 may initiate the transmission of targeted hello messagesto N2, and N2 may send targeted hello
messages in response. In this situation, N1 is considered to be active and N2 is considered to be

passive.

N1 targeted hello messages carry arequest that N2 send targeted hello messages in response. To
respond, N2 configuration must permit it to respond to N1. The mpls|dp discovery targeted-hello
accept command is used to configure whether N1 must respond to requests for targeted hello

messages.

e Both N1 and N2 may be configured to initiate the transmission of targeted hello messages to each
other. In this situation, both are active.

Both, one, or neither of N1 and N2 may be passive, depending on whether they have been configured
to respond to requests for targeted hello messages from the other.
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N

Note Normally, active transmission of targeted hello messages on arouter is triggered by some
configuration action, such as an mplsip command on atraffic engineering tunnel interface.

Examples The following example shows how to set the period of time to 30 seconds for which a neighbor
discovered on an interface is remembered, if no hello messages are received:

Rout er# configure term nal
Rout er (config)# npls | dp discovery hello holdtime 30

The following example shows how to configure the router to respond to requests for targeted hello
messages from neighbors 209.165.200.225 and 209.165.200.234:

Router(config)# ip access standard TRGT- ACCEPT

Rout er (confi g-nacl )# permt 209.165.200. 225

Rout er (config-nacl )# permt 209.165.200.234

Rout er (confi g-nacl ) # exit

Rout er (config)# npls |dp discovery targeted-hello from TRGT- ACCEPT

Related Commands  Command Description
mplsip Enables MPL S forwarding of IPv4 packets along normally routed
paths.
mpls |dp holdtime Changes the time for which an LDP session is maintained in the

absence of L DP messages from the session peer.
show mpls|dp discovery Displays the status of the LDP discovery process.
show mpls|ldp neighbor Displays the status of LDP sessions.
show mpls|dp parameters Displays current LDP parameters.
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mpls Idp discovery transport-address

To specify the transport address advertised in the Label Distribution Protocol (LDP) discovery hello
messages sent on an interface, use the mplsldp discovery transport-address command in interface
configuration mode. To disable this feature, use the no form of this command.

mplsldp discovery transport-address {interface | |P-address}

no mplsldp discovery transport-address

Syntax Description

Command Default

Command Modes

interface Specifies that the interface |P address should be advertised as the transport
address.
| P-address I P address advertised as the transport address.

The default behavior when this command has not been issued for an interface depends on the interface

type.

Unless the interface is a label-controlled ATM (LC-ATM) interface, LDP advertises its LDP router ID
as the transport address in LDP discovery hello messages sent from the interface.

If the interface is an LC-ATM interface, no transport address is explicitly advertised in LDP discovery
hello messages sent from the interface.

Interface configuration (config-if)

Command History Release Modification
12.0(14)ST This command was introduced.
12.1(2)T This command was integrated into Cisco |0S Release 12.1(2)T.
12.2(2)T This command was integrated into Cisco |0S Release 12.2(2)T.
12.2(40)T This command was integrated into Cisco 10S Release 12.2(4)T.
12.2(8)T This command was integrated into Cisco |0S Release 12.2(8)T.
12.0(21)ST This command was integrated into Cisco 10S Release 12.0(21)ST.
12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.0(23)S This command was integrated into Cisco 10S Release 12.0(23)S.
12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.
12.2(13)T This command was integrated into Cisco |OS Release 12.2(13)T.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

12.2(33)SCA

This command was integrated into Cisco 10S Release 12.2(33)SCA.
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Usage Guidelines The establishment of an L DP session between two routers requires a session TCP connection by which
label advertisements can be exchanged between the routers. To establish the session TCP connection,
each router must know the transport address (I P address) of the other router.

The LDP discovery mechanism provides the means for arouter to advertise the transport address for its
end-of-session TCP connection. When the transport address advertisement is explicit, the transport
address appears as part of the contents of discovery hello messages sent to the peer. When the transport
address advertisement isimplicit, the transport address is not included in the discovery hello messages,
and the peer uses the source | P address of received hello messages as the peer transport address.

The mpls|dp discovery transport-address command provides the means to modify the default
behavior described in the Command Default section of this document. When the interface keyword is
specified, LDP advertises the | P address of the interface in LDP discovery hello messages sent from the
interface. When the | P-address argument is specified, LDP advertises the specified |P addressin LDP
discovery hello messages sent from the interface.

Note  When arouter has multiple links connecting it to its peer device, the router must advertise the same
transport address in the LDP discovery hello messages it sends on all such interfaces.

Examples The following example shows how to specify the LDP transport address for interface pos2/0 should be
theinterface | P address; it also shows how to specify the | P address 209.165.200.225 of interface pos3/1
should be the LDP transport address:

Rout er (confi g#) interface pos2/0

Router(config-if)# npls | dp discovery transport-address interface

Rout er (config#) interface pos3/1

Router(config-if)# npls |dp discovery transport-address 209. 165. 200. 225

Related Commands = Command Description
show mplsIdp Displays the status of the LDP discovery process.
discovery
show mpls|dp Displays the status of LDP sessions.
neighbor
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mpls Idp explicit-null

To cause arouter to advertise an Explicit Null label in situations where it would normally advertise an
Implicit Null label, use the mplsldp explicit-null command in global configuration mode. To disable
this feature, use the no form of this command.

mplsldp explicit-null [for prefix-acl | to peer-acl | for prefix-acl to peer-acl]

no mplsldp explicit-null

Syntax Description

Defaults

Command Modes

for prefix-acl (Optional) Specifies prefixesfor which Explicit Null should be advertised in
place of Implicit Null.
to peer-acl (Optional) Specifies Label Distribution Protocol (LDP) peers to which

Explicit Null should be advertised in place of Implicit Null.

Implicit Null isadvertised for directly connected routes unless the command mplsldp explicit-null has

been executed.

Global configuration

Command History

Release Modification

12.0(10)ST This command was introduced.

12.0(14)ST This command was integrated into Cisco |10S Release 12.0(14)ST.
12.1(2)T This command was integrated into Cisco |0S Release 12.1(2)T.
12.1(8a)E This command was integrated into Cisco |OS Release 12.1(8a)E.
12.2(2)T This command was integrated into Cisco |0S Release 12.2(2)T.
12.2(0)T This command was integrated into Cisco 10S Release 12.2(4)T.
12.2(8)T This command was integrated into Cisco |0S Release 12.2(8)T.
12.0(21)ST This command was integrated into Cisco 10S Release 12.0(21)ST.
12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.0(23)S This command was integrated into Cisco 10S Release 12.0(23)S.
12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.
12.2(13)T This command was integrated into Cisco |OS Release 12.2(13)T.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.25X This command is supported in the Cisco |0S Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.
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Usage Guidelines Normally, LDP advertises an Implicit Null label for directly connected routes. The Implicit Null |abel
causes the previous hop (penultimate) router to do penultimate hop popping. Situations exist where it
might be desirable to prevent the penultimate router from performing penultimate hop popping and to
force it to replace the incoming label with the Explicit Null label.

When you issue the mplsldp explicit-null command, Explicit Null is advertised in place of Implicit
Null for directly connected prefixes permitted by the prefix-acl argument to peers permitted by the
peer-acl argument.

If you do not specify the prefix-acl argument in the command, Explicit Null is advertised in place of
Implicit Null for all directly connected prefixes.

If you do not specify the peer-acl argument in the command, Explicit Null is advertised in place of
Implicit Null to all peers.

Examples The following command shows how to cause Explicit Null to be advertised for al directly connected
routes to all LDP peers:

Router(config)# npls Idp explicit-null

The following command sequence shows how to cause Explicit Null to be advertised for directly
connected route 10.5.0.0 to all LDP peers and Implicit Null to be advertised for all other directly
connected routes:

Router(config)# npls Idp explicit-null
Router(config)# ip access-list standard adv-exp-null
Rout er (confi g-std-nacl)# permt 10.5.0.0

Rout er (confi g-std-nacl )# deny any

Rout er (confi g-std-nacl ) #

Related Commands = Command Description

show mplsip binding Displays specified information about label bindings learned by LDP.
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mpls Idp graceful-restart

To enable Multiprotocol Label Switching (MPLS) Label Distribution Protocol (LDP) Graceful Restart,
use the mpls |dp graceful-restart command in global configuration mode. To disable LDP Graceful
Restart, use the no form of this command.

mplsldp graceful-restart

no mplsldp graceful-restart

Syntax Description ~ This command has no arguments or keywords.

Command Default LDP Graceful Restart is not enabled.

Command Modes Global configuration

Command History Release Modification
12.0(29)S This command was introduced.
12.3(14)T This command was integrated into Cisco |OS Release 12.3(14)T.
12.2(25)S This command was integrated into Cisco 10S Release 12.2(25)S.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB and

implemented on the Cisco 10000 series routers.

12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco 10S Release 12.2(33)SXH.

Usage Guidelines LDP Graceful Restart must be enabled before an LDP session is established.
Using the no form of the command disables the Graceful Restart functionality on all LDP sessions.

Examples The command in the following example enables LDP Graceful Restart on arouter:
Router(config)# npls | dp graceful -restart

Related Commands  Command Description
mplsldp graceful-restart timers  Specifies the amount of time the MPLS forwarding state should
forwarding-holding be preserved after the control plane restarts.
mpls |dp graceful-restart timers  Specifiesthe amount of time arouter should hold stale label-FEC
max-recovery bindings after an L DP session has been reestablished.
mpls |dp graceful-restart timers  Specifies the amount of time arouter should wait for an LDP
neighbor-liveness session to be reestablished.
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mpls ldp graceful-restart timers forwarding-holding

To specify the amount of time the Multiprotocol Label Switching (MPLS) forwarding state should be
preserved after the control plane restarts, usethe mplsldp graceful-restart timersforwarding-holding
command in global configuration mode. To revert to the default timer value, use the no form of this
command.

mplsldp graceful-restart timers forwarding-holding secs

no mplsldp graceful-restart timers forwarding-holding

Syntax Description Secs The amount of time (in seconds) that the MPLS forwarding state should be
preserved after the control plane restarts. The default is 600 seconds. The
acceptable range of valuesis 30 to 600 seconds.

Command Default After the control plane on the Cisco 7500 and Cisco 10000 series router restarts, the MPL S forwarding
state is preserved for 600 seconds.

Command Modes Global configuration

Command History Release Modification
12.2(25)S This command was introduced.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB and
implemented on the Cisco 10000 series routers.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.

Usage Guidelines Configuring the local forwarding-holding timer to a value less than the IOS FT Reconnect Timeout of
120 seconds may prevent a L abel Distribution Protocol (L DP) session from being established. Configure
the forwarding-holding timer to less than 120 seconds only if an LDP neighbor has an FT Reconnect
Timeout value of less than 120 seconds.

If the timer expires, al entries that are marked stale are deleted.

Examples Inthe following example, the MPL S forwarding stateis preserved for 300 seconds after the control plane
restarts:

Rout er (config)# npls Idp graceful-restart tiners forwarding-hol di ng 300
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Related Commands

Command

Description

mplsldp graceful-restart
timer s max-recovery

Specifies the amount of time a router should hold stale label-FEC
bindings after an L DP session has been reestablished.

mplsIdp graceful-restart
timers neighbor-liveness

Specifiesthe amount of time arouter should wait for an LDP session
to be reestablished.
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mpls Idp graceful-restart timers max-recovery

To specify the amount of time arouter should hold stale label-Forwarding Equivalence Class (FEC)
bindings after a Label Distribution Protocol (L DP) session has been reestablished, use the mpls|dp
graceful-restart timers max-recovery command in global configuration mode. To revert to the default
timer value, use the no form of this command.

mplsldp graceful-restart timers max-recovery secs

no mplsldp graceful-restart timers max-recovery

Syntax Description Secs The amount of time (in seconds) that the router should hold stale label-FEC
bindings after an L DP session has been reestablished. The default is
120 seconds. The acceptable range of valuesis 15 to 600 seconds.

Command Default Stale label-FEC bindings are held for 120 seconds after an LDP session has been reestablished.

Command Modes Global configuration

Command History Release Modification
12.0(29)S This command was introduced.
12.3(14)T This command was integrated into Cisco |OS Release 12.3(14)T.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB and
implemented on the Cisco 10000 series routers.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco 10S Release 12.2(33)SXH.

Usage Guidelines After the timer expires, all stale label-FEC bindings learned from the associated LDP session are
removed, which results in the removal of any forwarding table entries that are based on those bindings.

Examples In the following example, the router should hold stale |abel-FEC bindings after an L DP session has been
reestablished for 180 seconds:

Router(config)# npls |dp graceful -restart tinmers max-recovery 180
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Related Commands = Command Description

mplsldp Specifiesthe amount of timethe MPL S forwarding state should be preserved
graceful-restarttimers after the control plane restarts.
forwarding-holding

mplsldp Specifies the amount of time a router should wait for an LDP session to be
graceful-restarttimers reestablished.
neighbor-liveness
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mpls Idp graceful-restart timers neighbor-liveness

To specify the upper bound on the amount of time a router should wait for a Label Distribution Protocol
(LDP) session to be reestablished, use the mpls Idp graceful-restart timers neighbor-liveness
command in global configuration mode. To revert to the default timer value, use the no form of this
command.

mplsldp graceful-restart timers neighbor-liveness secs

no mplsldp graceful-restart timers neighbor-liveness

Syntax Description Secs The amount of time (in seconds) that the router should wait for an LDP
session to be reestablished. The default is 120 seconds. The rangeis 5 to
300 seconds.

Command Default The default is a maximum of 120 seconds.

Command Modes Global configuration

Command History Release Modification
12.0(29)S This command was introduced.
12.3(14)T This command was integrated into Cisco |OS Release 12.3(14)T.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB and
implemented on the Cisco 10000 series routers.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco 10S Release 12.2(33)SXH.

Usage Guidelines The amount of time a router waits for an LDP session to be reestablished is the lesser of the following
values:

e The value of the peer’s fault tolerant (FT) type length value (TLV) reconnect timeout
e The value of the neighbor liveness timer

If the router cannot reestablish an L DP session with the neighbor in the time allotted, the router deletes
the stale label-FEC bindings received from that neighbor.

Examples The command in the following example sets the amount of time that the router should wait for an LDP
session to be reestablished to 30 seconds:

Rout er(config)# npls Idp graceful-restart tiners neighbor-Iiveness 30
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Related Commands = Command Description

mplsldp Specifiesthe amount of timethe MPL S forwarding state should be preserved
graceful-restarttimers after the control plane restarts.
forwarding-holding

mplsldp Specifies the amount of time a router should hold stale label-FEC bindings
graceful-restarttimers after an LDP session has been reestablished.
max-recovery
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mpls ldp holdtime

To change the time for which an Label Distribution Protocol (LDP) session is maintained in the absence
of LDP messages from the session peer, use the mplsIdp holdtime command in global configuration
mode. To disable this command, use the no form of the command.

mplsldp holdtime seconds

no mplsldp holdtime seconds

Syntax Description

Defaults

Command Modes

seconds

Number from 15 to 2147483 that defines the time, in seconds, an LDP
session ismaintained in the absence of LDP messages from the session peer.
The default is 180.

The default value for the seconds argument is 180.

Global configuration

Command History

Usage Guidelines

Release Modification
11.1CT This command was introduced.
12.0(10)ST This command was modified to reflect Multiprotocol Label Swithcing
(MPLS) IETF command syntax and terminology.
12.0(14)ST This command was integrated into Cisco 10S Release 12.0(14)ST.
12.1(2)T This command was integrated into Cisco 10S Release 12.1(2)T.
12.1(8a)E This command was integrated into Cisco |0S Release 12.1(8a)E.
12.2(2)T This command was integrated into Cisco |10S Release 12.2(2)T.
12.2(0)T This command was integrated into Cisco 10S Release 12.2(4)T.
12.2(8)T This command was integrated into Cisco 10S Release 12.2(8)T.
12.0(21)ST This command was integrated into Cisco 10S Release 12.0(21)ST.
12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.0(23)S This command was integrated into Cisco 10S Release 12.0(23)S.
12.2(14)s This command was integrated into Cisco 10S Release 12.2(14)S.
12.2(13)T This command was integrated into Cisco |OS Release 12.2(13)T.

12.2(33)SRA

This command was integrated into Cisco |0S Release 12.2(33)SRA.

12.2SX

This command is supported in the Cisco |0S Release 12.2SX train. Support
in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

When an LDP session is established between two L SRs, the hold time used for the session is the lower
of the values configured on the two L SRs.
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Examples The following example shows how to configure the hold time of LDP sessions for 30 seconds:
Router# npls I dp holdtinme 30

Related Commands  Command Description
show mpls|dp Displays the current LDP parameter.
parameters
show mpls atm-Idp Displays specified entries from the ATM label binding database.
bindings
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mpls Idp igp autoconfig

Syntax Description

Command Default

Command Modes

To enable Multiprotocol Label Switching (MPLS) Label Distribution Protocol (LDP) autoconfiguration
on an interface that belongsto an Open Shortest Path First (OSPF) area, use themplsldp igp autoconfig
command in interface configuration mode. To disable MPL S LDP autoconfiguration, use the no form of
the command.

mplsldp igp autoconfig

no mpls|dp igp autoconfig

This command has no arguments or keywords.

This command works with the mpls|dp autoconfig command, which enables LDP on all interfaces that
belong to an OSPF area. So, by default, all interfaces are enabled for LDP.

Interface configuration (config-if)

Command History

Usage Guidelines

Examples

Release Modification

12.0(30)S This command was introduced.

12.3(14)T This command was integrated into Cisco |OS Release 12.3(14)T.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.0(32)SY This command was integrated into Cisco |0S Release 12.0(32)SY.
12.2(33)SRB This command was integrated into Cisco |0S Release 12.2(33)SRB.
12.2(33)SCA This command was integrated into Cisco |OS Release 12.2(33)SCA.

This command works with the mpls|dp autoconfig command, which enables LDP on all interfaces that
belong to an OSPF area. To disable LDP on selected interfaces, use the no mplsIdp igp autoconfig
command.

The following example shows how to disable LDP on interface POS1/0:

Rout er (config)# interface posl/0
Router(config-if)# no npls Idp igp autoconfig

Related Commands

Command Description
mpls Idp autoconfig Globally enables LDP on all interfaces that belong to an OSPF area.
show mplsinterfaces Displays information about interfaces configured for LDP.

show mpls |dp discovery Displays the status of the LDP discovery process.
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mpls Idp igp sync

To enable Multiprotocol Label Switching (MPLS) Label Distribution Protocol (LDP)-Interior Gateway
Protocol (IGP) synchronization on an interface that belongs to an Open Shortest Path First (OSPF)
process, use the mpls|dp igp sync command in interface configuration mode. To disable MPLS
LDP-1GP synchronization, use the no form of the command.

mplsldp igp sync [delay seconds]

no mplsldp igp sync [delay]

Syntax Description

Command Default

Command Modes

delay (Optional) Sets a delay timer for MPLS LDP-IGP synchroni zation.
seconds (Optional) Delay time, in seconds. The range is from 5 to 60 seconds.

If MPLS LDP-1GP synchronization is enabled on an OSPF process, MPLS LDP-IGP synchronization is
enabled by deffault on all interfaces configured for the process. A delay timer is not set.

Interface configuration (config-if)

Command History

Usage Guidelines

Release Modification

12.0(30)S This command was introduced.

12.3(140)T This command was integrated into Cisco |0S Release 12.3(14)T.
12.0(32)S The optional delay seconds keyword and argument were added.
12.4(12) This command was integrated into Cisco |0OS Release 12.4(12).
12.2(33)SRC This command was integrated into Cisco 10S Release 12.(33)SRC.
12.2(33)SB This command was integrated into Cisco 10S Release 12.2(33)SB.
12.2(33)SCA This command was integrated into Cisco 10S Release 12.2(33)SCA.

Thiscommand workswith the mplsldp sync command, which enables MPL S L DP-IGP synchronization
on al interfaces that belong to an OSPF process. To disable MPLS LDP-IGP synchronization on a
selected interface, use the no mplsldp igp sync command in the configuration for that interface.

Use the mplsIdp igp sync delay seconds command to configure a delay time for MPLS LDP and IGP
synchronization on an interface-by-interface basis. To remove the delay timer from a specified interface,
usetheno mplsldp igp sync delay command. This command setsthe delay time to 0 seconds, but leaves
MPLS LDP-IGP synchronization enabled.

When LDP is fully established and synchronized, LDP checks the delay timer:

¢ If you configured a delay time, LDP starts the timer. When the timer expires, LDP checks that
synchronization is still valid and notifies the OSPF process.

¢ If the delay timeis not configured, synchronization is disabled or down, or an interface is removed
from an IGP process, LDP stops the timer and immediately notifies the OSPF process.
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If you configure a new delay time while atimer is running, LDP saves the new delay time but does not
reconfigure the running timer.

Examples The following example shows how to disable MPL S L DP-IGP synchronization on POS interface 1/0:
Rout er (config)# interface posl/0
Rout er(config-if)# no npls Idp igp sync
The following example shows how to set a delay timer of 45 seconds for MPLS LDP-IGP
synchronization on FastEthernet interface 0/0:

Router(config)# interface FastEthernet 0/0
Router(config-if)# npls Idp igp sync delay 45

Related Commands  Command Description
mplsldp sync Enables MPLS LDP-1GP synchronization on interfaces for an OSPF
process or an |S-1S process.
show mpls|dp igp sync Displays the status of the MPLS LDP-1GP synchronization process.
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mpls Idp igp sync holddown

To specify how long an Interior Gateway Protocol (IGP) should wait for Label Distribution Protocol
(LDP) synchronization to be achieved, use the mplsldp igp sync holddown command in global
configuration mode. To disable the hold-down timer, use the no form of this command.

mplsldp igp sync holddown milliseconds

no mplsldp igp sync holddown

Syntax Description milliseconds The number of milliseconds an IGP should wait for an LDP session to be
established. The valid range of valuesis 1 to 2147483647.

Command Default An IGP will wait indefinitely for LDP synchronization to be achieved.

Command Modes Global configuration

Command History Release Modification
12.0(30)S This command was introduced.
12.3(14)T This command was integrated into Cisco |OS Release 12.3(14)T.
12.2(33)SRB This command was integrated into Cisco |0S Release 12.2(33)SRB.
12.2(33)SB This command was integrated into Cisco 10S Release 12.2(33)SB.

Usage Guidelines This command enables you to limit the amount of time an |GP waits for LDP synchronization to be
achieved.

Examples In the following example, the IGP is limited to 10,000 milliseconds (10 seconds):
Rout er (config)# npls Idp igp sync hol ddown 10000

Related Commands = Command Description
mplsldp sync Enables MPLS LDP-1GP synchronization on interfaces for an OSPF
process or an |S-1S process.
show mpls|dp igp sync Displays the status of the MPLS L DP-IGP synchronization process.
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mpls Idp label

To enter MPLS LDP label configuration mode to specify how Multiprotocol Label Switching (MPLS)
Label Distribution Protocol (LDP) handles local label allocation, use the mpls |dp label command in

global configuration mode. To remove all local label allocation filters configured in MPLS LDP label

configuration mode and restore LDP default behavior for local |abel allocation without a session reset,
use the no form of this command.

mplsldp label

no mplsldp label

Syntax Description  This command has no arguments or keywords.

Command Default LDP label configuration mode commands are not available.

Command Modes Global configuration (config)

Command History Release Modification
12.2(33)SRC This command was introduced.
12.2(33)SB This command was integrated into Cisco |OS Release 12.2(33)SB.

Usage Guidelines After you enter the mplsldp label command, you can specify aprefix list or host routesto filter prefixes
for MPLS LDP local label allocation.

Use the no form of the command to remove prefix filtering for local label allocation and restore the
default LDP local allocation behavior without resetting the session.

A maximum of one filter configuration is allowed for the global table.

Examples The following example shows how to enter MPLS LDP label configuration mode, specify the prefix list
named listl to filter prefixes for MPLS LDP local label allocation, and exit MPLS LDP label
configuration mode:
configure term nal
|

mpl s [ dp | abel
al l ocate global prefix-list listl
exit

The following examples shows how to remove all local label allocation filtersin MPLS LDP label
configuration mode and restore LDP default behavior for local label allocation:

configure term nal

!

no npls |Idp | abel
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Related Commands = Command Description
allocate Configures local label allocation filters for learned routes for MPLS LDP.
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mpls Idp logging neighbor-changes

To generate system error logging (syslog) messages when Label Distribution Protocol (LDP) sessions
go down, use the mpls Idp logging neighbor-changes command in global configuration mode. To
disable generating syslog messages, use the no form of this command.

mplsldp logging neighbor-changes

no mplsldp logging neighbor-changes

Syntax Description ~ This command has no arguments or keywords.

Defaults Logging is enabled by default.
Command Modes Global configuration
Command History Release Modification
12.0(24)S This command was introduced.
12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.
122014071 This command was integrated into Cisco |0S Release 12.2(14)T.
12.0(31)S The log message is updated to show a VPN routing/forwarding instance
(VRF) information and the reason for an LDP neighbor going down.
12.3(15) Thelog message is updated to show VRF information and the reason for an
LDP neighbor going down.
12.4(2) The log message is updated to show VRF information and the reason for an
LDP neighbor going down.
12.2(28)S Thelog message is updated to show VRF information and the reason for an

LDP neighbor going down.

Usage Guidelines Use the mplsIdp logging neighbor-changes command to generate syslog messages when an LDP
session goes down. The command also provides VRF information about the LDP neighbor and the
reason for the LDP session going down. Some of the reasons for an LDP session going down are the
following:

e AnLDPwasdisabled globally by configuration.
e AnLDPwasdisabled on an interface.

Examples The following example generates syslog messages when LDP sessions go down:
Router(config)# mpls Idp logging neighbor-changes
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The following output shows the log entries when an L DP session with neighbor 192.168.1.100:0 goes
down and comes up. The session went down because the discovery hold timer expired. The VRF table
identifier for the neighbor is 1.

2d00h: 9%.DP-5- NBRCHG. LDP Nei ghbor 192.168.1.100:0 (1) is DOM (Disc hold timer expired)
2d00h: 9%.DP-5- NBRCHG: LDP Nei ghbor 192.168.1.100:0 (1) is UP
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mpls Idp logging password configuration

To enable the display password configuration change events on an MPL S Label Switch Router (LSR),
use the mpls Idp logging password configuration command in global configuration mode. To disable
the display of password events, use the no form of this command.

mplsldp logging password configuration [rate-limit num]

no mpls Idp logging password configuration

Syntax Description rate-limit num (Optional) Specifies arate limit of 1 to 60 messages per minute.

Defaults Logging is disabled.

Command Modes Global configuration

Command History Release Modification
12.0(33)S This command was introduced.
12.2(33)SRC This command was integrated in Cisco |0S Release 12.2(33)SRC.
12.2(33)SB This command was integrated in Cisco |OS Release 12.2(33)SB.
12.4(20)T This command was integrated into Cisco |0S Release 12.4(20)T.

Usage Guidelines The logging output displays events when anew password is configured or an existing password has been

changed or deleted.

Related Commands  Command Description
mpls Idp logging passwor d Enables the display password rollover events on an MPLS LSR.
rollover

mpls |dp neighbor password Configures a password key for computing MD5 checksums for the
session TCP connection with the specified neighbor.

mpls |ldp password fallback Configures an MD5 password for LDP sessions with peers.
mplsIdp password option Configures an MD5 password for LDP sessions with neighbors
whose LDP router ID are permitted by a specified access list.

mpls |dp password required Specifiesthat L DP must use a password when establishing asession
between LDP peers.

mpls Idp password rollover Configures the duration before the new password takes effect on an
duration MPLSLSR.

service password-encryption  Encrypts passwords.

show mpls|dp discovery Displays the status of the LDP discovery process.

show mplsIdp neighbor Displays the status of LDP sessions.
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Command Description

show mpls|dp neighbor Displays password information used in established LDP sessions.
password

show running-config Displays the contents of the currently running configuration file or

the configuration for a specific class map, interface, map class,
policy map, or VC class.
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mpls Idp logging password rollover

To enable the display password rollover events on an MPLS Label Switch Router (LSR), use the mpls
Idp logging password rollover command in global configuration mode. To disable the display of
password events, use the no form of this command.

mplsldp logging password rollover [rate-limit num]

no mplsIdp logging password rollover

Syntax Description rate-limit num (Optional) Specifies arate limit of 1 to 60 messages per minute.
Defaults Logging is disabled.
Command Modes Global configuration
Command History Release Modification
12.0(33)S This command was introduced.
12.2(33)SRC This command was integrated in Cisco |0S Release 12.2(33)SRC.
12.2(33)SB This command was integrated in Cisco |OS Release 12.2(33)SB.
12.4(20)T This command was integrated into Cisco |0S Release 12.4(20)T.

Usage Guidelines The logging output displays events when a new password is used for authentication or when
authentication is disabled.

Related Commands  Command Description
mpls Idp logging passwor d Enables the display password configuration change events on an
configuration MPLSLSR.

mpls |dp neighbor password Configures a password key for computing MD5 checksums for the
session TCP connection with the specified neighbor.

mpls |ldp password fallback Configures an MD5 password for LDP sessions with peers.

mplsIdp password option Configures an MD5 password for LDP sessions with neighbors
whose LDP router ID are permitted by a specified access list.

mpls |dp password required Specifiesthat L DP must use a password when establishing asession
between LDP peers.

mpls Idp password rollover Configures the duration before the new password takes effect on an
duration MPLSLSR.

service password-encryption  Encrypts passwords.

show mpls|dp discovery Displays the status of the LDP discovery process.

show mplsIdp neighbor Displays the status of LDP sessions.
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Command Description

show mpls|dp neighbor Displays password information used in established LDP sessions.
password

show running-config Displays the contents of the currently running configuration file or

the configuration for a specific class map, interface, map class,
policy map, or VC class.
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mpls ldp loop-detection

To enable the label distribution protocol (LDP) optional loop detection mechanism, use the mplsIdp
loop-detection command in global configuration mode. To disable this feature, use the no form of this
command.

mpls|dp loop-detection

no mplsIdp loop-detection

Syntax Description ~ This command has no optional keywords or arguments.

Defaults LDP loop detection is disabled.

Command Modes Global configuration

Command History Release Modification
12.0(10)ST This command was introduced.
12.1(2)T This command was integrated into Cisco |0OS Release 12.1(2)T.
12.1(89)E This command was integrated into Cisco |0S Release 12.1(8a)E.
12.0(22)S This command was integrated into Cisco |0OS Release 12.0(22)S.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco |0S Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines The LDP loop detection mechanism is intended for use in networks of devices that do not use
time-to-live mechanisms (for example, ATM switches) that cannot fairly allocate device resources
among traffic flows.

The LDP loop detection mechanism is used with the Downstream on Demand method of |abel
distribution, supplementing the Downstream on Demand hop count mechanism to detect looping L SPs
that might occur during routing transitions.

Examples The following command sets the L DP loop detection mechanism on:
Rout er(config)# npls |dp | oop-detection

Related Commands  Command Description

mpls ldp maxhops Limits the number of hops permitted in an L SP established by the
Downstream on Demand method of label distribution.
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mpls Idp maxhops

To limit the number of hops permitted in alabel switched path (L SP) established by the Downstream on
Demand method of label distribution, use the mplsIdp maxhops command in global configuration
mode. To disable this feature, use the no form of this command.

mplsldp maxhops number

no mplsldp maxhops

Syntax Description

Defaults

Command Modes

number  Number from 1 to 255, inclusive, that defines the maximum hop count. The default is 254.

The default is 254 hops.

Global configuration

Command History

Usage Guidelines

Release Modification

11.1CT This command was introduced.

12.0(10)ST This command was updated with MPLS command syntax and terminology.
12.1(2)T This command was integrated into Cisco 10S Release 12.1(2)T.

12.1(89)E This command was integrated into Cisco |0S Release 12.1(8a)E.
12.2(33)SRA This command was integrated into Cisco |0OS Release 12.2(33)SRA.
12.25X This command is supported in the Cisco |0S Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

When an ATM label switch router (LSR) initiates arequest for alabel binding, it setsthe hop count value
in the Label Request message to 1. Subsequent ATM-L SRs along the path to the edge of the ATM label
switching region increment the hop count before forwarding the Label Regquest message to the next hop.

When an ATM LSR receives a Label Request message, it does not send a Label Mapping message in
response, nor does it propagate the request to the destination next hop if the hop count value in the
request equals or exceeds the maxhops value. Instead, the ATM L SR returns an error message that
specifies that the maximum allowable hop count has been reached. This threshold is used to prevent
forwarding loops in the setting up of label switch paths across an ATM region.

Examples The following example sets the hop count limit to 10:
Rout er (config)# npls | dp maxhops 10
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Related Commands  Command Description
mpls ldp router-id Specifies a preferred interface for determining the LDP router ID.
show mplsatm-ldp Displays specified entries from the ATM label binding database.
bindings

show mplsip binding Displays specified information about label bindings learned by LDP.
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mpls ldp neighbor implicit-withdraw

To configure the advertisement of a new label for a Forwarding Equivalence Class (FEC) without the
withdrawal of the previously advertised label, use the mplsldp neighbor implicit-withdraw command
in global configuration mode. To disable this option for the specified neighbor, use the no form of this
command.

mplsldp neighbor [vrf vpn-name] ip-addr implicit-withdraw

no mplsldp neighbor [vrf vpn-name] ip-addr [implicit-withdraw]

Syntax Description vrf vpn-name (Optional) VPN routing and forwarding instance for the specified neighbor.
ip-addr Router ID (IP address) that identifies a neighbor.
Defaults When the vrf keyword is not specified in this command, the label distribution protocol (LDP) neighbor

is configured in the default routing domain.

If this command is not configured, when it is necessary for LDP to change the label it has advertised to
a neighbor for some prefix, it will withdraw the previously advertised label before advertising the new
label to the neighbor.

For the no form of the command, if the implicit-withdraw keyword is not specified, all configuration
information for the specified neighbor reverts to the defaults and the neighbor record is del eted.

Command Modes Global configuration

Command History Release Modification
12.0(21)ST This command was modified to add the implicit-withdraw keyword.
12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.0(23)S This command was implemented on the Cisco 10000(PRE-1) router.
12.2(13)T This command was implemented on the Cisco 2600 and 3600 routers.
12.2(14)S This command was implemented on the Cisco 7200 and 7500 series routers

and integrated into Cisco 10S Release 12.2(14)S.

12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco 10S Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.
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Usage Guidelines By default, in Cisco 10S Release 12.0(21)ST and later, LDP withdraws the previously advertised |abel
by using a withdraw message before advertising a new label for a FEC. In Cisco |0S releases prior to
12.0(21)ST, LDP did not withdraw a previously advertised label before advertising a new label for a
FEC. In those older releases, the new label advertisement served as an implied withdraw and LDP did
not send awithdraw message. To cause LDP now to operate asit did in releases before Cisco 10Srelease
12.0(21)ST—that is, to make LDP now advertise a new label for a FEC without first withdrawing the
previously advertised |abel—use this command’s implicit-withdraw keyword.

Router(config)# npls |dp neighbor 10.10.10.10 inplicit-w thdraw
Using the implicit-withdraw keyword avoids generating the overhead from an exchange of |abel
withdraw and label release messages.

To disable the implicit-withdraw option, use the no form of the command with the implicit-withdraw
keyword. This returns the router to the default, which requires that LDP withdraw the previously
advertised label for a FEC before advertising a new label.

Rout er (config)# no npls |dp nei ghbor 10.10.10.10 inplicit-w thdraw

Examples In the following example, LDP does not send alabel-withdraw message to the neighbor whose router 1D
i$10.10.10.10 when a need exists to change the previously advertised label for a FEC:

Router(config)# npls |dp neighbor 10.10.10.10 inplicit-w thdraw

Related Commands  Command Description
mpls Idp neighbor Configures a password key for computing MD5 checksums for the session
password TCP connection with the specified neighbor.
mpls |dp neighbor Sets up atargeted session with the specified neighbor.
targeted
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mpls Idp neighbor labels accept

To configure a label switching router (LSR) to filter label distribution protocol (L DP) inbound |abel
bindings from a particular LDP peer, use the mpls Idp neighbor labels accept command in global
configuration mode. To disable this feature, use the no form of this command.

mplsldp neighbor [vrf vpn-name] nbr-address labels accept acl

no mplsldp neighbor [vrf vpn-name] nbr-address labels accept acl

Syntax Description

Defaults

Command Modes

vrf vpn-name (Optional) Specifies VPN routing and forwarding instance (vpn-name) for
accepting labels.

nbr-address Specifies address of the LDP peer whose advertisements are to be filtered.

labels accept acl Specifies the prefixes (access control list) that are acceptable (permitted).

If the vrf keyword is not specified, the specified LDP neighbor is configured in the default routing
domain.

Global configuration

Command History

Usage Guidelines

Release Modification

12.0(26)S This command was introduced.

12.2(25)S This command was integrated into Cisco 10S Release 12.2(25)S.
12.3(14)T This command was integrated into Cisco |OS Release 12.3(14)T.
12.2(18)SXE This command was integrated into Cisco |0S Release 12.2(18)SXE.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.

The specified ACL is used to filter label bindings advertised by the specified neighbor. If the prefix part
of the label binding is permitted by the ACL, the router will accept the binding. If the prefix is denied,
the router will not accept or store the binding.

This functionality is particularly useful when two different entities manage peer LSRs; that is, the
recipient cannot perform filtering by altering the configuration of the sender. Thisis likely to occur in
an Multiprotocol Label Switching (MPLS) virtual private network (VPN) that is using the LDP-based
Carrier Supporting Carrier (CSC) feature. In that situation, the backbone carrier may want to restrict the
set of label bindings that its provider edge (PE) router may learn from an adjacent customer edge (CE)
router that a customer carrier operates.

When inbound label binding filtering is configured, certain configuration changes may require a router
to retain bindings that it previously discarded. For example:

¢ Inbound filtering is disabled.
¢ Aninbound filtering ACL is redefined to be less restrictive.
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Note

Examples

A router does not maintain a record of the set of bindings it previously discarded. Therefore, it cannot
ask its neighborsto readvertise just those bindings. In addition, LDP (as defined by RFC 3036) does not
provide a means for a router to signal its neighbors to readvertise all label bindings. Consequently, to
relearn label bindings following such configuration changes, you must reset the L DP session or sessions
by using the clear mplsIdp neighbor command.

The mplsIdp neighbor labels accept command has no effect on an LC-ATM interface. Such an
interface behaves as though this command had not been executed. The mpls |dp request-labels ACL
command, which is supported for LC-ATM, controls which label bindings are requested (accepted) from
neighbors.

Thefollowing example specifiesthat the L SR accepts inbound label bindingsfrom neighbor 10.19.19.19
in vrf vpnl for prefixes permitted by the ACL named aclone:

Router(config)# npls |dp neighbor vrf vpnl 10.19.19.19 |abel accept aclone

Related Commands

Command Description

clear mplsldp neighbor Forcibly resets an LDP session.

mpls |dp advertise-labels Controls the distribution of locally assigned (incoming) labels by
means of LDP.

show ip accesslist Displays the list of configured access lists and their definitions.

show mplsldp neighbor Displays the status of the LDP sessions.
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mpls Idp neighbor password

To configure a password for computing message digest algorithm 5 (MD5) checksums for the session
TCP connection with the specified neighbor, use the mpls Idp neighbor password command in global
configuration mode. To disable this option for the specified neighbor, use the no form of this command.

mplsldp neighbor [vrf vpn-name] ip-address passwor d password

no mplsldp neighbor [vrf vpn-name] ip-address [password password]

Syntax Description

Defaults

Command Modes

vrf vpn-name
ip-address
password

(Optional) VPN routing and forwarding instance for the specified neighbor.
Router ID (IP address) that identifies a neighbor.

Password used for computing MD5 checksums for the session TCP
connection with the specified neighbor.

Unless the TCP MD5 Signature Option is explicitly configured with the password for session TCP
connections, the option is not used.

When the vrf name is not specified in this command, the Label Distribution Protocol (LDP) neighbor is
configured in the default routing domain.

For the no form of the command, if the password is not specified, all configuration information for the
specified neighbor reverts to the defaults and the neighbor record is del eted.

Global configuration

Command History

Release Modification
12.0(10)ST This command was introduced.
12.0(14)ST This command was modified to reflect MPLS VPN support for LDP.
12.1(2)T This command was integrated into Cisco |0S Release 12.1(2)T.
12.1(89)E This command was integrated into Cisco |OS Release 12.1(8a)E.
12.2(2)T This command was integrated into Cisco 10S Release 12.2(2)T.
122(4)T This command was integrated into Cisco |0S Release 12.2(4)T.
12.2(8)T This command was integrated into Cisco 10S Release 12.2(8)T.
12.0(21)ST This command was integrated into Cisco |10S Release 12.0(21)ST.
12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.0(23)S This command was integrated into Cisco 10S Release 12.0(23)S.
12.2(13)T This command was integrated into Cisco |OS Release 12.2(13)T.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.25X This command is supported in the Cisco |0S Release 12.2SX train. Support
in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.
12.0(33)S This command was integrated in Cisco |OS Release 12.0(33)S.
12.2(33)SB This command was integrated in Cisco |OS Release 12.2(33)SB.
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Usage Guidelines You can invoke authentication between two LDP peers, verifying each segment sent on the TCP
connection between the peers. To do so, you must configure authentication on both L DP peers using the
same password; otherwise, the peer session is not established.

The authentication capability uses the MD5 algorithm. M D5, an algorithm used in conjunction with
SNMP, verifies the integrity of the communication, authenticates the origin of the message, and checks
for timeliness.

Invoking the mpls ldp neighbor password command causes the generation and checking of the MD5
digest for every segment sent on the TCP connection.

Configuring a password for an LDP neighbor causes an existing LDP session to be torn down and a new
session to be established.

If arouter has a password configured for a neighbor, but the neighbor router does not have a password
configured, a message such as the following appears on the console while the two routers attempt to
establish an LDP session:

%I CP- 6- BADAUTH. No MD5 digest from[peer's |IP address]: 11003 to [local router's
| P address]: 646

Similarly, if the two routers have different passwords configured, a message such as the following
appears on the console:

%I CP- 6- BADAUTH: I nvalid MD5 digest from[peer's |IP address]: 11004 to [local router's
| P address]: 646

Examples In the following example, the password (passwordl) is configured as the password for use with MD5 for
the neighbor whose router 1D is 139.27.0.15:

Rout er (config)# npls |dp neighbor 139.27.0.15 password passwordl

In the following example, the password (passwordl) is configured as the password for use with MD5 for
the LDP neighbor having router 1D 4.4.4.4 in the VPN routing and forwarding instance named vpnl:

Rout er(config)# npls |dp neighbor vrf vpnl 4.4.4.4 password passwordl

Related Commands  Command Description
mpls Idp neighbor Configures the advertisement of a new label for a FEC without the
implicit-widthdraw withdrawal of the previously advertised label.
mpls |dp neighbor Sets up atargeted session with the specified neighbor.
targeted
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mpls Idp neighbor targeted

To set up atargeted session with a specified neighbor, use the mplsidp neighbor targeted command in
global configuration mode. To disable a targeted session, use the no form of this command.

mplsldp neighbor [vrf vpn-name] ip-addr targeted [Idp | tdp]

no mplsldp neighbor [vrf vpn-name] ip-addr [targeted [Idp | tdp]]

Syntax Description

Defaults

Command Modes

vrf vpn-name (Optional) VPN routing and forwarding (VRF) instance for a specified
neighbor.

ip-addr Router ID (IP address) that identifies a neighbor.

Idp (Optional) Specifies Label Distribution Protocol (LDP) as the label protocol
for the targeted session.

tdp (Optional) Specifies Tag Distribution Protocol (TDP) asthelabel protocol for

the targeted session.

When the tar geted keyword is not specified, atargeted session is not set up with the neighbor.
For the no form of the command, if the tar geted keyword is not specified, all configuration information
for the specified neighbor reverts to the defaults and the neighbor record is deleted.

Global configuration

Command History

Usage Guidelines

Release Modification

12.0(22)S This command was introduced.

12.2(13)T This command was integrated into Cisco |OS Release 12.2(13)T.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco 10S Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

If you do not specify the label protocol for the targeted session, the label protocol specified with the mpls
label protocol command is used. If the mplslabel protocol command is not configured, then LDPis
used for the targeted session.

Use the mplsIdp neighbor targeted command when you need to set up atargeted session and other
means of establishing targeted sessions do not apply, such as configuring mplsip on atraffic engineering
(TE) tunnel or configuring Any Transport over MPLS (AToM) virtual circuits (VCs). For example, you
would use this command to set up atargeted session between directly connected MPLS label switch
routers (LSRs) when MPLS label forwarding convergence time is an issue.
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The mpls|dp neighbor targeted command can improve label convergence time for directly connected
neighbor L SRswhen the links directly connecting them are down. When the links between the neighbor
LSRs are up, both the link and targeted Hellos maintain the LDP session. If the links between the
neighbor L SRs go down, the targeted Hellos maintain the session, allowing the LSRs to retain labels
learned from each other. When alink directly connecting the L SRs comes back up, the L SRs can
immediately reinstall labels for forwarding use without having to reestablish their LDP session and
exchange labels.

Examples In the following example, the router sets up atargeted session with the neighbor 10.10.10.10 using TDP
as the label protocol:

Rout er (config)# npls I dp neighbor 10.10.10.10 targeted

In the following example, the router sets up atargeted session with the neighbor 10.10.10.10 using LDP
as the label protocol:

Rout er (config)# npls | abel protocol |dp
Router (config)# npls | dp nei ghbor 10.10.10.10 targeted

Another way to set up atargeted session using L DP without changing the default label protocol is as
follows:

Rout er (config)# npls |dp nei ghbor 10.10.10.10 targeted | dp

Related Commands = Commands Description
mpls Idp neighbor Configures the advertisement of a new label for a FEC without the
implicit-widthdraw withdrawal of the previously advertised label.
mpls |dp neighbor Configure a password key for computing MD5 checksums for the session
password TCP connection with the specified neighbor.
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mpls Idp password fallback

To configure a message digest algorithm 5 (MD5) password for Label Distribution Protocol (LDP)
sessions with peers, use the mplsldp password fallback command in global configuration mode. To
remove the MD5 password, use the no form of this command.

mplsldp [vrf vrf-name] password fallback { key-chain keychain-name | [O | 7] password}

no mplsldp [vrf vrf-name] password fallback

Syntax Description

Defaults

Command Modes

vrf vrf-name (Optional) Specifies a Virtual Private Network (VPN) routing and
forwarding (VRF) instance configured on the label switch router (LSR).

key-chain (Optional) Specifies the name of the key chain used to specify the MD5 key

keychain-name that authenticates the exchange of bidirectional LDP traffic.

0|7 (Optional) Specifies whether the password that follows is encrypted:

e 0 specifies an unencrypted password.
e 7 specifies an encrypted password.

password Specifies the MD5 password to be used for the LDP sessions with peers
whose connections are established through a named VRF or the global
routing table.

The MD5 password for LDP is disabled.

Global configuration

Command History

Usage Guidelines

Release Modification

12.2(28)SB This command was introduced.

12.0(32)SY This command was integrated into Cisco 10S Release 12.0(32)SY.
12.0(33)S The key-chain keychian-name keyword-argument pair argument was added.
12.2(33)SRC This command was integrated in Cisco |OS Release 12.2(33)SRC.
12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.

This command specifies the default password for the VRF routing table. The VRF routing table nameis
specified by the vrf-name argument when you configure the vrf keyword for the command. If you do not
include the vrf keyword in the command, the command specifies the default password for the global
routing table. The password configured by this command is the password used for sessions between
peers, if neither of the following commands applies: the mplsldp neighbor password command or the
mpls Idp password option command.

If you configure atype 7 (encrypted) password, the password is saved in encrypted form.

If you configure atype O (clear-text) password, it can be saved in clear-text form or encrypted form,
depending on the status of the service passwor d-encryption command:
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¢ If theservice password-encryption command is enabled, then the type 0 password is converted and
saved in encrypted form.

e If the service password-encryption command is disabled, then the type O password is saved in
clear-text (nonencrypted) form.

When you enter a show running-config command, if the global service passwor d-encryption
command isenabled, apassword saved in clear-text formis converted into encrypted form, and displayed
and saved in encrypted form.

Examples Thefollowing example shows how to configure an MD5 password for an L DP session with peersin VRF
vpnl:

Rout er > enabl e

Rout er #

Rout er# configure term nal

Enter configurati on conmands, one per line. End with CNTL/Z.
Rout er (config)# npls Idp vrf vpnl password fall back secure
Router(config)# exit

Rout er #

The password, secure, would be encrypted. It is shown here as you would enter it on the command line.

Related Commands  Command Description

mpls |dp neighbor password Configures a password key for computing MD5 checksums for the
session TCP connection with the specified neighbor.

mpls Idp password option Configures an MD5 password for L DP sessions with neighbors whose
LDP router ID are permitted by a specified access list.

mpls |dp password required Specifies that LDP must use a password when establishing a session
between LDP peers.

mplsldp password rollover  Configures the duration before the new password takes effect on an

duration MPLSLSR.

service password-encryption Encrypts passwords.

show mpls|dp discovery Displays the status of the LDP discovery process.

show mpls|dp neighbor Displays the status of LDP sessions.

show mpls |dp neighbor Displays password information used in established LDP sessions.
password

show running-config Displaysthe contents of the currently running configuration file or the

configuration for a specific class map, interface, map class, policy
map, or VC class.
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mpls Idp password option

To configure a Message Digest 5 (MD5) password for Label Distribution Protocol (LDP) sessions with
neighbors whose LDP router IDs are permitted by a specified access list, use the mpls Idp password
option command in global configuration mode. To disable an MD5 password for LDP sessions with
neighbors whose LDP router IDs are permitted by a specified access list, use the no form of this

command.

mplsldp [vrf vrf-name] password option number for acl { key-chain keychain-name | [0 | 7]

password}

no mplsldp [vrf vrf-name] password option number

Syntax Description  vrf vrf-name

(Optional) Specifies a Virtual Private Network (VPN) routing and
forwarding instance (VRF) configured on the label switch router (LSR).

number The option number. A comparison of the number argument from several
commands by the software sets up the order in which LDP evaluates access
listsin the definition of a password for the neighbor. The valid rangeis 1 to
32767.
for acl Specifies the name of the access list that includes the LDP router IDs of
those neighbors for which the password applies. Only standard | P access
lists can be used for the acl argument.
key-chain Specifies the name of the key chain used to specify the MD5 key that
keychain-name authenticates the exchange of bidirectional LDP traffic.
0|7 (Optional) Specifies whether the password that follows is encrypted:
e 0 specifies an unencrypted password.
e 7 specifies an encrypted password.
password Specifies the MD5 password to be used for the specified LDP sessions.
Defaults The MD5 password for LDP is disabled.
Command Modes Global configuration
Command History Release Modification
12.2(28)SB This command was introduced.
12.0(32)SY This command was integrated into Cisco |10S Release 12.0(32)SY.
12.2(33)SRB This command was integrated into Cisco 10S Release 12.0(32)SRB.
12.0(33)S The key-chain keychian-name keyword-argument pair was added.
12.2(33)SRC This command was integrated in Cisco |OS Release 12.2(33)SRC.
12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.
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Usage Guidelines

Examples

This command specifies the password argument as the MD5 password for LDP sessions with neighbors
whose LDP router 1Ds are permitted by an access list specified in the acl argument. This password is
used if apassword is not specified by the mpls|ldp neighbor password command.

When a configuration includes multiple mpls Idp password option commands, the number argument
defines the order in which the command access lists are evaluated.

A configuration for a VRF can include zero, one, or more mpls Idp password option commands.

You can specify the passwords as unencrypted text or encrypted format (type 7). If you configure atype
7 password, the password is saved in encrypted form. If you configure atype O password, it can be saved
in unencrypted form or encrypted form, depending on the status of the service passwor d-encryption
command:

e If the service password-encryption command is enabled, the type 0 password is converted and
saved in encrypted form.

When you enter a show running-config command, if the global service passwor d-encryption
command is enabled, a password saved in unencrypted form is converted into encrypted form, and
displayed and saved in encrypted form.

¢ If the service password-encryption command is disabled, the type 0 password is saved in
unnencrypted form.

The following example shows how to configure an MD5 password for an L DP session with neighbors
whose LDP router I1Ds are permitted by access list 10:

Rout er > enabl e

Rout er #

Rout er# configure term nal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# npls | dp password option 6 for 10 passwordl
Router(config)# exit

Rout er #

The password, called passwordlin the above example, is unencrypted.

Related Commands

Command Description

mpls |dp neighbor password Configures a password key for computing MD5 checksums for the
session TCP connection with the specified neighbor.

mpls|dp password fallback Configures an MD5 password for LDP sessions with peers.

mpls |dp password required Specifiesthat L DP must use a password when establishing asession
between LDP peers.

mpls Idp password rollover Configures the duration before the new password takes effect on an
duration MPLSLSR.

service password-encryption  Encrypts passwords.

show running-config Displays the contents of the currently running configuration file or

the configuration for a specific class map, interface, map class,
policy map, or VC class.
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mpls ldp password required

To specify that Label Distribution Protocol (LDP) must use a password for an attempt to establish a
session between LDP peers, use the mpls |dp password required command in global configuration
mode. To remove the requirement that a password be used for a session with LDP, use the no form of
this command.

mplsldp [vrf vrf-name] password required [for acl]

no mplsldp [vrf vrf-name] password required [for acl]

Syntax Description

Defaults

Command Modes

vrf vrf-name (Optional) Specifies a Virtual Private Network (VPN) routing and
forwarding (VRF) instance configured on the label switch router (LSR).
for acl (Optional) Access list name or number that specifies a password is

mandatory only for L DP sessions with neighbors whose LDP router IDs are
permitted by the list. Only standard IP access lists can be used for the acl
argument.

If the vrf keyword is not specified in the command, the command applies to the global routing table.

Global configuration

Command History

Usage Guidelines

Release Modification

12.2(28)SB This command was introduced.

12.0(32)SY This command was integrated into Cisco 10S Release 12.0(32)SY.
12.0(33)S This command was integrated into Cisco 10S Release 12.0(33)S.
12.2(33)SRC This command was integrated in Cisco |OS Release 12.2(33)SRC.
12.4(20)T This command was integrated into Cisco |0S Release 12.4(20)T.

This command specifies that L DP must always use a password for an attempt to establish a session. If
LDP cannot determine the password to use for an LDP session with a neighbor, an LDP session is not
established.

The vrf keyword is available when you have configured a VRF on the LSR. If you specify a vrf-name
argument and a VRF with that name is not configured on the L SR, a warning message is displayed and
the command is discarded. If you remove a VRF, you also del ete the password configured for that VRF.

Each VRF or global routing table can have zero or one mpls|dp password required command.

Examples The following example shows how to specify that LDP must use a password for an attempt to establish
a session between LDP peers:
Rout er > enabl e
Rout er# configure term nal
Cisco 10S Multiprotocol Label Switching Command Reference
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Rout er (config)# npls | dp password required

Related Commands

Command

Description

mplsldp neighbor password

Configures a password key for computing MD5 checksums for the
session TCP connection with the specified neighbor.

mpls Idp password fallback

Configures an MD5 password for LDP sessions with peers.

mpls |dp password option

Configures an MD5 password for LDP sessions with neighbors
whose LDP router IDs are permitted by a specified access list.

mpls |dp password rollover
duration

Configures the duration before the new password takes effect on an
MPLSLSR.

service passwor d-encryption

Encrypts passwords.

show mpls|dp discovery

Displays the status of the LDP discovery process.

show mplsldp neighbor

Displays the status of LDP sessions

show mpls|dp neighbor
password

Displays password information used in established LDP sessions.

show running-config

Displays the contents of the currently running configuration file or
the configuration for a specific class map, interface, map class,
policy map, or VC class.

Jl_ Cisco 10S Multiprotocol Label Switching Command Reference

January 2010 |



mpls Idp password rollover duration

mpls ldp password rollover duration

To configure the duration before the new password takes effect on an MPLS label switch router (LSR),
use the mpls ldp password rollover duration command in global configuration mode. To disable
duration of a password rollover, use the no form of this command.

mplsldp [vrf vrf-name] password rollover duration minutes

no mplsldp [vrf vrf-name] password rollover duration minutes

Syntax Description

Defaults

Command Modes

vrf vrf-name (Optional) Specifies a Virtual Private Network (VPN) routing/forwarding
instance (VRF) configured on the label switch router (LSR).
minutes Specifies the time, in minutes, before password rollover occurs on this

router. The range is from 5 to 65535.

The MD5 password for LDP is disabled.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification

12.0(33)S This command was introduced.

12.2(33)SRC This command was integrated in Cisco |OS Release 12.2(33)SRC.
12.2(33)SB This command was integrated in Cisco |OS Release 12.2(33)SB.
12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.

A lossless password rollover takes effect after the configured duration when passwords are configured
without the use of a key chain.

The following example shows how to configure the duration before the new password takes effect on an
L SR so there is enough time to successfully change all the passwords on all of the routers. In this
example, a duration of 10 minutes is configured before the rollover occurs.

mpl s I dp password rollover duration 10

Related Commands

Command Description

mplsIdp neighbor password Configures a password key for computing MD5 checksums for the
session TCP connection with the specified neighbor.

mpls |dp password fallback Configures an MD5 password for LDP sessions with peers.

mplsIdp password option Configures an MD5 password for LDP sessions with neighbors
whose LDP router ID are permitted by a specified access list.
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Command Description

mpls |dp password required Specifiesthat L DP must use a password when establishing asession
between LDP peers.

service password-encryption  Encrypts passwords.

show mplsldp discovery Displays the status of the LDP discovery process.

show mpls Idp neighbor Displays the status of LDP sessions.

show mplsldp neighbor Displays password information used in established LDP sessions.
password

show running-config Displays the contents of the currently running configuration file or

the configuration for a specific class map, interface, map class,
policy map, or VC class.
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mpls ldp path-vector maxlength

To set the maximum number of router | Ds permitted in a path vector type, length, value (TLV) used to
perform path vector loop detection, use the mplsIdp path-vector maxlength command in global
configuration mode. To return the path vector maximum length to the default behavior, use the no form
of this command.

mplsldp path-vector maxlength number

no mplsldp path-vector maxlength

Syntax Description

Command Default

Command Modes

number Number from 0 to 254, inclusive, that defines the maximum number of
4-octet router Ds permitted in the path vector.

The default behavior configured with the no form of thiscommand isto track
and use the value set by the mpls ldp maxhops command (1 to 255).

A value of 0 disables the path-vector loop detection feature.

If you do not configure this command, the default path vector maximum length value is whatever value
isconfigured for the mplsldp maxhops command. If you reconfigure the maximum hops val ue, the path
vector maximum length value automatically changes to the new maximum hops value. If the mplsldp
maxhops command is not configured, the default value is 254.

Global configuration

Command History

Usage Guidelines

Release Modification

12.3(19) This command was introduced.

12.4(8) This command was integrated into Cisco 10S Release 12.4(8).
12.409)T This command was integrated into Cisco 10S Release 12.4(9)T.

When an ATM label switch router (LSR) initiates a request for a label binding, and path vector loop
detection is enabled, the request includes a path vector TLV that contains the router |D of the requesting
router. Subsequent ATM L SRs along the path to the edge of the ATM label switching region add their
router | Ds to the path vector before forwarding the Label Request message to the next hop.

When an ATM LSR receives a Label Request message, it does not send a Label Mapping message in
response, nor does it propagate the request to the destination next hop if aloop is detected by the path
vector feature. Instead, the ATM LSR returns an error message that specifies that aloop has been
detected. A loop is detected if either of the following occurs:

e The path vector length in the request equals or exceeds the configured Path Vector Limit value
configured by the mpls Idp path-vector maxlength command.

e Thereceiving ATM LSR findsits own router ID within the path vector list.
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Examples

Like the maximum hop count, the path vector limit threshold is used to prevent forwarding loops in the
setting up of label switch path (L SPs) across an ATM region.

If you configured the mpls|dp loop-detection command for ATM L SRsthat are sending and receiving
Label Request and Label Map messages, you might want to inhibit the use of the path vector for loop
detection (mplsldp path-vector maxlength O command).

To return the maximum path vector length to its default value, which is whatever value is configured for
the mplsldp maxhops command, use the no form of the mpls|sp path-vector maxlength command.

The following example shows how to set the maximum path vector length to 100 router I1Ds:

configure term nal

npl s | dp path-vector maxlength 100
exit

The following example shows the maximum path vector length set to 254, which is verified by you
looking at the output from the show mpls |dp parameters command or the show mpls|dp neighbors
detail command:

configure term nal

mpl s I dp path-vector maxl ength 254
exit

Rout er# show npls | dp paraneters

Protocol version: 1

Downstream | abel generic region: mn label: 16; nmax |abel: 100000
Session hold tinme: 180 sec; keep alive interval: 60 sec

Di scovery hello: holdtime: 15 sec; interval: 5 sec

Di scovery targeted hello: holdtinme: 90 sec; interval: 10 sec
Downstream on Demand max hop count: 4

Downstream on Demand Path Vector Limt: 254 I'Verifies maxi mum pat h-vector length is 254.
|

LDP for targeted sessions

LDP initial / maxi mum backoff: 15/120 sec

LDP | oop detection: on

Rout er #

Rout er# show npls | dp nei ghbor detail

Peer LDP ldent: 10.0.3.33:1; Local LDP Ident 10.0.2.93:1

TCP connection: 10.0.3.33.53366 - 10.0.2.93. 646

State: Oper; Msgs sent/rcvd: 132/123; Downstream on dermand

Up tinme: 00:24:27; U D 5; Peer Id O;

LDP di scovery sources:

Switchl.1; Src |IP addr: 10.0.3.33
hol dti me: 15000 ms, hello interval: 5000 ns

Peer hol dtine: 180000 ns; KA interval: 60000 nms; Peer state: estab

Clients: TC ATM

Pat h Vector Loop Detection Peer/Local: On/On

Path Vector Limt Peer/Local: 4/254 ! Verifies the maxi mum path-vector length is 254.
Rout er #
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Related Commands = Command Description
mpls ldp loop-detection Enables the LDP optional loop detection mechanism.
mpls ldp maxhops Limits the number of hops permitted in an L SP established by the
Downstream on Demand method of label distribution.
mpls |dp router-id Specifies a preferred interface for determining the LDP router ID.

show mplsldp neighbors  Displays the status of LDP sessions.

show mplsldp parameters Displays current LDP parameters.
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mpls ldp router-id

To specify a preferred interface for the Label Distribution Protocol (LDP) router 1D, use the mplsldp
router-id command in global configuration mode. To disable the interface from being used as the LDP
router |D, use the no form of this command.

mplsldp router-id [vrf vrf-name] interface [for ce]

no mplsldp router-id [vrf vrf-name] [interface [force]]

Cisco CMTS Routers

mpls|dp router-id gigabitethernet slot/subslot/port [force]

no mplsldp router-id gigabitethernet slot/subslot/port [force]

Syntax Description  vrf vrf-name

(Optional) Selects the interface as the LDP router 1D for the named Virtual
Private Network (VPN) routing and forwarding (V RF) table. The selected
interface must be associated with the named VRF.

interface

The specified interface to be used as the LDP router ID, provided that the
interface is operational .

gigabitethernet

Specifies the location of the Gigabit Ethernet interface.

slot/subslot/port
force (Optional) Alters the behavior of the mpls|dp router-id command, as
described in the “Usage Guidelines” section.
Command Default If the mplsldp router-id command is not executed, the router determinesthe LDP router ID asfollows:

1. The router examines the IP addresses of all operational interfaces.

2. If these IP addresses include loopback interface addresses, the router selects the largest |oopback
address as the LDP router ID.

3. Otherwise, the router selects the largest | P address pertaining to an operational interface as the

LDP router ID.

Command Modes Global configuration

Command History Release Modification
12.0(10)ST This command was introduced.
12.0(14)ST The for ce keyword was added.
12.1(2)T This command was integrated into Cisco |OS Release 12.1(2)T.
12.1(8a)E This command was integrated into Cisco |0S Release 12.1(8a)E.
12.0(22)S This command was integrated into Cisco |10S Release 12.0(22)S.
12.4(5) The vrf vrf-name keyword/argument pair was added.

12.2(33)SRA

This command was integrated into Cisco |10S Release 12.2(33)SRA.
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Release Modification

12.2(33)SB This command was integrated into Cisco 10S Release 12.2(33)SB.
12.2(33)SXI This command was integrated into Cisco |0S Release 12.2(33)SXI.
12.2(33)SCC This command was integrated into Cisco 10S Release 12.2(33)SCC.

Usage Guidelines Themplsldp router-id command allows you to use the I P address of an interface asthe LDP router ID.
The following steps describe the normal process for determining the LDP router 1D:
1. Therouter considers all the IP addresses of all operational interfaces.

2. If these addresses include loopback interface addresses, the router selects the largest loopback
address. Configuring a loopback address helps ensure a stable LDP ID for the router, because the
state of loopback addresses does not change. However, configuring a loopback interface and
I P address on each router is not required.

The loopback 1P address does not become the router ID of the local LDP ID under the following
circumstances:

- If the loopback interface has been explicitly shut down.

- If the mplsIdp router-id command specifies that a different interface should be used as the
LDP router ID.

If you use aloopback interface, make sure that the IP address for the loopback interface is
configured with a/32 network mask. In addition, make sure that the routing protocol in useis
configured to advertise the corresponding /32 network.

3. Otherwise, the router selects the largest interface address.

The router might select arouter 1D that is not usable in certain situations. For example, the router might
select an IP address that the routing protocol cannot advertise to a neighboring router.

The router implements the router ID the next time it is necessary to select an LDP router ID. The effect
of the command is delayed until the next time it is necessary to select an LDP router ID, which is
typically the next time the interface is shut down or the address is deconfigured.

If you use the for ce keyword with the mpls Idp router-id command, the router ID takes effect more
quickly. However, implementing the router ID depends on the current state of the specified interface:

e |f theinterfaceis up (operational) and its IP address is not currently the LDP router 1D, the LDP
router ID isforcibly changed to the | P address of the interface. Thisforced changein the LDP router
ID tears down any existing LDP sessions, releases label bindings learned viathe LDP sessions, and
interrupts MPLS forwarding activity associated with the bindings.

¢ If theinterfaceisdown, the LDProuter ID isforcibly changed to the | P address of theinterface when
theinterface transitionsto up. Thisforced changein the LDP router ID tears down any existing LDP
sessions, releases label bindings learned via the LDP sessions, and interrupts MPLS forwarding
activity associated with the bindings.

The following behaviors apply to the default VRF as well as to VRFs that you explicitly configure with
the vrf vrf-name keyword/argument pair:

¢ Theinterface you select as the router ID of the VRF must be associated with the VRF.

¢ If theinterfaceisno longer associated with the VRF, the mplsldp router-id command that usesthe
interface is removed.

¢ If the selected interface is deleted, the mpls |dp router-id command that uses the interface is
removed.
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¢ If you delete a VRF that you configured, the mplsIdp router-id command for the deleted VRF is
removed. The default VRF cannot be deleted.

Examples The following example shows that the POS2/0/0 interface has been specified as the preferred interface
for the LDP router ID. The IP address of that interface is used as the LDP router ID.

Router(config)# npls Idp router-id pos2/0/0

The following example shows that the Ethernet 1/0 interface, which is associated with the VRF vpn-1,
isthe preferred interface. The I P address of the interface is used as the LDP router ID.

Rout er (config)# npls Idp router-id vrf vpn-1 ethl/0

Related Commands = Command Description
show mplsIdp discovery Displays the status of the LDP discovery process.
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mpls ldp session protection

To enable Multiprotocol Label Switching (MPLS) Label Distribution Protocol (LDP) autoconfiguration
for existing LDP sessions or when new sessions are established, use the mpls Idp session protection
command in global configuration mode. To disable this feature, use the no form of this command.

mplsldp session protection [vrf vpn-name] [for acl] [duration {infinite | seconds}]

no mplsIdp session protection [vrf vpn-name] [for acl] [duration {infinite | seconds}]

Syntax Description vrf vpn-name (Optional) Specifies a VPN routing and forwarding instance (vpn-name) for
accepting labels. This keyword is available when the router has at least one
VRF configured.

for acl (Optional) Specifiesastandard I P access control list that containsthe prefixes
that are to be protected.
duration (Optional) Specifies the time that the LDP Targeted Hello Adjacency should

be retained after alink is lost.

Note If you use this keyword, you must select either the infinite keyword
or the seconds argument.

infinite Specifies that the LDP Targeted Hello Adjacency should be retained forever
after alink islost.
seconds Specifies the time in seconds that the LDP Targeted Hello Adjacency should

be retained after alink islost. The valid range of valuesis 30 to
2,147,483 seconds.

Defaults LDP sessions are not established.

Command Modes Global configuration

Command History Release Modification
12.0(30)S This command was introduced.
12.3(14)T This command was integrated into Cisco |OS Release 12.3(14)T.
12.2(28)SB This command was integrated into Cisco |10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco 10S Release 12.2(33)SXH.

Usage Guidelines This command is not supported under the following circumstances:
e With TDP sessions
¢ With extended access lists
e With LC-ATM routers
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If you issue the mpls Idp session protection command without the duration keyword, then session
protection is enabled for 86400 seconds (24 hours) meaning that the LDP Targeted Hello Adjacency is
retained for 24 hours after alink islost. Thisis the default timeout.

If you issue the mpls Idp session protection duration infinite command, then session protection is
enabled forever meaning that the LDP Targeted Hello Adjacency is retained forever after alink islost.

If you issue the mpls Idp session protection duration seconds command, then session protection is
enabled for the number of secondsindicated meaning that the LDP Targeted Hello Adjacency isretained
for that amount of time. For example, if you issued mplsldp session protection duration 100, then the
LDP Targeted Hello Adjacency is retained for 100 seconds after alink is lost.

Examples In the following example, MPLS LDP Autoconfiguration is enabled for LDP sessions for peers whose
router IDs are listed in access control list rtr4:

Router(config)# npls | dp session protection for rtr4

Related Commands  Command Description
clear mplsldp neighbor Forcibly resets an LDP session.
show mpls Idp neighbor Displays the contents of the LDP.
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mpls ldp sync

Syntax Description

Command Default

Command Modes

To enable Multiprotocol Label Switching (MPLS) Label Distribution Protocol (LDP)-Interior Gateway
Protocol (IGP) synchronization on interfaces for an Open Shortest Path First (OSPF) process or an
Intermediate System-to-Intermediate System (1S-1S) process, use the mpls|dp sync command in router
configuration mode. To disable this feature, use the no form of this command.

mplsldp sync

no mplsldp sync

This command has no arguments or keywords.

MPLS LDP-IGP synchronization is not enabled on interfaces bel onging to the OSPF or |S-1S processes.

Router configuration

Command History

Usage Guidelines

Examples

Release Modification

12.0(30)S This command was introduced.

12.3(14)T This command was integrated into Cisco |OS Release 12.3(14)T.

12.0(32)SY This command is supported on interfaces running 1S-1S processes in
Cisco |0S Release 12.0(32)SY.

12.2(33)SRB This command was integrated into Cisco 10S Release 12.2(33)SRB.

12.2(33)SB This command was integrated into Cisco 10S Release 12.2(33)SB.

If the mplsIdp sync command is configured, you cannot enter the global no mplsip command. If you
want to disable LDP synchronization, you must enter the no mpls Idp igp sync command first.

The mplsIdp sync command is supported with OSPF or |S-I1S. Other |GPs are not supported.

In the following example, MPLS LDP-1GP synchronization is enabled for an OSPF process or an 1S-1S
process:

Rout er (config-router)# npls Idp sync

Related Commands

Command Description

mplsldp igp sync Enables MPL S L DP-1GP synchronization on an interface that belongs
to an OSPF process.

no mplsip Disables hop-by-hop forwarding.
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Command Description

show isis mplsldp Displays synchronization and autoconfiguration information about
interfaces belonging to 1S-1S processes.

show mpls|dp igp sync Displays the status of the MPLS LDP-1GP synchronization process.
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mpls ldp tcp pak-priority

Syntax Description

Defaults

Command Modes

To give high priority to Label Distribution Protocol (LDP) messages sent by arouter locally using
Transmission Control Protocol (TCP) connections, use the mplsldp tcp pak-priority command in
global configuration mode. To keep L DP messages at normal priority, use the no form of this command.

mplsldp tcp pak-priority

no mpls|dp tcp pak-priority

This command has no arguments or keywords.

This command is disabled.

Global configuration

Command History

Usage Guidelines

Note

Examples

Release Modification
12.3 This command was introduced.

This command allows you to set high priority for LDP messages sent by a router locally using TCP
connections.

During heavy network traffic, LDP session keepalive messages can be dropped from the outgoing
interface output queue. As aresult, keepalives can timeout causing LDP sessions to go down.

First, to avoid session loss due to keepalive timeouts, configure the quality of service (QoS) and
differentiated services code point (DSCP) for packets with type of service (ToS) bits set to 6. This
configuration guaranteesthat packets with a ToS bit precedence value of 6 receive a specified percentage
of the bandwidth of the designated outgoing links. Second, if you still experience a problem, use the
mplsldp tcp pak-priority command.

Previously established LDP sessions are not affected when you issue the mpls Idp tcp pak-priority or
the no mpls|dp tcp pak-priority command.

The following example gives LDP session messages sent by a router high priority locally:
Router(config)# npls Idp tcp pak-priority

Related Commands

Command Description
class-map Creates a class map to be used for matching packets to a specified class.
debug mplsldp Displays information about the TCP connections used to support LDP

transport connections  sessions.
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Command Description

match ip precedence Identifies | P precedence values as match criteria.

match mpls Configures a class map to use the specified value of the EXP field as a
experimental match criterion.

policy-map Creates or modifies a policy map that can be attached to one or more

interfaces to specify a service policy.
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mpls load-balance per-label

Syntax Description

Defaults

Command Modes

To enable the load balancing for the tag-to-tag traffic, use the mpls load-balance per-label command
in global configuration mode. To return to the default settings, use the no form of this command.

mpls load-balance per-label

no mplsload-balance per-label

This command has no arguments or keywords.

Disabled

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.2(17b)SXA  Support for this command was introduced on the Supervisor Engine 720.

12.2(17d)SXB  Support for this command on the Supervisor Engine 2 was extended to
Release 12.2(17d)SXB.

12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.

When you enable |oad balancing for the tag-to-tag traffic, the traffic is balanced based on the incoming
label (per prefix) among Multiprotocol Label Switching (MPLS) interfaces. Each MPLS interface
supports an equal number of incoming labels.

You can use the show mplsttfib command to display the incoming label (indicated by an asterisk) that
isincluded in the load balancer.

This example shows how to enable the load balancing for the tag-to-tag traffic:
Rout er (config)# npls | oad-bal ance per-|I abel

Rout er (confi g) #

This example shows how to disable the load balancing for the tag-to-tag traffic:

Rout er (config)# no npls | oad-bal ance per-1 abel
Rout er (confi g) #

Related Commands

Command Description

show mpls ttfib Displays information about the MPLS TTFIB table.
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mpls mtu

To set the per-interface Multiprotocol Label Switching (MPLS) maximum transmission unit (MTU) for
labeled packets, use the mpls mtu command in interface configuration mode. To restore the default, use
the no form of this command.

mpls mtu [override] bytes

no mpls mtu

Syntax Description

Command Default

Command Modes

override  (Optional) Allowsyou to set the MPLS MTU value higher than the interface MTU value
oninterfaces (such as Ethernet) that have a default interface MTU value of 1580 or |ess.
Theoverride keyword isnot available for interface types that do not have adefault MTU
value of 1580 or less.

bytes The MTU in bytes includes the label stack in the value.

The default MPLS MTU isthe MTU configured for the interface.

Interface configuration (config-if)

Command History

Release Modification

11.1CT This command was introduced.

12.1(3)T This command was modified to incorporate new MPLS terminol ogy.
12.2(25)S The command changed the maximum allowable MPLS MTU values. Seethe

“Usage Guidelines for Cisco |0S Release 12.2(25)S" section for more
information.

12.2(27)SBC

The command changed so that you cannot set the MPLS MTU value larger
than the interface MTU value. The override keyword was introduced. See
the “Usage Guidelines for Cisco |0OS Release 12.2(27)SBC, 12.2(33)SRA,
12.4(11)T, 12.2(33)SXH, and L ater Releases” section for more information.

12.(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.4(11)T This command was integrated into Cisco |10S Release 12.4(11)T.
12.2(33)SXH This command was integrated into Cisco 10S Release 12.2(33)SXH.
12.2(33)SCA This command was integrated into Cisco 10S Release 12.2(33)SCA.
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Usage Guidelines for Cisco 10S Release 12.2(25)S

Caution

Although you can set the MPLS MTU to avalue greater than the interface MTU, set the MPLSMTU
less than or equal to the interface MTU to prevent data corruption, dropped packets, and high CPU
conditions. A best practiceisto set theinterface M TU of the core-facing interface to avalue greater than
either the IP MTU or interface MTU of the edge-facing interface.

If the interface MTU isless than 1524 bytes, you can set the maximum MPLS MTU to 24 bytes more
than the interface MTU. For example, if the interface MTU is set to 1510 bytes, then you can set the
maximum MPLS MTU to 1534 bytes (1510 + 24).

If theinterface MTU is greater than or equal to 1524 bytes, then you can set the maximum MPLS MTU
as high as the interface MTU. For example, if the interface MTU is set to 1600 bytes, then you can set
the MPLS MTU to amaximum of 1600 bytes. If you set the MPLS MTU higher than the interface MTU,
traffic is dropped.

For interfaces that do not allow you to configure the interface MTU value and the interface MTU is
1500 bytes, the MPLS MTU range is from 64 to 1524 bytes.

If you upgrade to Cisco |0S Release 12.2(25)S from an earlier release and you have an MPLS MTU
setting that does not conform to these guidelines, the system does not accept the MPLS MTU setting. If
this happens, reconfigure the MPLS MTU setting to conform to the guidelines.

Usage Guidelines for Cisco 10S Release 12.2(27)SBC, 12.2(33)SRA, 12.4(11)T, 12.2(33)SXH, and Later Releases

In Cisco 10S Release 12.2(27)SBC, 12.2(33)SRA, 12.4(11)T, 12.2(33)SXH, and later releases, you
cannot set the MPLS MTU value larger than the interface MTU value. Thisisto prevent conditions such
as dropped packets, data corruption, and high CPU rates.

e |f you attempt to set the MPLS MTU value higher than the interface MTU value, the software
displays the following error, which reminds you to set the interface MTU to a higher value before
you set the MPLS MTU value:

% Pl ease increase interface nmtu to xxxx and then set npls ntu

¢ |f you have an interface with a default interface MTU value of 1580 or less (such as an Ethernet
interface), the mpls mtu command provides the override keyword, which allows you to set the
MPLS MTU value higher than the interface MTU value. The override keyword is not available for
interface types that do not have a default interface MTU value of 1580 or less.

A
Note  Theoverride keyword is supported in 12.2(27)SBC, 12.2(33)SRA, 12.4(11)T, 12.2(33)SXH,
and later releases.

¢ |f you have configuration fileswith MPLSMTU valuesthat arelarger than theinterfaceMTU values
and you upgrade to Cisco |0S Release 2.2(27)SBC, 12.2(33)SRA, 12.4(11)T, 12.2(33)SXH, or a
later release, the software does not change the MPLS MTU value. When you reboot the router, the
software accepts whatever values are set for the MPLS MTU and the interface MTU. The following
error message is displayed during system initialization:
Setting the npls nmtu to xxxx on interface x/x, which is higher than the interface MIU
xxxX. This could | ead to packet forwarding problens including packet drops.

Set the MPLS MTU values lower than the interface MTU values.
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A

Caution If you do not set the MPLS MTU less than or equal to the interface MTU, data corruption, dropped
packets, and high CPU conditions can occur.

¢ Changing theinterface M TU can also modify the [P MTU, Connectionless Network Service (CLNS)
MTU, and other MTU values, if they depend on the value of the interface MTU. The Open Shortest
Path First (OSPF) routing protocol requires that the IP MTU values match on both ends of the link.
Similarly, the Intermediate System-to-I ntermediate System (1 S-1S) routing protocol requiresthat the
CLNS MTU values match on both ends of the link. If the values on both ends of the link do not
match, 1S-1S or OSPF cannot complete its initialization.

General Usage Guidelines

¢ ATM interfaces cannot accommodate packets that exceed the Segmentation and Reassembly (SAR)
buffer size, because |abel s are added to the packet. The bytes argument refersto the number of bytes
in the packet before the addition of any labels. If each label is 4 bytes, the maximum value of bytes
on an ATM interfaceisthe physical MTU minus 4*x bytes, where x isthe number of label s expected
in the received packet.

o If alabeled IPv4 packet exceedsthe MPLS MTU size for the interface, Cisco 10S software
fragments the packet. If alabeled non-1Pv4 packet exceeds the MPLS MTU size, the packet is
dropped.

¢ All devices on a physical medium must have the same MPLS MTU value in order for MPLS to
interoperate.

e The MTU for labeled packets for an interface is determined as follows:

— If the mpls mtu bytes command has been used to configurean MPLS MTU, the MTU for
labeled packets is the bytes value.

— Otherwise, the MTU for labeled packetsis the default MTU for the interface.

¢ Because labeling a packet makes it larger due to the label stack, you may want the MPLSMTU to
belarger thantheinterfaceMTU or IPMTU in order to prevent the fragmentation of labeled packets,
which would not be fragmented if they were unlabeled. In Cisco 10S Release 12.2(25)S and later
releases, the MPLS MTU cannot be larger than the interface MTU.

¢ Changing theinterface MTU value (using the mtu interface configuration command) can affect the
MPLS MTU of the interface. If the MPLS MTU value is the same as the interface MTU value (this
is the default), and you change the interface MTU value, the MPLS MTU value will automatically
be set to thisnew MTU as well. However, the reverse is not true; changing the MPLS MTU value
has no effect on the interface MTU.

Examples The following example shows how to set the interface MTU value and MPLS MTU value for a serial
interface:

interface Serial 4/0

ntu 1520

i p unnunbered LoopbackO
mpls ntu 1510

npls traffic-eng tunnels
nmpls ip

serial restart-delay O

ip rsvp bandw dth 2000 2000
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The following example shows how to set the maximum label ed packet size for the FastEthernet interface
to 1508, which is common in an MPLS core carrying MPLS Virtual Private Network (VPN) traffic:
interface FastethernetO

mpls ntu override 1508

Related Commands  Command Description

mtu Sets the MTU size for the interface.
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mpls netflow egress

To enable Multiprotocol Label Switching (MPLS) egress NetFlow accounting on an interface, use the
mpls netflow egress command in interface configuration mode. To disable MPL S egress NetFlow
accounting, use the no form of this command.

mpls netflow egress

no mpls netflow egress

Syntax Description ~ This command has no arguments or keywords.

Command Default This command is disabled.

Command Modes Interface configuration (config-if)

Command History Release Modification
12.0(10)ST This command was introduced.
12.1(5)T This command was integrated into Cisco |0OS Release 12.1(5)T.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

12.2(33)SCA This command was integrated into Cisco 10S Release 12.2(33)SCA.

Usage Guidelines Use this command to configure the provider edge (PE) to customer edge (CE) interface of a PE router.

Examples The following example shows how to enable MPLS egress NetFlow accounting on the egress PE
interface that connects to the CE interface at the destination Virtual Private Network (VPN) site:

Rout er (config-if)# npls netflow egress

Related Commands = Command Description
debug mpls netflow Enables debugging of MPLS egress NetFlow accounting.
show mpls Displays a message that the quick flag is set for all prefixes learned from
forwarding-table the MPLS egress NetFlow accounting enabled interface.

show mplsinterfaces Displays the value of the output_feature_state.
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Syntax Description

Command Default

Command Modes

mplsoam WM

To enter MPLS OAM configuration mode for customizing the default behavior of echo packets, use the
mpls oam command in global configuration mode. To disable MPLS OAM functionality, use the no
format of this command.

mpls oam

no mpls oam

This command has no arguments or keywords.

Customizing the default behavior of echo packetsis disabled.

Global configuration (config)

Command History

Usage Guidelines

Release Modification

12.4(6)T This command was introduced.

12.0(32)SY This command was integrated into Cisco |0S Release 12.0(32)SY.
12.4(11)T The no and default keywords were removed.

12.2(31)SB2 This command was integrated into Cisco |OS Release 12.2(31)SB2.
12.2(33)SRB This command was integrated into Cisco |10S Release 12.2(33)SRB.
12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.
12.2(33)SXI This command was integrated into Cisco |10S Release 12.2(33)SXI.

After you enter the mpls oam command, you can enter the echo command in MPLS OAM configuration
mode to specify the revision number of the echo packet’s default val ues or to send the vendor’s extension
type, length, values (TLVs) with the echo packet.

Examples The following example enters MPLS OAM configuration mode for customizing the default behavior of
echo packets:
mpl s oam
Related Commands = Command Description
echo Customi zes the default behavior of echo packets.
ping mpls Checks MPLS L SP connectivity.
trace mpls Discovers MPLS LSP routes that packets will actually take when

traveling to their destinations.
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mpls prefix-map
~

Note  Effective with Cisco IOS Release 12.4(20)T, the mpls prefix-map command is not available in
Cisco | OS software.

To configure a router to use a specified quality of service (QoS) map when alabel destination prefix
matches the specified access list, use the mpls prefix-map command in ATM subinterface submode.

mpls prefix-map prefix-map access-list access-list cos-map cos-map

Syntax Description prefix-map Unique number for a prefix map.
access-list access list Unique number for asimple | P access list.
COos-map cos-map Unique number for a QoS map.

Defaults No access list is linked to a QoS map.

Command Modes ATM subinterface submode (config-subif)

Command History Release Modification
12.05)T This command was introduced.
12.0(10)ST This command was modified to reflect Multiprotocol Label Switching

(MPLYS) Internet Engineering Task Force (IETF) syntax and terminology.

12.2(2)T This command was integrated into Cisco |0S Release 12.2(2)T.
12.4(20)T This command was removed.

Usage Guidelines This mpls prefix-map command links an access list to a QoS map when alabel distribution prefix
matches the specified access list.

Examples The following example shows how to link an access list to a QoS map:

Rout er (confi g-subif)# npls prefix-map 55 access-list 55 cos-map 55

Related Commands = Command Description

show mpls prefix-map Displays the prefix map used to assign a QoS map to network prefixes that
match a standard | P access list.

Cisco 10S Multiprotocol Label Switching Command Reference
= Jansary 2010 |



mpls request-labels for

mpls request-labels for

N

Note

Effective with Cisco |OS Release 12.4(20) T, the mpls request-labels for command is not available in
Cisco | OS software.

To restrict the creation of |abel switched paths (L SPs) through the use of access lists on the label switch
controller (LSC) or label edge router (LER), use the mpls request-labels for command in global
configuration mode. To restrict the creation of L SPs through the use of access lists on the LSC or LER,
use the no form of this command.

mplsrequest-labels for access-list

no mplsrequest-labels for

Syntax Description

Defaults

Command Modes

access-list A named or numbered standard | P access list.

No LSPs are created using access lists on the LCS or LER.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification

12.1(5)T This command was introduced.

12.2(0)T This command was updated to reflect the Multiprotocol Label Switching
(MPLS) Internet Engineering Task Force (IETF) terminology.

12.4(20)T This command was removed.

The command includes the following usage guidelines:
¢ You can specify either an access list number or name.

¢ When you create an access list, the end of the access list contains an implicit deny statement for
everything if it did not find a match before reaching the end.

¢ If you omit the mask from an IP host address access list specification, 0.0.0.0 is assumed to be the
mask.

The following example shows how to prevent headend label switched controlled virtual circuits (LV Cs)
from being established from the LSC to all 192.168.x.x destinations. The following commands are added
to the LSC configuration:

Router(config)# npls request-labels for 1
Rout er (config)# access-list 1 deny 192.168.0.0 0.255. 255. 255
Rout er (config)# access-list 1 permt any
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Related Commands  Command Description
access list Creates access lists.
ip access-list Permits or denies access to | P addresses.
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mpls static binding ipv4

To bind a prefix to alocal or remote label, use the mpls static binding ipv4 command in global
configuration mode. To remove the binding between the prefix and label, use the no form of this
command.

mpls static binding ipv4 prefix mask {label | input label | output nexthop { explicit-null |
implicit-null | label}}

no mpls static binding ipv4 prefix mask {1abel | input label | output nexthop { explicit-null |
implicit-null | label}}

Syntax Description prefix mask Specifies the prefix and mask to bind to alabel. (When you do not use the
input or output keyword, the specified label is an incoming label.)

Note  Without the arguments, the no form of the command removes all

static bindings.
label Binds a prefix or amask to alocal (incoming) label. (When you do not use
the input or output keyword, the specified label is an incoming label.)
input label Binds the specified label to the prefix and mask as alocal (incoming) label.
output nexthop Binds the Internet Engineering Task Force (IETF) Multiprotocol Label
explicit-null Switching (MPLS) IPv4 explicit null 1abel (0) as aremote (outgoing) label.
output nexthop Binds the IETF MPLS implicit null label (3) as a remote (outgoing) label.

implicit-null
output nexthop label Binds the specified label to the prefix/mask as a remote (outgoing) label.

Command Default Prefixes are not bound to local or remote |abels.

Command Modes Global configuration

Command History Release Modification
12.0(23)S This command was introduced.
12.3(140)T This command was integrated into Cisco |OS Release 12.3(14)T.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco 10S Release 12.2(33)SXH.
12.2(33)SB This command was integrated into Cisco 10S Release 12.2(33)SB.
XE Release 2.2 This command was integrated into Cisco |0S XE Release 2.2. The

command output changed.

Usage Guidelines The mpls static binding ipv4 command pushes bindings into Label Distribution Protocol (LDP). LDP
then needs to match the binding with aroute in the Routing Information Base (RIB) or Forwarding
Information Base (FIB) before installing forwarding information.
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The mpls static binding ipv4 command installs the specified bindingsinto the LDP Label Information
Base (LIB). LDPwill install the binding labelsfor forwarding useif or when the binding prefix or mask
matches a known route.

Static label bindings are not supported for local prefixes, which are connected networks, summarized
routes, default routes, and supernets. These prefixes use implicit-null or explicit-null as the local label.

If you do not specify the input or output keyword, input (local label) is assumed.
For the no form of the command:

¢ If you specify the command name without any keywords or arguments, all static bindings are
removed.

» Specifying the prefix and mask but no label parameters removes all static bindings for that prefix or
mask.

Examples In the following example, the mpls static binding ipv4 command configures a static prefix and label
binding before the label range is reconfigured to define a range for static assignment. The output of the
command indicates that the binding has been accepted, but cannot be used for MPL S forwarding until
you configure a range of labels for static assignment that includes that label.

Rout er# configure term nal

Enter configurati on conmands, one per line. End with CNTL/Z.
Rout er (config)# npls static binding ipv4d 10.0.0.0 255.0.0.0 55

% Specified | abel 55 for 10.0.0.0/8 out of configured

% range for static |labels. Cannot be used for forwarding until
% range i s extended.

Rout er (confi g)# end

The following mpls static binding ipv4 commands configure input and output labels for several
prefixes:

Router(config)# npls static binding ipv4 10.0.0.0 255.0.0.0 55

Rout er(config)# npls static binding ipv4 10.0.0.0 255.0.0.0 output 10.0.0.66 2607
Router(config)# npls static binding ipv4 10.66.0.0 255.255.0.0 input 17
Router(config)# npls static binding ipv4 10.66.0.0 255.255.0.0 output 10.13.0.8
explicit-null

Rout er (config)# end

The following show mpls static binding ipv4 command displays the configured bindings:
Rout er# show npls static binding ipvéd

10.0.0.0/8: Incoming |abel: 55
Qut goi ng | abel s:
10.0.0.66 2607
10. 66.0.0/24: Incom ng |abel: 17
Qut goi ng | abel s:
10.13.0.8 explicit-null

Related Commands = Command Description
show mpls forwarding-table Displays labels currently being used for MPL S forwarding.
show mplslabel range Displays statically configured label bindings.
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mpls static binding ipv4 vrf

To bind aprefix to alocal label, use the mpls static binding ipv4 vrf command in global configuration
mode. To remove static binding between the prefix and label, use the no form of this command.

mpls static binding ipv4 vrf vpn-name prefix mask {input label | label}

no mpls static binding ipv4 vrf vpn-name prefix mask [input label | label]

Syntax Description vpn-name The VPN routing and forwarding (V RF) instance.
prefix mask The destination prefix and mask.
input label A local (incoming) label.
This argument is optional for the no form of the command.
label A local label.

This argument is optional for the no form of the command.

Command Default Label bindings are dynamically assigned.

Command Modes Global configuration

Command History Release Modification
12.0(26)S This command was introduced.
12.3(140T This command was integrated into Cisco |OS Release 12.3(14)T.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.
12.2(33)SB This command was integrated into Cisco 10S Release 12.2(33)SB.

Usage Guidelines The mpls static binding ipv4 vrf command is used only when you configure input labels.

Depending on how you configure the MPLS LDP VRF-Aware Static Labels feature, static labels are
advertised one of the following ways:

e By Label Distribution Protocol (LDP) between provider edge (PE) and customer edge (CE) routers
within a VRF instance.

¢ InVPNv4 Border Gateway Protocol (BGP) in the service provider’s backbone.
If you do not specify the input keyword, an input (local) label is assumed.
The no form of the command functions as follows:

¢ Omitting the prefix and the subsequent parameters removes all static bindings.

¢ Specifying the prefix and mask but no label parametersremoves all static bindings for that prefix or
mask.
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Examples The following example binds a prefix to local label 17:

Router(config)# npls static binding ipv4d vrf vpnl00 10.66.0.0 255.255.0.0 input 17

Related Commands  Command Description

Displays configured static bindings.

show mpls static binding ipv4 vrf
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mpls static crossconnect

To configure a Label Forwarding Information Base (LFIB) entry for the specified incoming label and
outgoing interface, usethe mplsstatic crossconnect command in global configuration mode. To remove
the LFIB entry, use the no form of this command.

mpls static crossconnect inlabel out-interface nexthop { outlabel | explicit-null | implicit-null}

no mpls static crossconnect inlabel out-interface nexthop { outlabel | explicit-null | implicit-null}

Syntax Description

Command Default

Command Modes

inlabel The incoming label.

out-interface  The outgoing interface.

nexthop The destination next-hop router. (Use for multiaccess interfaces only.)
outlabel The outgoing label.

explicit-null ~ The IETF MPLS IPv4 explicit null label (0).
implicit-null ~ The IETF MPLS implicit null label (3).

Cross connects are not created.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification

12.0(23)S This command was introduced.

12.3(14)T This command was integrated into Cisco |OS Release 12.3(14)T.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco 10S Release 12.2(33)SXH.
12.2(33)SB This command was integrated into Cisco 10S Release 12.2(33)SB.

You must specify the nexthop address for multiaccess interfaces.

In the following example, the mpls static crossconnect command configures a cross connect from
incoming label 45 to outgoing label 46 through POS interface POS5/0:

Rout er (config)# npls static crossconnect 45 pos5/0 46

Related Commands

Command Description
show mpls static Displays statically configured LFIB entries.
crossconnect
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mpls traffic-eng

To configure a router running Intermediate System-to-Intermediate System (1S-1S) so that it floods
Multiprotocol Label Switching (MPLS) traffic engineering (TE) link information into the indicated
IS-1Slevel, use the mplstraffic-eng command in router configuration mode. To disable the flooding of
MPLS TE link information into the indicated | S-1S level, use the no form of this command.

mplstraffic-eng {level-1 | level-2}

no mplstraffic-eng {level-1 | level-2}

Syntax Description level-1 Floods MPLS TE link information into IS-1S level 1.
level-2 Floods MPLS TE link information into IS-1S level 2.

Command Default Flooding is disabled.

Command Modes Router configuration (config-router)

Command History Release Modification
12.0(5)S This command was introduced.
12.2(28)SB This command was integrated into Cisco |10S Release 12.2(28)SB.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of thistrain depends on your feature set,
platform, and platform hardware.

12.2(33)SCA This command was integrated into Cisco 10S Release 12.2(33)SCA.

Usage Guidelines This command, which is part of the routing protocol tree, causes link resource information (such as
available bandwidth) for appropriately configured links to be flooded in the I S-1S link-state database.

Examples The following example shows how to configure MPLS TE link information flooding for 1S-1S level 1.

Rout er (config-router)# npls traffic-eng level-1

Related Commands  Command Description

mpls traffic-eng router-id Specifies that the traffic engineering router identifier for the nodeis
the IP address associated with a given interface.
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mpls traffic-eng administrative-weight

To override the Interior Gateway Protocol (IGP) administrative weight (cost) of the link, use the mpls
traffic-eng administrative-weight command in interface configuration mode. To disable the override,
use the no form of this command.

mpls traffic-eng administr ative-weight weight

no mplstraffic-eng administrative-weight

Syntax Description weight Cost of the link.

Command Default None

Command Modes Interface configuration (config-if)

Command History Release Modification
12.0(5)S This command was introduced.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

12.2(33)SCA This command was integrated into Cisco |OS Release 12.2(33)SCA.

Examples The following example shows how to override the IGP cost of the link and set the cost to 20:
Router(config-if)# npls traffic-eng administrative-wei ght 20

Related Commands  Command Description

mplstraffic-eng attribute-flags  Sets the user-specified attribute flags for an interface.
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mpls traffic-eng area

To configure arouter running Open Shortest Path First (OSPF) Multiprotocol Label Switching (MPLS)
so that it floods traffic engineering for the indicated OSPF area, use the mplstr affic-eng area command
in router configuration mode. To disable flooding of traffic engineering for the indicated OSPF area, use
the no form of this command.

mpls traffic-eng area number

no mpls traffic-eng area number

Syntax Description

Defaults

Command Modes

number The OSPF area on which MPLS traffic engineering is enabled.

Flooding is disabled.

Router configuration

Command History

Usage Guidelines

Release Modification

12.0(5)S This command was introduced.

12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of thistrain depends on your feature set,
platform, and platform hardware.

This command isin the routing protocol configuration tree and is supported for both OSPF and IS-IS.
The command affects the operation of MPLS traffic engineering only if MPLS traffic engineering is
enabled for that routing protocol instance. Currently, only asingle level can be enabled for traffic
engineering.

Examples The following example shows how to configure a router running OSPF MPL S to flood traffic
engineering for OSPF 0:
Rout er (config-router)# npls traffic-eng area 0
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Related Commands  Command Description

mplstraffic-eng router-id  Specifiesthat the traffic engineering router identifier for the nodeisthe
IP address associated with a given interface.

network area Defines the interfaces on which OSPF runs and defines the area | D for
those interfaces.

router ospf Configures an OSPF routing process on a router.
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mpls traffic-eng atm cos global-pool

N

Note

Effective with Cisco 10S Release 12.4(20)T, the mplstraffic-eng atm cos global-pool command is not
available in Cisco |OS software.

To specify the class of service for all global pools in traffic engineering tunnels traversing X TagATM
interfaces on an ATM-label switch router (LSR), use the mplstraffic-eng atm cos global-pool
command in global configuration mode.

mpls traffic-eng atm cos global-pool [available | standard | premium | control]

Syntax Description

Defaults

Command Modes

available | standard | premium | control (Optional) Four classes of service, ordered from lowest
priority (available) to highest priority (control). The
default is available.

The default class is the lowest, available.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification
12.2(8)T This command was introduced.
12.4(20)T This command was removed.

Because this command works at the global rather than at the interface level, it sets the same class of
service for global pool traffic engineering (TE) tunnel traffic on all XTagATM interfaces of the device.

The following example shows how to specify the second-lowest possible priority class of servicefor the
global pool traffic:

Rout er (config)# npls traffic-eng atm cos gl obal - pool standard

Related Commands

Command Description

mpls traffic-eng atm cos sub-pool Specifies class of service for subpool traffic traversing
XtagATM interfaces.
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mpls traffic-eng atm cos sub-pool
~

Note Effective with Cisco |0S Release 12.4(20)T, the mpls traffic-eng atm cos sub-pool command is not
available in Cisco |OS software.

To specify the class of service for all subpoolsin traffic engineering tunnels traversing X TagATM
interfaces on an ATM-label switch router (L SR), use the mpls traffic-eng atm cos sub-pool command
in global configuration mode.

mplstraffic-eng atm cos sub-pool [available | standard | premium | control]

Syntax Description available | standard | premium | control Four classes of service, ordered from lowest priority
(available) to highest priority (control). The default is

control.
Defaults The default classis the highest, control.
Command Modes Global configuration (config)
Command History Release Modification
12.2(8)T This command was introduced.
12.4(20)T This command was removed.

Usage Guidelines Because this command works at the global rather than at the interface level, it sets the same class of
service for subpool traffic engineering (TE) tunnel traffic on all XTagATM interfaces of the device.

Examples The following exampl e shows how to specify the second-highest possible priority class of service for the
subpool traffic:

Router(config)# npls traffic-eng atm cos sub-pool premn um

Related Commands  Command Description

mpls traffic-eng atm cos global-pool Specifies class of service for global-pool traffic traversing
XTagATM interfaces.
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mpls traffic-eng attribute-flags

To set the user-specified attribute flags for the interface, use the mplstraffic-eng attribute-flags
command in interface configuration mode. To disable the user-specified attribute flags for the interface,
use the no form of this command.

mpls traffic-eng attribute-flags attributes

no mplstraffic-eng attribute-flags

Syntax Description attributes Attributes that will be compared to atunnel’s affinity bits during selection
of a path.

Valid values are from 0x0 to OxFFFFFFFF, representing 32 attributes (bits)
where the value of an attributeis O or 1.

Command Default None
Command Modes Interface configuration (config-if)
Command History Release Modification
12.0(5)S This command was introduced.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support
in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.
12.2(33)SCA This command was integrated into Cisco 10S Release 12.2(33)SCA.

Usage Guidelines This command assigns attributes to a link so that tunnels with matching attributes (represented by their
affinity bits) prefer thislink to others that do not match. The interface is flooded globally so that it can
be used as a tunnel head-end path selection criterion.

Examples The following example shows how to set the attribute flags to 0x0101.:
Router(config-if)# npls traffic-eng attribute-flags 0x0101
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Related Commands  Command Description
mpls traffic-eng administrative-weight Overrides the IGP administrative weight of the link.
tunnel mplstraffic-eng affinity Configures affinity (the properties that the tunnel
requiresin its links) for an MPLS traffic engineering
tunnel.
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mpls traffic-eng auto-bw timers

To enable automatic bandwidth adjustment for a platform and to start output rate sampling for tunnels
configured for automatic bandwidth adjustment, use the mpls traffic-eng auto-bw timers command in
global configuration mode. To disable automatic bandwidth adjustment for the platform, usethe noform
of this command.

mpls traffic-eng auto-bw timers[frequency seconds]

no mplstraffic-eng auto-bw timers

Syntax Description

Command Default

Command Modes

frequency seconds (Optional) Interval, in seconds, for sampling the output rate of each tunnel
configured for automatic bandwidth. The value must be from 1 through
604800. The recommended value is 300.

When the optional frequency keyword is not specified, the sampling interval is 300 seconds (5 minutes).

Global configuration

Command History

Usage Guidelines

Release Modification

12.2(4)T This command was introduced.

12.2(11)S This command was integrated into Cisco 10S Release 12.2(11)S.
12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.
12.2(28)SB This command was integrated into Cisco |10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |10S Release 12.2(33)SXH.

The mplstraffic-eng auto-bw timer s command enabl es automatic bandwidth adjustment on aplatform
by causing traffic engineering to periodically sample the output rate for each tunnel configured for
bandwidth adjustment.

The no mplstraffic-eng auto-bw timers command disables automatic bandwidth adjustment for a
platform by terminating the output rate sampling and bandwidth adjustment for tunnels configured for
adjustment. In addition, the no form of the command restores the configured bandwidth for each tunnel
where “ configured bandwidth” is determined as follows:

¢ If the tunnel bandwidth was explicitly configured via the tunnel mpls traffic-eng bandwidth
command after the running configuration was written (if at all) to the startup configuration, the
“configured bandwidth” is the bandwidth specified by that command.

¢ Otherwise, the “configured bandwidth” isthe bandwidth specified for the tunnel in the startup
configuration.
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Examples The following example shows how to designate that for each Multiprotocol Label Switching (MPLS)
traffic engineering tunnel, the output rate is sampled once every 10 minutes (every 600 seconds):

Router(config)# npls traffic—eng auto-bw timers frequency 600

Related Commands  Command Description

tunnel mplstraffic-eng auto-bw  Enables automatic bandwidth adjustment for atunnel, specifies
the frequency with which tunnel bandwidth can be
automatically adjusted, and designates the allowable range of
bandwidth adjustments.

tunnel mplstraffic-eng bandwidth Configures bandwidth required for an MPL S traffic
engineering tunnel.
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mpls traffic-eng auto-tunnel backup

To automatically build next-hop (NHOP) and next-next hop (NNHOP) backup tunnels, use the mpls
traffic-eng auto-tunnel backup command in global configuration mode. To delete the NHOP and
NNHOP backup tunnels, use the no form of this command.

mpls traffic-eng auto-tunnel backup

no mplstraffic-eng auto-tunnel backup

Syntax Description  This command has no arguments or keywords.

Command Default None

Command Modes Global configuration

Command History Release Modification
12.0(27)S This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |0OS Release 12.4(20)T.

Usage Guidelines The no form of this command del etes both NHOP and NNHOP backup tunnels that were configured
using either the mpls traffic-eng auto-tunnel backup command or the mpls tr affic-eng auto-tunnel
backup nhop-only command.

Examples The following example automatically builds NHOP and NNHOP backup tunnels:

Router# npls traffic-eng auto-tunnel backup

Related Commands  Command Description
mpls traffic-eng Enables IP processing without an explicit address.
auto-tunnel backup config
mpls traffic-eng Enables the creation of only dynamic next-hop backup tunnels.
auto-tunnel backup
nhop-only
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Command Description

mpls traffic-eng Configures how frequently atimer will scan backup autotunnels and
auto-tunnel backup timers remove tunnels that are not being used.

mpls traffic-eng Configures the range of tunnel interface numbers for backup
auto-tunnel backup autotunnels.

tunnel-num
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mpls traffic-eng auto-tunnel backup config

To enable | P processing without an explicit address, use the mpls traffic-eng auto-tunnel backup
config command in global configuration mode. To disable | P processing without an explicit address, use

the no form of this command.

mpls traffic-eng auto-tunnel backup config unnumbered-inter face interface

no mplstraffic-eng auto-tunnel backup config unnumbered-interface interface

Syntax Description

Command Default

Command Modes

unnumber ed-interface interface Interface on which IP processing will be enabled without an
explicit address. Default: LoopbackO.

None

Global configuration

Command History

Examples

Release Modification

12.0(27)S This command was introduced.

12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |10S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |0S Release 12.4(20)T.

The following example enables | P processing on an Ethernet interface without an explicit address:

Router# npls traffic-eng auto-tunnel backup config unnunbered-interface ethernetl/0

Related Commands

Command

Description

mpls traffic-eng auto-tunnel backup

Automatically builds NHOP and NNHOP
backup tunnels.

mpls traffic-eng auto-tunnel backup nhop-only

Enables the creation of only dynamic
next-hop backup tunnels.

mpls traffic-eng auto-tunnel backup timers

Configures how frequently a timer will scan
backup autotunnels and remove tunnels that
are not currently being used.

mpls traffic-eng auto-tunnel backup tunnel-num

Configures the range of tunnel interface
numbers for backup autotunnels.
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mpls traffic-eng auto-tunnel backup nhop-only

To automatically build next-hop (NHOP) backup tunnels, use the mplstraffic-eng auto-tunnel backup
nhop-only command in global configuration mode. To del ete the NHOP backup tunnels, usethe no form
of this command.

mpls traffic-eng auto-tunnel backup nhop-only

no mplstraffic-eng auto-tunnel backup nhop-only

Syntax Description ~ This command has no arguments or keywords.

Command Default The dynamically created backup tunnel uses L oopbackO.

Command Modes Global configuration

Command History Release Modification
12.0(27)S This command was introduced.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.

Usage Guidelines This command permits the creation of only NHOP backup tunnels; next-next hop (NNHOP) backup
tunnels are not created. The no form of this command deletes only the NHOP backup tunnels; NNHOP
backup tunnels are not deleted.

Examples The following example enables the creation of only dynamic NHOP backup tunnels:

Router# npls traffic-eng auto-tunnel backup nhop-only

Related Commands  Command Description

mpls traffic-eng auto-tunnel backup Automatically builds NHOP and NNHOP backup
tunnels.

mpls traffic-eng auto-tunnel backup Enables I P processing without an explicit address.
config
mpls traffic-eng auto-tunnel backup Configures how frequently atimer will scan backup
timers autotunnels and remove tunnels that are not being used.
mpls traffic-eng auto-tunnel backup Configures the range of tunnel interface numbers for
tunnel-num backup autotunnels.
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mpls traffic-eng auto-tunnel backup srlg exclude

To specify that autocreated backup tunnels should avoid Shared Risk Link Groups (SRLGs) of the
protected interface, use the mpls traffic-eng auto-tunnel backup srlg exclude command in global
configuration mode. To disable this feature, use the no form of this command.

mpls traffic-eng auto-tunnel backup srlg exclude [force | preferred]

no mplstraffic-eng auto-tunnel backup srlg exclude [force | preferred]

Syntax Description

Command Default

Command Modes

force (Optional) Forces the backup tunnel to avoid SRLGs of its protected
interfaces.
preferred (Optional) Causes the backup tunnel to try to avoid SRLGs of its protected

interfaces, but the backup tunnel can be created if SRL Gs cannot be avoided.

Autocreated backup tunnels are created without regard to SRLGs.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification
12.0(28)S This command was introduced.
12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.

If you enter the command with either the for ce or preferred keyword and then reenter the command with
the other keyword, only the last command entered is effective.

In the following example, backup tunnels must avoid SRLGs of the protected interface:

Rout er# configure term nal

Rout er (config)# npls traffic-eng auto-tunnel backup srlg exclude force

In the following example, backup tunnels should try to avoid SRLGs of the protected interface:

Rout er# configure term nal
Router(config)# npls traffic-eng auto-tunnel backup srlg exclude preferred

Related Commands

Command Description
mplstraffic-eng srlg Configures the SRLG membership of alink (interface).
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mpls traffic-eng auto-tunnel backup timers

To configure how frequently atimer will scan backup autotunnels and remove tunnels that are not being
used, use the mplstraffic-eng auto-tunnel backup timers command in global configuration mode. To
disable this configuration, use the no form of this command.

mpls traffic-eng auto-tunnel backup timersremoval unused [sec]

no mplstraffic-eng auto-tunnel backup timersremoval unused [sec]

Syntax Description

Command Default

Command Modes

removal unused [sec] Configures how frequently (in seconds) atimer will scan the backup
autotunnels and remove tunnels that are not being used. Valid valuesare 0 to

604,800.

The timer scans backup autotunnels and removes tunnels that are not being used every 3600 seconds

(60 minutes).

Global configuration

Command History

Examples

Release Modification

12.0(27)S This command was introduced.

12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |0S Release 12.4(20)T.

The following example shows that a timer will scan backup autotunnels every 80 seconds and remove

tunnels that are not being used:

Router# npls traffic-eng auto-tunnel backup tiners renoval unused 80

Related Commands

Command

Description

mpls traffic-eng auto-tunnel backup

Automatically builds NHOP and NNHOP
backup tunnels.

mpls traffic-eng auto-tunnel backup config

Enables I P processing without an explicit
address.

mpls traffic-eng auto-tunnel backup nhop-only

Enables the creation of only dynamic
next-hop backup tunnels.

mpls traffic-eng auto-tunnel backup tunnel-num

Configures the range of tunnel interface
numbers for backup autotunnels.
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mpls traffic-eng auto-tunnel backup tunnel-num

To configure the range of tunnel interface numbers for backup autotunnels, use the mpls traffic-eng
auto-tunnel backup tunnel-num command in global configuration mode. To disable this configuration,
use the no form of this command.

mpls traffic-eng auto-tunnel backup tunnel-num [min num] [max num]

no mplstraffic-eng auto-tunnel backup tunnel-num [min num] [max num]

Syntax Description

Command Default

Command Modes

min num (Optional) Minimum number of the backup tunnels. Valid values are from O
to 65535. Default: 65436.

max num (Optional) Maximum number of the backup tunnels. Valid values are from 0
to 65535. Default: 65535.

None

Global configuration

Command History

Examples

Release

Modification

12.0(27)S

This command was introduced.

12.2(33)SRA

This command was integrated into Cisco 10S Release 12.2(33)SRA.

12.2(33)SXH

This command was integrated into Cisco 10S Release 12.2(33)SXH.

12.4(20)T

This command was integrated into Cisco |0OS Release 12.4(20)T.

The following example configures the range of backup autotunnel numbers to be between 1000 and

1100:

Router# npls traffic-eng auto-tunnel backup tunnel-num mn 1000 max 1100

Related Commands

Command Description

mpls traffic-eng auto-tunnel backup Automatically builds NHOP and NNHOP
backup tunnels.

mpls traffic-eng auto-tunnel backup config Enables I P processing without an explicit
address.

mpls traffic-eng auto-tunnel backup nhop-only Enables the creation of only dynamic
next-hop backup tunnels.

mpls traffic-eng auto-tunnel backup timers Configures how frequently a timer will scan

backup autotunnels and remove tunnels that
are not being used.
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mpls traffic-eng auto-tunnel mesh

To enable autotunnel mesh groups globally, use the mplstraffic-eng auto-tunnel mesh command in
global configuration mode. To disable autotunnel mesh groups globally, use the no form of this
command.

mpls traffic-eng auto-tunnel mesh

no mpls traffic-eng auto-tunnel mesh

Syntax Description ~ This command has no arguments or keywords.

Command Default Autotunnel mesh groups are not enabled globally.

Command Modes Global configuration (config)#

Command History Release Modification
12.0(27)S This command was introduced.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |10S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.
Examples The following example shows how to enable autotunnel mesh groups globally:

Router(config)# npls traffic-eng auto-tunnel nesh

Related Commands  Command Description
interface auto-template Creates the template interface.
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mpls traffic-eng auto-tunnel mesh tunnel-num

To configure a range of mesh tunnel interface numbers, use the mpls traffic-eng auto-tunnel mesh
tunnel-num command in global configuration mode. To use the default val ues, use the no form of this
command.

mpls traffic-eng auto-tunnel mesh tunnel-num min num max num

no mpls traffic-eng auto-tunnel mesh tunnel-num

Syntax Description

Command Default

Command Modes

min num Specifies the beginning number of the range of mesh tunnel interface
numbers. Valid values are from 1 to 65535. The default value is 64336.
max num Specifies the ending number of the range of mesh tunnel interface numbers.

Valid values are from 1 to 65535. The default value is 65335.

The min default is 64336. The max default is 65335.

Global configuration (config)#

Command History

Usage Guidelines

Release Modification

12.0(27)S This command was introduced.

12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |10S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |0OS Release 12.4(20)T.

If you change an access control list (ACL) and tunnels are deleted because they no longer match the
ACL, tunnelsthat arere-created might not be numbered sequentially; that is, the range of tunnel numbers
might not be sequential.

Examples Thefollowing example shows how to specify 1000 as the beginning number of the mesh tunnel interface
and 2000 as the ending number:
Router(config)# npls traffic-eng auto-tunnel nesh tunnel -num nmin 1000 max 2000
Cisco 10S Multiprotocol Label Switching Command Reference
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Related Commands  Command Description

show mplstraffic-eng auto-tunnel mesh  Displays the cloned mesh tunnel interfaces of each
autotemplate interface and the current range of mesh

tunnel interface numbers.
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mpls traffic-eng auto-tunnel primary config

To enable | P processing without an explicit address, use the mpls traffic-eng auto-tunnel primary
config command in global configuration mode. To disable this capability, use the no form of this
command.

mpls traffic-eng auto-tunnel primary config unnumbered interface

no mplstraffic-eng auto-tunnel primary config unnumbered interface

Syntax Description unnumbered interface Interface on which IP processing will be enabled without an
explicit address.

Command Default L oopbackO

Command Modes Global configuration

Command History Release Modification
12.0(27)S This command was introduced.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |0S Release 12.4(20)T.
Examples The following example enables | P processing on an Ethernet interface:

Router# npls traffic-eng auto-tunnel primary config unnunbered ethernetl/0

Related Commands  Command Description
mpls traffic-eng auto-tunnel primary config mplsip Enables LDP on primary autotunnels.
mpls traffic-eng auto-tunnel primary onehop Automatically creates primary tunnels to all
next-hops.
mpls traffic-eng auto-tunnel primary timers Configures how many seconds after afailure

primary autotunnels are removed.

mpls traffic-eng auto-tunnel primary tunnel-num Configures the range of tunnel interface
numbers for primary autotunnels.

show ip rsvp fast-reroute Displays information about fast reroutable

primary tunnels and their corresponding
backup tunnels that provide protection.

Cisco 10S Multiprotocol Label Switching Command Reference
[ January 2010 .m



M mpls traffic-eng auto-tunnel primary config mpls ip

mpls traffic-eng auto-tunnel primary config mpls ip

To enable Label Distribution Protocol (LDP) on primary autotunnels, use the mplstraffic-eng
auto-tunnel primary config mplsip command in global configuration mode. To disable LDP on

primary autotunnels, use the no form of this command.

mpls traffic-eng auto-tunnel primary config mplsip

no mplstraffic-eng auto-tunnel primary config mplsip

Syntax Description  This command has no arguments or keywords.

Command Default LDP is not enabled.

Command Modes Global configuration
Command History Release Modification
12.0(27)S This command was introduced.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.
Examples The following example enables LDP on primary autotunnels:

Router# npls traffic-eng auto-tunnel prinmary config npls ip

Related Commands Command

Description

mpls traffic-eng auto-tunnel primary config

Enables | P processing without an explicit
address.

mpls traffic-eng auto-tunnel primary onehop

Automatically creates primary tunnelsto all
next hops.

mpls traffic-eng auto-tunnel primary timers

Configures how many seconds after a failure
primary autotunnels are removed.

mpls traffic-eng auto-tunnel primary tunnel-num

Configures the range of tunnel interface
numbers for primary autotunnels.

show ip rsvp fast-reroute

Displays information about fast reroutable
primary tunnels and their corresponding
backup tunnels that provide protection.
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mpls traffic-eng auto-tunnel primary onehop

To automatically create primary tunnelsto all next hops, use the mplstraffic-eng auto-tunnel primary
onehop command in global configuration mode. To disable the automatic creation of primary tunnelsto
all next hops, use the no form of this command.

mpls traffic-eng auto-tunnel primary onehop

no mplstraffic-eng auto-tunnel primary onehop

Syntax Description  This command has no arguments or keywords.

Command Default The dynamically created one-hop tunnels use L oopbackO.

Command Modes Global configuration
Command History Release Modification
12.0(27)S This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |10S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.
Examples The following example automatically creates primary tunnels to all next hops:

Router# npls traffic-eng auto-tunnel prinmary onehop

Related Commands  Command Description
mpls traffic-eng auto-tunnel primary config Enables | P processing without an explicit
address.
mpls traffic-eng auto-tunnel primary onehop Enables LDP on primary autotunnels.
mpls traffic-eng auto-tunnel primary timers Configures how many seconds after afailure

primary autotunnels are removed.

mpls traffic-eng auto-tunnel primary tunnel-num Configures the range of tunnel interface
numbers for primary autotunnels.

show ip rsvp fast-reroute Displays information about fast reroutable

primary tunnels and their corresponding
backup tunnels that provide protection.
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mpls traffic-eng auto-tunnel primary timers

To configure how many seconds after a failure primary autotunnels are removed, use the mpls
traffic-eng auto-tunnel primary timers command in global configuration mode. To disable this
configuration, use the no form of this command.

mpls traffic-eng auto-tunnel primary timersremoval rerouted sec

no mplstraffic-eng auto-tunnel primary timersremoval rerouted sec

Syntax Description

Command Default

Command Modes

removal rerouted sec  Number of seconds after a failure that primary autotunnels are removed.
Valid values are 30 to 604,800. Default: 0.

None

Global configuration

Command History

Examples

Release Modification

12.0(27)S This command was introduced.

12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |0S Release 12.4(20)T.

The following example shows that primary autotunnels are removed 100 seconds after a failure:

Router# npls traffic-eng auto-tunnel primary tiners renoval rerouted 100

Related Commands

Command Description

mpls traffic-eng auto-tunnel primary config Enables I P processing without an explicit
address.

mpls traffic-eng auto-tunnel primary tunnel-num Enables LDP on primary autotunnels.

mpls traffic-eng auto-tunnel primary onehop Automatically creates primary tunnels to all
next hops.

mpls traffic-eng auto-tunnel primary tunnel-num Configures the range of tunnel interface
numbers for primary autotunnels.

show ip rsvp fast-reroute Displays information about fast reroutable
primary tunnels and their corresponding
backup tunnels that provide protection.
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mpls traffic-eng auto-tunnel primary tunnel-num

To configure the range of tunnel interface numbers for primary autotunnels, use the mplstraffic-eng
auto-tunnel primary tunnel-num command in global configuration mode. To disable this
configuration, use the no form of this command.

mplstraffic-eng auto-tunnel primary tunnel-num [min num] [max num|

no mplstraffic-eng auto-tunnel primary tunnel-num [min num] [max num]

Syntax Description

Command Default

Command Modes

min num (Optional) Minimum number of the primary tunnels. Valid values are from 0
to 65535. Default: 65436.

max num (Optional) Maximum number of the primary tunnels. The max number isthe
minimum number plus 99. Valid values are from 0 to 65535.

None

Global configuration

Command History Release Modification
12.0(27)S This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.

Examples

The following example shows that the primary tunnel numbers can be between 2000 and 2100:

Router# npls traffic-eng auto-tunnel primary tunnel-nummin 2000 nax 2100

Related Commands

Command

Description

mpls traffic-eng auto-tunnel primary config Enables| P processing without an explicit address.

mpls traffic-eng auto-tunnel primary config Enables LDP on primary autotunnels.

mplsip

mpls traffic-eng auto-tunnel primary onehop  Automatically creates primary tunnelsto all next

hops.

mpls traffic-eng auto-tunnel primary timers Configures how many seconds after afailure

primary autotunnels are removed.

show ip rsvp fast-reroute Displays information about fast reroutable

primary tunnels and their corresponding backup
tunnels that provide protection.
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mpls traffic-eng backup-path

To assign one or more backup tunnels to a protected interface, use the mplstraffic-eng backup-path
command in interface configuration mode.

mpls traffic-eng backup-path tunneltunnel-id

Syntax Description tunneltunnel-id Tunnel 1D of the backup tunnel that can be used in case of afailure.

Command Default No backup tunnels are used if this interface goes down.

Command Modes Interface configuration
Command History Release Modification
12.0(10)ST This command was introduced.
12.0(16)ST With Link Protection, this command selected the one-and-only backup

tunnel for a given protected interface. If you enter the command twice, the
second occurrence overwrites the first occurrence.

12.0(22)S You can now enter this command multiple times to select multiple backup
tunnels for a given protected interface. This can be done for both Link and
Node Protection. The command is supported on the Cisco 10000 series

ESRs.
12.2(18)SXD1 This command was integrated into Cisco |OS Release 12.2(18)SXD1.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(31)SB2 This command was integrated into Cisco |0S Release 12.2(31)SB2.

Usage Guidelines Enter this command on the interface to be protected (Link Protection), or on the interface whose
downstream node is being protected (Node Protection). You can enter this command multiple times to
select multiple backup tunnels for a given protected interface. An unlimited number of backup tunnels
can be assigned to protect an interface. The only limitation is memory. By entering this command on a
physical interface, L SPs using this interface (sending data out of this interface) can use the indicated
backup tunnelsiif there is alink or node failure.

Examples The following example assigns backup tunnel 34 to interface POS5/0:

Rout er (config)# interface pos5/0
Rout er(config-if)# npls traffic-eng backup-path tunnel 34
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Related Commands = Command Description
tunnel mplstrafficceng Enables an MPL S traffic engineering tunnel to use a backup tunnel if there
fast-reroute isalink or node failure (provided that a backup tunnel exists).
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mpls traffic-eng backup-path tunnel

To configure the physical interface to use a backup tunnel in the event of a detected failure on that
interface, use the mplstraffic-eng backup-path tunnel command in interface configuration mode.

mpls traffic-eng backup-path tunnel interface

Syntax Description interface String that identifies the tunnel interface being created and configured.

Command Default This command is disabled by default.

Command Modes Interface configuration
Command History Release Modification
12.0(8)ST This command was introduced.
12.2(18)S This command was integrated into Cisco 10S Release 12.2(18)S.
12.2(18)SXD This command was implemented on the Catalyst 6000 series with the
SUP720 processor.
12.2(28)SB This command was implemented on the Cisco 10000(PRE-2) router.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.4(20)T This command was integrated into Cisco |0S Release 12.4(20)T.
Examples The following example specifies the traffic engineering backup tunnel with the identifier 1000:

Router(config-if)# npls traffic-eng backup-path Tunnel 1000

Related Commands  Command Description

show mplstraffic-eng fast-reroutedatabase Displays information about existing Fast Reroute
configurations.

tunnel mplstraffic-eng fast-reroute Enables an MPL S traffic engineering tunnel to use a
backup tunnel in the event of alink failure (assuming
a backup tunnel exists).
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mpls traffic-eng ds-te bc-model

To enable a Bandwidth Constraints Model to be used by arouter in Diff Serv-aware Traffic Engineering,
use the mpls traffic-eng ds-te bc-model global configuration command. (Using the no form of this
command selects the default model, which is the Russian Dolls Model.)

mpls traffic-eng ds-te bc-model [rdm | mam]

no mplstraffic-eng ds-te bc-model [ rdm | mam ]

Syntax Description

Defaults

Command Modes

rdm Russian Dolls Model. (Described in IETF RFC 4127).
mam Maximum Allocation Model. (Described in IETF RFC 4125).

Russian Dolls Model is the default.

Global configuration

Command History

Usage Guidelines

Release Modification
12.2(33)SRB This command was introduced.

1. The Maximum Allocation Model should be selected when the network administrator needsto ensure
isolation across all Class Types without having to use pre-emption, and can afford to risk some QoS
degradation of Class Types other than the Preimum Class.

2. TheRussian Dolls Model should be selected when the network administrator needs to prevent QoS
degradation of all Class Types and can impose pre-emption.

Examples In the following example,the Maximum Allocation Model is being selected:
Router(config)# npls traffic-eng ds-te bc-nodel mam
Cisco 10S Multiprotocol Label Switching Command Reference
[ January 2010 .m


http://www.ietf.org/rfc/rfc4127.txt
http://www.ietf.org/rfc/rfc4125.txt

M mpls traffic-eng ds-te mode

mpls traffic-eng ds-te mode

To configure arouter to enter Diff Serv-aware Traffic Engineering modes which incorporate degrees of
the IETF Standard, use the mplstraffic-eng ds-te mode global configuration command. Usethenoform
of this command to return the router to the pre-1ETF-Standard mode.

mpls traffic-eng ds-te mode [migration | ietf]

no mplstraffic-eng ds-te mode [migration | ietf ]

Syntax Description

Defaults

Command Modes

migration A mode by which the router generates IGP and tunnel signalling according to the
pre-1ETF standard, but adds TE-class mapping and accepts advertisement in both the
pre-lETF and the | ETF-Standard formats.

ietf The“Liberal” IETF mode, by which the router generates | GP advertisement and tunnel
signalling according to the IETF Standard and responds to TE-class mapping, yet also
accepts advertisement in both the pre-IETF-Standard and |ETF-Standard formats.

Pre-|ETF-Standard mode is the default.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.2(33)SRB This command was introduced.

1. Placethe router into Migration Mode only if it is still in the pre-lETF Standard (“ Traditional”)
mode, and you want to begin upgrading its network to operate the IETF-Standard form of DS-TE.

2. Placetherouter into Liberal-lIETF Mode only if its network is already in the Migration Mode, and
you want to compl ete the upgrade of that network so it will operate the |ETF-Standard form of
DS-TE.

In the following example, the router is configured to operate in Migration Mode:

Router(config)# npls traffic-eng ds-te migration
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mpls traffic-eng fast-reroute backup-prot-preemption

To change the backup protection preemption algorithm to minimize the amount of bandwidth that is
wasted, use the mplstraffic-eng fast-reroute backup-prot-preemption command in global
configuration mode. To use the default algorithm of minimizing the number of label-switched paths
(LSPs) that are demoted, use the no form of this command.

mpls traffic-eng fast-reroute backup-prot-preemption [optimize-bw]

no mplstraffic-eng fast-reroute backup-prot-preemption

Syntax Description

Command Default

Command Modes

optimize-bw (Optional) Minimizes the amount of bandwidth wasted.

A minimum number of L SPs are preempted.

Global configuration

Command History

Usage Guidelines

Release Modification

12.0(29)S This command was introduced.

12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.4(20)T This command was integrated into Cisco |0S Release 12.4(20)T.

The mplstraffic-eng fast-reroute backup-prot-preemption command allows you to determine the
criteria the router will use when selecting the L SPs that will be preempted.

If you enter the command with the optimize-bw keyword, the router chooses L SPs that will waste the
least amount of bandwidth.

If you do not enter the mplstraffic-eng fast-reroute backup-prot-preemption optimize-bw command,
the router preempts as few L SPs as possible.

Each router in the network does not have to use the same algorithm; that is, you can specify optimize-bw
for some routers in the network but not for others.

You can enter the mpls traffic-eng fast-re-route backup-prot-preemption command at any time. If
you change the algorithm, it does not affect L SPsthat already are protected. It only affects the placement
of new LSPs signaled after you enter this command. The command can affect L SPs during the next
periodic promotion cycle.

Examples In the following examples, a next-next hop (NNHOP) backup tunnel has the following characteristics:
e Total backup capacity: 240 units
¢ Used backup bandwidth: 220 units
¢ Available backup bandwidth: 20 units
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The backup tunnel currently is protecting L SP1 through L SP5, which have the following bandwidth, and
do not have backup bandwidth protection (that is, the “ bandwidth protection desired” bit was not set via
the tunnel mpls traffic-eng fast-reroute command):

e LSP1: 10 units
e LSP2: 20 units
e LSP3: 30 units
e LSP4: 60 units
e LSP5: 100 units
As shown, LSP1 through L SP5 use 220 units of bandwidth.

L SP6 has backup bandwidth protection and needs 95 units of bandwidth. Twenty units of bandwidth are
available, so 75 more units of bandwidth are needed.

In the following example, backup bandwidth protection is enabled and the amount of wasted bandwidth
iS minimized:

Router(config)# npls traffic-eng fast-reroute backup-prot-preenption optimnm ze-bw

LSP2 and LS4 are preempted so that the least amount of bandwidth is wasted.

In the following example, backup protection preemption is enabled and the number of preempted L SPs
iS minimized:

Router(config)# no npls traffic-eng fast-reroute backup-prot-preenption

The router selects the L SP whose bandwidth is next-greater than the required bandwidth. Therefore, the

router picks L SP5 because it has the next larger amount of bandwidth over 75. One L SP is demoted. and
25 units of bandwidth are wasted.

Related Commands

Command Description

show ip rsvp fast bw-protect Displaysinformation about whether backup bandwidth
protection is enabled and the status of backup tunnels
that may be used to provide that protection.
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mpls traffic-eng fast-reroute timers

To specify how often the router considers switching alabel switched path (L SP) to anew (better) backup
tunnel if additional backup bandwidth becomes available, use the mplstraffic-eng fast-reroutetimers
command in global configuration mode. To disable thistimer, set the seconds value to zero or use the no

form of this command.

mpls traffic-eng fast-reroute timers [promotion seconds]

no mplstraffic-eng fast-reroute timers

Syntax Description

Command Default

Command Modes

promotion seconds (Optional) Sets the interval, in seconds, between scans to determine if an
L SP should use a new, better backup tunnel. Valid values are from 0 to
604800. A value of 0 disables promotions to a better L SP.

Thetimer isrunning and is set to afrequency of every 300 seconds (5 minutes). If you enter the no mpls
traffic-eng fast-reroute timers command, the router returns to this default behavior.

Global configuration

Command History

Release Modification

12.0(22)S This command was introduced.

12.2(18)SXD1 This command was integrated into Cisco 10S Release 12.2(18)SXD1.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2(31)SB2 This command was integrated into Cisco |0S Release 12.2(31)SB2.
12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.

Examples In the following example, L SPs are scanned every 2 minutes (120 seconds). The router uses this
information to consider if the L SPs should be promoted to a better backup tunnel:
Router(config)# npls traffic-eng fast-reroute timers pronotion 120
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mpls traffic-eng flooding thresholds

To set areserved bandwidth thresholds for alink, use the mplstraffic-eng flooding thresholds
command in interface configuration mode. To return to the default settings, use the no form of this
command.

mpls traffic-eng flooding thresholds { down | up} percent [percent ...]

no mplstraffic-eng flooding thresholds {down | up}

Syntax Description down Sets the thresholds for decreased reserved bandwidth.
up Sets the thresholds for increased reserved bandwidth.
percent [ percent] Bandwidth threshold level. For the down keyword, valid values are from O

through 99. For the up keyword, valid values are from 1 through 100.

Command Default None
Command Modes Interface configuration (config-if)
Command History Release Modification
12.0(5)S This command was introduced.
12.2(28)SB This command was integrated into Cisco |0S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support
in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.
12.2(33)SCA This command was integrated into Cisco |OS Release 12.2(33)SCA.

Usage Guidelines When athreshold is crossed, Multiprotocol Label Switching (MPLS) traffic engineering link
management advertises updated link information. If no thresholds are crossed, changes can be flooded
periodically unless periodic flooding is disabled.

Examples The following example shows how to set the reserved bandwidth of the link for decreased (down) and
for increased (up) thresholds:

Router(config-if)# npls traffic-eng floodi ng thresholds down 100 75 25
Rout er (config-if)# npls traffic-eng flooding thresholds up 25 50 100
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Related Commands

Command

Description

mplstraffic-eng link timers
periodic-flooding

Sets the length of the interval used for periodic
flooding.

show mpls traffic-eng link-management
advertisements

Displays local link information currently being
flooded by MPLS traffic engineering link
management into the global traffic engineering

topology.

show mpls traffic-eng link-management
bandwidth-allocation

Displays current local link information.
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mpls traffic-eng interface

To enable Multiprotocol Label Switching (MPLS) Traffic Engineering (TE) link-state advertisement

(LSA) for an interface to be advertised into the Open Shortest Path First (OSPF) area 0, use the mpls
traffic-eng interface command in router configuration mode. To restore the setting of the MPLS TE
L SA to the same area as the router LSA, use the no form of this command.

mplstraffic-eng interface interface area O

no mplstraffic-eng interface interface area 0

Syntax Description

Defaults

Command Modes

interface The interface to be advertised with an MPLS TE LSA into OSPF area 0. The
interface may be one or two words.

The default is to advertise the area assigned to the interface by the OSPF network configuration.

Router configuration

Command History

Usage Guidelines

Examples

Release Modification

12.0(12)S This command was introduced.

12.1(5)T This command was integrated into Cisco |0S Release 12.1(5)T.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usually, the MPLS TE L SA is advertised into the same area as the router LSA. If alink between two
AreaBorder Routers (ABRS) isin an OSPF areabesides area 0, you can advertisethelink between ABRs
into area 0. This solves for TE the same problem that virtual links solve for IP routing. This command
isvalid only for OSPF. Issue the command on both ABRs for the interfaces at both ends of the link.

In the following example, OSPF advertises the MPLS TE LSA for interface pos2/0 to area 0:

Router (config)# router ospf 1
Rout er (config-router)# npls traffic-eng interface pos2/0 area 0

Related Commands

Command Description

mpls traffic-eng Enables multicast-intact support from the OSPF routing protocol to

multicast-intact maintain and publish the native | P nexthops (paths) for every OSPF
route.
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mpls traffic-eng link timers bandwidth-hold

To set the length of time that bandwidth is held for a Resource Reservation Protocol (RSVP) PATH (Set
Up) message while waiting for the corresponding RSV P RESV message to come back, use the mpls
traffic-eng link timers bandwidth-hold command in global configuration mode.

mplstraffic-eng link timers bandwidth-hold hold-time

Syntax Description

Defaults

Command Modes

hold-time

Sets the length of time that bandwidth can be held. The rangeis from 1 to
300 seconds.

15 seconds

Global configuration

Command History Release Modification
12.0(5)S This command was introduced.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.2SX

Examples

This command is supported in the Cisco | OS Release 12.2SX train. Support
in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

The following exampl e sets the length of time that bandwidth is held to 10 seconds.

Router(config)# npls traffic-eng |Iink-nmanagenent tiners bandw dt h-hold 10

Related Commands

Command

Description

show mplstraffic-eng link-management Displays current local link information.

bandwidth-allocation
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mpls traffic-eng link timers periodic-flooding

To set the length of the interval used for periodic flooding, use the mplstraffic-eng link timers
periodic-flooding command in global configuration mode.

mplstraffic-eng link timers periodic-flooding interval

Syntax Description interval Length of interval used for periodic flooding (in seconds). The range
isfrom O to 3600. If you set this value to 0, you turn off periodic
flooding. If you set this value anywhere in the range from 1 to 29, it

is treated as 30.
Defaults 180 seconds
Command Modes Global configuration
Command History Release Modification
12.0(5)S This command was introduced.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.25X This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines Use this command to set the interval for periodic flooding of traffic engineering (TE) topology
information.

Changes in the Multiprotocol Label Switching (MPLS) TE topology database are flooded by the link
state Interior Gateway Protocol (IGP). Some changes, such as those to link status (up/down) or
configured parameters, trigger immediate flooding. Other changes are considered less urgent and are
flooded periodically. For example, changes to the amount of link bandwidth allocated to TE tunnels are
flooded periodically unless the change causes the bandwidth to cross a configurable threshol d.

Examples The following example sets the interval length for periodic flooding to advertise flooding changes to
120 seconds.

Router(config)# npls traffic-eng tinmers periodic-flooding 120

Related Commands = Command Description
mplstraffic-eng flooding thresholds Sets the reserved bandwidth thresholds of alink.
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mpls traffic-eng link-management timers bandwidth-hold

To set the length of time that bandwidth is held for an RSV P path (setup) message while you wait for the
corresponding RSV P Resv message to come back, use the mpls traffic-eng link-management timers
bandwidth-hold command in global configuration mode. To disable this function, use the no form of
this command.

mpls traffic-eng link-management timers bandwidth-hold hold-time

no mplstraffic-eng link-management timer s bandwidth-hold

Syntax Description

Defaults

Command Modes

hold-time Length of time that bandwidth can be held. Valid values are
from 1 to 300 seconds.

15 seconds

Global configuration

Command History

Examples

Release Modification

12.0(5)S This command was introduced.

12.1(3)T This command was integrated into Cisco 10S Release 12.1(3)T.
12.0(10)ST This command was integrated into Cisco 10S Release 12.0(10)ST.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0OS Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

In the following example, bandwidth is set to be held for 10 seconds:

Router(config)# npls traffic-eng |Iink-nmanagenent tiners bandw dt h-hold 10

Related Commands

Command Description

show mpls traffic-eng link-management Displays current local link information.
bandwidth-allocation
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mpls traffic-eng link-management timers periodic-flooding

To set thelength of theinterval for periodic flooding, usethe mplstraffic-eng link-management timers
periodic-flooding command in global configuration mode. To disable the specified interval length for
periodic flooding, use the no form of this command.

mpls traffic-eng link-management timer s periodic-flooding interval

no mpls traffic-eng link-management timers periodic-flooding

Syntax Description interval Length of the interval (in seconds) for periodic flooding. Valid values are
from 0to 3600. A value of 0 turns off periodic flooding. If you set thisvalue
from 1to 29, it istreated as 30.

Defaults 180 seconds (3 minutes)

Command Modes Global configuration

Command History Release Modification
12.0(5)S This command was introduced.
12.1(3)T This command was integrated into Cisco 10S Release 12.1(3)T.
12.0(10)ST This command was integrated into Cisco 10S Release 12.0(10)ST.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines Use this command to advertise link state information changes that do not trigger immediate action. For
example, a change to the amount of allocated bandwidth that does not cross a threshol d.

Examples The following example shows how to set the interval length for periodic flooding to 120 seconds:

Router(config)# npls traffic-eng |ink-managenment tinmers periodic-flooding 120

Related Commands = Command Description
mpls traffic-eng flooding thresholds Sets alink’s reserved bandwidth thresholds.
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mpls traffic-eng logging Isp

To log certain traffic engineering label switched path (L SP) events, use the mplstraffic-englogging Isp
command in global configuration mode. To disable logging of L SP events, use the no form of this
command.

mplstraffic-eng logging Isp { path-errors| reservation-errors | preemption | setups |
teardowns} [acl-number]

no mplstraffic-eng logging Isp {path-errors| reservation-errors | preemption | setups |
teardowns} [acl-number]

Syntax Description

Defaults

Command Modes

path-errors Logs RSV P path errors for traffic engineering L SPs.

reservation-errors Logs RSVP reservation errors for traffic engineering L SPs.

preemption Logs events related to the preemption of traffic engineering L SPs.

setups Logs events related to the establishment of traffic engineering L SPs.
teardowns Logs events related to the removal of traffic engineering L SPs.
acl-number (Optional) Uses the specified access list to filter the events that are logged.

Logs events only for L SPs that match the access list.

Logging of LSP eventsis disabled.

Global configuration

Command History

Release Modification

12.1(3)T This command was introduced.

12.0(10)ST This command was integrated into Cisco 10S Release 12.0(10)ST.
12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco |0S Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Examples The following example shows how to log path errors for L SPs that match access list 3:
Router(config)# npls traffic-eng logging |Isp path-errors 3
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Related Commands  Command Description
access-list (extended) Defines an extended | P access list.
logging console Limits the number of messages logged to the console.
mpls traffic-eng logging tunnel Logs certain traffic engineering tunnel events.
show logging Displays the messages that are logged in the buffer.
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mpls traffic-eng logging tunnel

To log certain traffic engineering tunnel events, use the mplstraffic-eng logging tunnel command in
global configuration mode. To disable logging of traffic engineering tunnel events, use the no form of
this command.

mpls traffic-eng logging tunnel Isp-selection [acl-number]

no mplstraffic-eng logging tunnel Isp-selection [acl-number]

Syntax Description

Defaults

Command Modes

Isp-selection Logs events related to the selection of alabel switched path (LSP) for a
traffic engineering tunnel.
acl-number (Optional) Uses the specified accesslist to filter the events that are logged.

Logs events only for tunnels that match the access list.

Logging of tunnel eventsis disabled.

Global configuration

Command History

Examples

Release Modification

12.1(3)T This command was introduced.

12.0(10)ST This command was integrated into Cisco 10S Release 12.0(10)ST.
12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

The following example shows how to log traffic engineering tunnel events associated with access list 3:

Rout er (config)# npls traffic-eng | ogging tunnel |sp-selection 3

Related Commands

Command Description

access-list (extended) Creates an extended access list.

logging console Limits the number of messages logged to the console.
mpls traffic-eng logging Isp Logs certain traffic engineering L SP events.

show logging Displays the messages that are logged in the buffer.
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mpls traffic-eng Isp attributes

To create or modify alabel switched path (LSP) attribute list, use the mplstraffic-eng Isp attributes
command in global configuration mode. To remove a specified L SP attribute list from the device
configuration, use the no form of this command.

mplstraffic-eng Isp attributes string

no mplstraffic-eng Isp attributes string

Syntax Description

Command Default

Command Modes

string L SP attributes list identifier.

An LSP attribute list is not created unless you create one.

Global configuration (config)

Command History

Usage Guidelines

Release Modification

12.0(26)S This command was introduced.

12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |10S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |0S Release 12.4(20)T.

This command sets up an L SP attribute list and enters L SP Attributes configuration mode, in which you
can enter L SP attributes.

To associate the L SP attributes and L SP attribute list with a path option for an L SP, you must configure
the tunnel mplstraffic-eng path option command with the attributes string keyword and argument,
where string is the identifier for the specific LSP attribute list.

An LSP attribute referenced by the path option takes precedence over the val ues configured on the tunnel
interface. If an attribute is not specified in the LSP attribute list, the devices takes the attribute from the
tunnel configuration. L SP attribute lists do not have default values. If the attribute is not configured on
the tunnel, then the device uses tunnel default values.

Onceyou typethe mplstraffic-eng Isp attributes command, you enter the L SP Attributes configuration
mode where you define the attributes for the L SP attribute list that you are creating.

The mode commands are as follows:
o affinity—Specifies attribute flags for links that make up an LSP.
¢ auto-bw—Specifies automatic bandwidth configuration.
¢ bandwidth—Specifies L SP bandwidth.
¢ lockdown—Disables reoptimization for the LSP.
e priority—Specifies LSP priority.
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e protection—Enables failure protection.
¢ record-route—Records the route used by the LSP.

The following monitoring and management commands are also available in the LSP Attributes
configuration mode:

e exit—Exits from L SP Attributes configuration mode.
¢ list—Relists al the entriesin the LSP attribute list.
¢ no—Removes a specific attribute from the LSP attribute list.

Examples The following example shows how to set up an L SP attribute list identified with the numeral 6 with the
bandwidth and priority mode commands. The example also shows how to use the list mode command:
Rout er (config)# npls traffic-eng Isp attributes 6

Rout er (config-1sp-attr)# bandw dth 500
Rout er (config-lsp-attr)# |list

LIST 6
bandwi dt h 500

Router(config-lsp-attr)# priority 1 1
Rout er (config-lsp-attr)# list

LIST 6
bandwi dt h 500
priority 1 1

Router (config-lsp-attr)# exit

Related Commands = Command Description
show mplstraffic-eng Isp attributes Displays global LSP attributes lists.
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mpls traffic-eng mesh-group

To configure a mesh group in an Interior Gateway Protocol (IGP) to allow Multiprotocol Label
Switching (MPLS) traffic engineering (TE) label switch routers (L SRs) that belong to the same mesh
group to signal tunnels to the local router, use the mpls traffic-eng mesh-group command in router
configuration mode. To disable signaling of tunnels from LSRs in the same mesh group to the local
router, use the no form of this command.

mpls traffic-eng mesh-group mesh-group-id type number area area-id

no mpls traffic-eng mesh-group mesh-group-id type number area area-id

Syntax Description mesh-group-id Number that identifies a specific mesh group.
type Type of interface.
number Interface number.
area area-id Specifies an IGP area.

Command Default No tunnels are signaled for routers in the same mesh group.

Command Modes Router configuration (config-router)#

Command History Release Modification
12.0(29)S This command was introduced.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |10S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |0OS Release 12.4(20)T.

Usage Guidelines Use this command to configure a mesh group in an IGP. This allowsthe MPLS TE L SRs that belong to
the specified mesh group to signal tunnelsto the local router. The |GP floods mesh group configuration
to all routers belonging to the same mesh group. An autotemplate determines how a router participates
in an autotunnel. A router can participate in a mesh group through two-way tunnels or one-way tunnels.

Open Shortest Path First (OSPF) is the only |GP supported for the MPLS Traffic
Engineering—AutoTunnel Mesh Groups feature.

Examples The following example shows how to configure OSPF to allow L SRs that bel ong to the same mesh group
(mesh group 10) to signal tunnels to the local router:

Rout er (config)# router ospf 100
Rout er (config-router)# npls traffic-eng nmesh-group 10 | oopback O area 100

Cisco 10S Multiprotocol Label Switching Command Reference
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Related Commands  Command Description

tunnel destination mesh-group  Configuresan autotemplate to signal tunnelsto all other members
of a specified mesh group.

Cisco 10S Multiprotocol Label Switching Command Reference
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mpls traffic-eng multicast-intact

To configure arouter running Intermediate System-to-Intermediate System (1S-1S) or Open Shortest
Path First (OSPF) so that Protocol-1ndependent Multicast (PIM) and Multiprotocol Label Switching
(MPLYS) traffic engineering (TE) can work together, usethe mplstraffic-eng multicast-intact command
in router configuration mode. To disable interoperability between PIM and MPLS TE, use the no form

of this command.

mpls traffic-eng multicast-intact

no mpls traffic-eng multicast-intact

Syntax Description  This command has no arguments or keywords.

Defaults PIM and MPLS TE do not work together.

Command Modes Router configuration

Command History Release Modification
12.0(12)S This command was introduced.
12.1(5)T This command was integrated into Cisco 10S Release 12.1(5)T.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines The mplstraffic-eng multicast-intact command allows PIM to use the native hop-by-hop neighbors
while unicast routing is using MPLS TE tunnels.

This command works only for OSPF and | SIS protocols.

Examples The following example shows how to enable PIM and MPLS TE to interoperate:

Rout er (config)# router ospf 1
Rout er (config-router)# npls traffic-eng nulticast-intact

Related Commands = Command Description

mplstraffic-eng interface Configures a router running OSPF or 1S-1S so that it
floods MPL S TE link information in the indicated OSPF
areaor |S-ISlevel.

show ospf routes multicast-intact Displays multicast-intact paths of OSPF routes.
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mpls traffic-eng passive-interface

To configure alink as apassive interface between two Autonomous System Boundary Routers (ASBRs),
use the mpls traffic-eng passive-inter face command in interface configuration mode. To disable the
passive link, use the no form of this command.

mpls traffic-eng passive-inter face nbr-te-id te-router-id [nbr-if-addr if-addr] [nbr-igp-id {isis
sysid | ospf sysid}]

no mplstraffic-eng passive-interface nbr-te-id te-router-id [nbr-if-addr if-addr] [nbr-igp-id{isis
sysid | ospf sysid}]

Syntax Description

Command Default

Command Modes

nbr-te-id te-router-id  Traffic engineering router 1D of the neighbor router on the remote side of the
link where this command is configured.

nbr-if-addr if-addr (Optional) Interface address of the remote ASBR.

nbr-igp-id (Optional) Specifies a unique sysid for neighboring Interior Gateway
Protocols (IGPs) when two or more autonomous systems use different | GPs
and have more than one neighbor on the link.

Enter the nbr-igp-id keyword (followed by theisis or ospf keyword) and the
sysid for each IGP. The sysid must be unigue for each neighbor.

isis sysid System identification of Intermediate System-to-Intermediate System
(I1S-19).

ospf sysid System identification of Open Shortest Path First (OSPF).

None

Interface configuration

Command History

Usage Guidelines

Release Modification

12.0(29)S This command was introduced.

12.2(33)SRA The nbr-if-addr keyword was added.

12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |0S Release 12.4(20)T.

The mplstraffic-eng passive-inter face command sets the next-hop address for a passive interface. The
command is required only for a broadcast link.

Enter the mpls traffic-eng passive-interface command only on the outgoing interface on which the
label-switched path (LSP) will exit; you do not have to enter this command on both ends of the
interautonomous system (Inter-AS) link.

On a point-to-point link or on a multiaccess link where there is only one neighbor, you do not have to
enter the isis or ospf keyword (or the sysid argument).
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If two autonomous systems use different IGPs and have more than one neighbor on the link, you must
enter the nbr-igp-id keyword followed by isis or ospf and the sysid. The sysid must be unique for each
neighbor.

For abroadcast link (that is, other Resource Reservation Protocol (RSV P)) features are using the passive
link), you must enter the nbr-if-addr keyword.

For an RSV P Hello configuration on an Inter-AS link, all keywords are required.

Examples In the following example there is only one neighbor:
Router(config-if)# npls traffic-eng passive-interface nbr-te-id 10.10.10. 10
In the following example, two autonomous systems use different | GPs and have more than one neighbor
on the link:
Router(config-if)# npls traffic-eng passive-interface nbr-te-id 10.10.11.12 nbr-igp-id
ospf 10.10. 15. 18
If autonomous system 1 (AS1) isrunning I1S-1S and AS2 is running OSPF, the unique ID on A1 must be
in the system ID format. To form the system ID, we recommend that you append zeros to the router ID
of the neighbor. For example, if the AS2 router is 10.20.20.20, then you could enter a system ID of
10.0020.0020.0020.00 for IS-1S on the AS1 router.
In the following example there is aremote ASBR and an I1S-IS:
Router(config-if)# npls traffic-eng passive-interface nbr-te-id 10.20.20.20 nbr-igp-id
i sis 10.0020.0020. 0020. 00
In the following example, there is a broadcast link and the interface address of the remote ASBR is
10.0.0.2:
Router(config-if)# npls traffic-eng passive-interface nbr-te-id 10.10.10.10 nbr-if-addr
10.0.0.2
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mpls traffic-eng path-option list

To configure a path option list, use the mpls traffic-eng path-option list command in global
configuration mode. To disable this function, use the no form of this command.

mpls traffic-eng path-option list [name pathlist-name | identifier pathlist-number]

no mplstraffic-eng path-option list [name pathlist-name | identifier pathlist-number]

Syntax Description name pathlist-name Specifies the name of the path option list.

identifier pathlist-number Specifies the identification number of the path option list.
Valid values are from 1 through 65535.

Command Default There are no path option lists.

Command Modes Global configuration (config)

Command History Release Modification
12.2(33)SRE This command was introduced.

Usage Guidelines A path option list contains alist of backup pathsfor aprimary path option. You can specify a path option
list by entering its name or identifier.

After you enter the mplstraffic-eng path-option list command, the router enters path option list
configuration mode and you can enter the following commands:

¢ path-option—Specifies the name or identification number of the next path option to add, edit, or
delete.

e list—Lists al path options.
e no—Deletes a specified path option.
e exit—Exits from path option list configuration mode.

Then you can specify explicit backup paths by entering their name or identifier.

Examples The following example configures the path option list named pathlist-01, adds path option 10, lists the
backup path that is in the path option list, and exits from path option list configuration mode:

Router(config)# npls traffic-eng path-option |list nane pathlist-01
Rout er (cf g- pat hoption-1ist)# path-option 10 explicit name bk-path-01
Rout er (cf g- pat hoption-list)# |ist

pat h-option 10 explicit name bk-path-01
Rout er (cfg-pathoption-1ist)# exit
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Related Commands = Command Description
tunnel mplstraffic-eng path option Configures apath option for an MPLS TE tunnel.
tunnel mplstraffic-eng path-option protect Configures a secondary path option or a path

option list for an MPLS TE tunnel.
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mpls traffic-eng path-selection metric

To specify the metric type to use for path selection for tunnels for which the metric type has not been
explicitly configured, use the mplstraffic-eng path-selection metric command in global configuration
mode. To remove the specified metric type, use the no form of this command.

mpls traffic-eng path-selection metric {igp | te}

no mplstraffic-eng path-selection metric

Syntax Description igp Use the Interior Gateway Protocol (IGP) metric.
te Use the traffic engineering metric.

Defaults The default is the te metric.

Command Modes Global configuration

Command History Release Modification
12.0(18)ST This command was introduced.
12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.4 This command was integrated into Cisco 10S Release 12.4.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.

Usage Guidelines Use this command to specify the metric type to be used for traffic engineering (TE) tunnels for which
the tunnel mpls traffic-eng path-selection metric command has not been specified.

The metric type to be used for path calculation for a given tunnel is determined as follows:

¢ If thetunnel mplstraffic-eng path-selection metric command was entered to specify ametric type
for the tunnel, use that metric type.

¢ Otherwise, if the mplstraffic-eng path-selection metric was entered to specify a metric type, use
that metric type.

e Otherwise, use the default (te) metric.

Examples The following command specifies that if a metric type was not specified for agiven TE tunnel, theigp
metric should be used for tunnel path calculation:

Cisco 10S Multiprotocol Label Switching Command Reference
= Jansary 2010 |



mpls traffic-eng path-selection metric Il

Rout er (config)# npls traffic-eng path-selection netric igp

Related Commands = Command Description

tunnel mplstraffic-eng path-selection metric Specifies the metric type to use when calculating
atunnel’s path.

Cisco 10S Multiprotocol Label Switching Command Reference
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mpls traffic-eng reoptimize

To force immediate reoptimization of al traffic engineering tunnels, use the mplstraffic-eng
reoptimize command in privileged EXEC mode.

Syntax Description

Command Modes

mpls traffic-eng reoptimize

This command has no arguments or keywords.

Privileged EXEC

Command History Release Modification
12.0(5)ST This command was introduced.
12.1(3)T This command was integrated into Cisco |0S Release 12.1(3)T.
12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.2(28)SB This command was integrated into Cisco |10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2SX

Examples

Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support
in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

The following example shows how to reoptimize all traffic engineering tunnels immediately:

Router# npls traffic-eng reoptinze

Related Commands

Command

Description

mplstraffic-eng reoptimizetimersdelay = Delaysremoval of old LSPs or installation of new L SPs

after tunnel reoptimization.
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mpls traffic-eng reoptimize events

To turn on automatic reoptimization of Multiprotocol Label Switching (MPLS) traffic engineering when
certain events occur, such as when an interface becomes operational, use the mpls traffic-eng
reoptimize events command in global configuration mode. To disable automatic reoptimization, usethe
no form of this command.

mpls traffic-eng reoptimize events link-up

no mplstraffic-eng reoptimize events link-up

Syntax Description

Defaults

Command Modes

link-up Triggers automatic reopti mization whenever an interface becomes
operational.

Event-based reoptimization is disabled.

Global configuration

Command History

Examples

Release Modification

12.1(3)T This command was introduced.

12.0(10)ST This command was integrated into Cisco 10S Release 12.0(10)ST.
12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0OS Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

The following example shows how to turn on automatic reoptimization whenever an interface becomes
operational:

Router(config)# npls traffic-eng reoptim ze events |ink-up

Related Commands

Command Description

mpls traffic-eng logging Isp Controls the frequency with which tunnels with
established L SPs are checked for better L SPs.

mpls traffic-eng reoptimize Reoptimizes all traffic engineering tunnels
immediately.

mplstraffic-eng reoptimizetimersdelay = Delays removal of old LSPs or installation of new
L SPs after tunnel reoptimization.
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mpls traffic-eng reoptimize timers delay

To delay removal of old label switched paths (L SPs) or installation of new L SPs after tunnel
reoptimization, use the mpls traffic-eng reoptimize timers delay command in global configuration
mode. To restore the default value, use the no form of this command.

mpls traffic-eng reoptimize timers delay { cleanup delay-time | installation delay-time}

no mplstraffic-eng reoptimize timers delay { cleanup delay-time | installation delay-time}

Syntax Description cleanup delay-time Delays removal of old L SPs after tunnel reoptimization for the specified
number of seconds. The valid range is from 0 to 60 seconds. A value of 0
disables the delay. The default is 10 seconds.

installation delay-time Delaysinstallation of new L SPs with new labels after tunnel reoptimization
for the specified number of seconds. The valid rangeis from O to
3600 seconds. A value of 0 disables the delay. The default is 3 seconds.

Command Default Removal of old LSPs and installation of new LSPsis not delayed.

Command Modes Global configuration

Command History Release Modification
12.0(32)S This command was introduced.
12.2(25)S This command was integrated into Cisco 10S Release 12.2(25)S.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.

Usage Guidelines A device with Multiprotocol Label Switching traffic engineering (MPLS TE) tunnels periodically
examines tunnels with established L SPs to discover if more efficient LSPs (paths) are available. If a
better LSP is available, the device signals the more efficient LSP; if the signaling is successful, the
device replaces the older L SP with the new, more efficient LSP.

Sometimes the slower router-point nodes may not yet utilize the new label’s forwarding plane. In this
case, if the headend node replaces the labels quickly, it can result in brief packet loss. By delaying the
cleanup of the old L SP using the mpls traffic-eng reoptimize timer s delay cleanup command, packet
loss is avoided.

Examples The following example shows how to set the reoptimization cleanup delay time to one minute:

Rout er# configure
Rout er(config)# npls traffic-eng reoptimze tiners delay cleanup 60

Cisco 10S Multiprotocol Label Switching Command Reference
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The following example shows how to set the reoptimization installation delay time to one hour:

Rout er# configure
Router(config)# npls traffic-eng reoptim ze tiners delay installation 5

Related Commands  Command Description
mpls traffic-eng reoptimize Forces immediate reoptimization of all traffic engineering
tunnels.
mpls traffic-eng reoptimize events Turns on automatic reoptimization of MPLS traffic

engineering when certain events occur, such as when an
interface becomes operational.

mpls traffic-eng reoptimize timers Controls the frequency with which tunnels with established
frequency L SPs are checked for better L SPs.
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mpls traffic-eng reoptimize timers frequency

To control the frequency with which tunnels with established label switched paths (L SPs) are checked
for better L SPs, use the mpls traffic-eng reoptimize timers frequency command in global
configuration mode. To disable this function, use the no form of this command.

mpls traffic-eng reoptimize timers frequency seconds

no mpls traffic-eng reoptimize timers frequency

Syntax Description seconds Sets the frequency of reoptimization (in seconds). A value of 0 disables
reoptimization. The range of valuesis 0 to 604800 seconds (1 week).

Defaults 3600 seconds (1 hour)

Command Modes Global configuration

Command History Release Modification
12.0(5)S This command was introduced.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines A device with traffic engineering tunnels periodically examines tunnels with established LSPs to learn
if better LSPs are available. If abetter L SP seems to be available, the device attempts to signal the better
LSP; if the signaling is successful, the device replaces the old, inferior LSP with the new, better LSP.

~

Note If thelockdown keyword is specified with the tunnel mplstraffic-eng path-option command, then a
reoptimize check is not done on the tunnel.

If you configure a traffic engineering tunnel with an explicit path that is not fully specified (a series of
router |Ds or a combination of router I1Ds and interface addresses), then reoptimization may not occur.

Note If you specify alow reoptimization frequency (for example, less than 30 seconds), there may be an
increase in CPU utilization for configurations with a large number of traffic engineering tunnels.

Examples The following example shows how to set the reoptimization frequency to 1 day:

Router(config)# npls traffic-eng reoptimnmize tiners frequency 86400
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Related Commands = Command Description
mplstraffic-eng reoptimize Reoptimizes all traffic engineering tunnels
immediately.

mplstraffic-eng reoptimizetimersdelay = Delaysremoval of old LSPs or installation of new L SPs
after tunnel reoptimization.

tunnel mplstraffic-eng path-option Configures a path option for an MPLS traffic
engineering tunnel.
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mpls traffic-eng router-id

To specify that the traffic engineering router identifier for the node is the IP address associated with a
given interface, use the mplstraffic-eng router-id command in router configuration mode. To remove
the traffic engineering router identifier, use the no form of this command.

mpls traffic-eng router-id interface-name

no mplstraffic-eng router-id

Syntax Description

Defaults

Command Modes

interface-name Interface whose primary |P address is the router’s identifier.

No traffic engineering router identifier is specified.

Router configuration

Command History

Usage Guidelines

Examples

Release Modification

12.0(5)S This command was introduced.

12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Thisrouter identifier acts as astable | P address for the traffic engineering configuration. This P address
is flooded to all nodes. For all traffic engineering tunnels originating at other nodes and ending at this
node, you must set the tunnel destination to the traffic engineering router identifier of the destination
node, because that is the address that the traffic engineering topology database at the tunnel head uses
for its path calculation.

You should configure the same traffic engineering router id for all Interior Gateway Protocol (1GP)
routing processes.

The following example shows how to specify the traffic engineering router identifier as the IP address
associated with interface LoopbackO:

Rout er (config-router)# npls traffic-eng router-id LoopbackO

Related Commands

Command Description

mpls atm control-vc Turns on flooding of MPL S traffic engineering
link information in the indicated | GP level/area.
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mpls traffic-eng scanner

To specify how often Intermediate System-to-Intermediate System (1S-1S) extracts traffic engineering
type, length, values (TLVs) objects from flagged label switched paths (L SPs) and passes them to the
traffic engineering topology database, and the maximum number of L SPs that the router can process
immediately, use the mpls traffic-eng scanner command in router configuration mode. To disable the
frequency that | S-1S extracts traffic engineering TLV's and the maximum number of LSPs |S-IS passes
to the traffic engineering topology database, use the no form of this command.

mpls traffic-eng scanner [interval seconds] [max-flash LSPs]

no mplstraffic-eng scanner

Syntax Description interval seconds (Optional) Frequency, in seconds, at which IS-1S sends traffic engineering
TLVsinto the traffic engineering database. The value can be from 1 to 60.
The default value is 5.

max-flash LSPs (Optional) Maximum number of L SPs that the router can process
immediately without incurring adelay. The value can befrom 0to 200. The
default value is 15.

Command Default I S-1S sends traffic engineering TLV sinto the traffic engineering topology database every 5 seconds after
the first 15 L SPs are processed.

Command Modes Router configuration (config-router)

Command History Release Modification
12.0(14)ST This command was introduced.
12.2(11)S This command was integrated into Cisco 10S Release 12.2(11)S.
12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.4(2)T This command was integrated into Cisco 10S Release 12.4(2)T.
12.4 This command was integrated into Cisco |0S Release 12.4.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.
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Usage Guidelines When |S-ISreceives anew LSP, it insertsit into the | S-IS database. If the LSP contains traffic
engineering TLVs, I S-1Sflagsthe LSPs for transmission to the traffic engineering database. Depending
on the default or user-specified interval, traffic engineering TLV's are extracted and sent to the traffic
engineering database. Users can also specify the maximum number of L SPs that the router can process
immediately. Processing entails checking for traffic engineering TLV's, extracting them, and passing

them to the traffic engineering database. If more than 50 L SPs need to be processed, there is a delay of
5 seconds for subsequent L SPs.

Thefirst 15 L SPs are sent without a delay into the traffic engineering database. If more LSPs are
received, the default delay of 5 seconds applies.

If you specify the no form of this command, thereisadelay of 5 seconds before 1S-1S scansits database
and passes traffic engineering TLV's associated with flagged L SPs to the traffic engineering database

Examples In the following example, the router is allowed to process up to 50 IS-1S L SPs without any delay.

Router(config)# router isis
Rout er (config-router)# npls traffic-eng scanner interval 5 nmax-flash 50

Related Commands  Command Description

mpls traffic-eng Configures arouter running |S-1S so that it floods MPLS traffic
engineering link information into the indicated IS-1S level.

mpls traffic-eng router-id Specifiesthat the traffic engineering router identifier for the nodeisthe
| P address associated with a given interface.

router isis Enables the IS-1S routing protocol and specifies an 1S-1S process.
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mpls traffic-eng signalling advertise implicit-null

To use the Multiprotocol Label Switching (MPLS) encoding for the implicit-null label in signaling
messages sent to neighbors that match the specified access list, use the mpls traffic-eng signalling
advertiseimplicit-null command in router configuration mode. To disable this feature, use the no form
of this command.

mpls traffic-eng signalling advertise implicit-null [acl-name | acl-number]

no mplstraffic-eng signalling advertise implicit-null

Syntax Description acl-name Name of the access list.
acl-number Number of the access list.

Defaults Use the Cisco encoding for the implicit-null label in signaling messages.

Command Modes Router configuration

Command History Release Modification
12.0(5)ST This command was introduced.
12.1(3)T This command was integrated into Cisco |0S Release 12.1(3)T.
12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Examples The following example shows how to configure the router to use MPLS encoding for the implicit-null
label when it sends signaling messages to certain peers:

Rout er (config-router)# npls traffic-eng signalling advertise inplicit-null
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mpls traffic-eng srig

To configure the Shared Risk Link Group (SRLG) membership of alink (interface), use the mpls
traffic-eng srlg command in interface configuration mode. To remove alink from membership of one
or more SRLGs, use the no form of this command.

mplstraffic-eng srlg [num]

no mplstraffic-eng srig [num]

Syntax Description num (Optional) SRLG identifier. Valid values are 0 to 4294967295.

Command Default A link does not have membership in any SRLG.

Command Modes Interface configuration (config-if)
Command History Release Modification
12.0(28)S This command was introduced.
12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.

Usage Guidelines You can enter the mpls traffic-eng srlg command multiple times to make a link a member of multiple
SRLGs.

Examples The following example makes the interface a member of SRLG 5:
Router(config-if)# npls traffic-eng srig 5

If you enter the following commands, the interface is a member of both SRLG 5 and SRLG 6:

Rout er(config-if)# npls traffic-eng srig 5
Router(config-if)# npls traffic-eng srlg 6

To remove a link from membership of SRLG 5, enter the following command:

Rout er (config-if)# no npls traffic-eng srig 5

To remove alink from membership of all SRLGs, enter the following command:
Rout er (config-if)# no npls traffic-eng srlg

Related Commands = Command Description
mpls traffic-eng auto-tunnel Specifies that autocreated backup tunnels should avoid SRLGs
backup srlg exclude of the protected interface.
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mpls traffic-eng topology holddown sigerr

To specify the amount of time that a router ignores alink in its traffic engineering topology database in
tunnel path Constrained Shortest Path First (CSPF) computations following a traffic engineering tunnel
error on the link, use the mpls traffic-eng topology holddown sigerr command in global configuration
mode. To disable the time set to ignore aink following a traffic engineering tunnel error on the link, use
the no form of this command.

mpls traffic-eng topology holddown sigerr seconds

no mplstraffic-eng topology holddown sigerr

Syntax Description seconds Length of time (in seconds) arouter should ignore alink during tunnel path
calculations following a traffic engineering tunnel error on the link. The
value can be from 0 to 300.

Command Default If you do not specify this command, tunnel path calculations ignore a link on which there is a traffic
engineering error until either 10 seconds have elapsed or atopology update is received from the Interior
Gateway Protocol (IGP).

Command Modes Global configuration

Command History Release Modification
12.0(14)ST This command was introduced.
12.2(11)S This command was integrated into Cisco 10S Release 12.2(11)S.
12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of thistrain depends on your feature set,
platform, and platform hardware.

12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.

Usage Guidelines A router that is at the headend for traffic engineering tunnels might receive a Resource Reservation
Protocol (RSVP) No Route error message for an existing tunnel or for one being signaled due to the
failure of alink the tunnel traffic traverses before the router receives atopology update from the IGP
routing protocol announcing that the link is down. In such a case, the headend router ignoresthe link in
subsequent tunnel path calculations to avoid generating paths that include the link and are likely to fail
when signaled. The link isignored until the router receives a topology update from its IGP or alink
hold-down timeout occurs. You can use the mpls traffic-eng topology holddown sigerr command to
change the link hold-down time from its 10-second default value.
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Examples In the following example, the link hold-down time for signaling errorsis set at 15 seconds:

Router(config)# npls traffic-eng topol ogy hol ddown sigerr 15

Related Commands  Command Description

show mpls traffic-eng topology Displays the MPLS traffic engineering global topology as
currently known at the node.

Jl_ Cisco 10S Multiprotocol Label Switching Command Reference

January 2010 |



mpls traffic-eng tunnels (global configuration) ||

mpls traffic-eng tunnels (global configuration)

Syntax Description

Defaults

Command Modes

To enable Multiprotocol Label Switching (MPLS) traffic engineering tunnel signaling on a device, use
the mplstraffic-eng tunnels command in global configuration mode. To disable MPLS traffic
engineering tunnel signaling, use the no form of this command.

mplstraffic-eng tunnels

no mplstraffic-eng tunnels

This command has no arguments or keywords.

The command is disabled.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification

12.0(5)S This command was introduced.

12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

This command enables MPL S traffic engineering on a device. For you to use the feature, MPL S traffic
engineering must also be enabled on the desired interfaces.

The following example shows how to turn on MPLS traffic engineering tunnel signaling:

Router(config)# npls traffic-eng tunnels

Related Commands

Command Description
mpls traffic-eng tunnels (interface Enables MPL S traffic engineering tunnel
configuration) signaling on an interface.
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mpls traffic-eng tunnels (interface configuration)

To enable Multiprotocol Label Switching (MPLS) traffic engineering tunnel signaling on an interface
(assuming that it is enabled on the device), use the mpls traffic-eng tunnels command in interface
configuration mode. To disable MPL S traffic engineering tunnel signaling on the interface, use the no
form of this command.

mplstraffic-eng tunnels

no mplstraffic-eng tunnels

Syntax Description  This command has no arguments or keywords.

Command Default The command is disabled on all interfaces.

Command Modes Interface configuration

Command History Release Modification
12.0(5)S This command was introduced.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines To enable MPL Straffic engineering on the interface, MPL S traffic engineering must also be enabled on
the device. An enabled interface hasits resource information flooded into the appropriate | GP link-state
database and accepts traffic engineering tunnel signaling requests.

You can use this command to enable MPLS traffic engineering on an interface, thereby eliminating the
need to use the ip rsvp bandwidth command. However, if your configuration includes CAC (Call
Admission Control) for Resource Reservation Protocol (RSVP), you must use the ip rsvp bandwidth
command.

Examples The following example shows how to enable MPLS traffic engineering on Ethernet interface 0/0:

Router(config)# interface Ethernet0/0
Router(config-if)# npls traffic-eng tunnels
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Related Commands = Command Description

ip rsvp bandwidth Enables RSVP for IP on an interface.

mpls traffic-eng tunnels (global configuration) Enables MPLS traffic engineering tunnel
signaling on a device.
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mpls ttl-dec

To specify standard Multiprotocol Label Switching (MPLS) tagging, use the mplsttl-dec command in
global configuration mode. To return to the default settings, use the no form of this command.

mplsttl-dec

no mplsttl-dec

Syntax Description  This command has no arguments or keywords.

Defaults Optimized MPLS tagging (no mpls ttl-dec).

Command Modes Global configuration

Command History Release Modification
12.2(18)SXE This command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.

Usage Guidelines In Cisco 10S Release 12.2(18)SXE and later releases, MPL S tagging has been optimized to allow the
rewriting of the original packet’s IP type of service (ToS) and Timeto Live (TTL) values before the
MPL S label is pushed onto the packet header. This change can result in aslightly lower performance for
certain types of traffic. If the packet’s original ToS/TTL values are not significant, you enter the mpls
ttl-dec command for standard MPL S tagging.

Examples This example shows how to configure the Cisco 7600 series router to use standard MPL S tagging
behavior:

Router(config)# npls ttl-dec

Rout er (confi g) #

This example shows how to configure the Cisco 7600 series router to use optimized MPL S tagging
behavior:

Rout er (config)# no npls ttl-dec
Rout er (confi g) #

Related Commands = Command Description

mpls|2transport route Enables routing of Layer 2 packets over MPLS.
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mtu
To adjust the maximum packet size or maximum transmission unit (MTU) size, use the mtu command
in interface configuration mode, connect configuration submode, or xconnect subinterface configuration
mode. To restore the MTU value to its original default value, use the no form of this command.
mtu bytes
no mtu
Syntax Description bytes MTU size, in bytes.
Defaults Table 11 lists default MTU values according to media type.
Table 11 Default Media MTU Values
Media Type Default MTU (Bytes)
Ethernet 1500
Serial 1500
Token Ring 4464
ATM 4470
FDDI 4470
HSSI (HSA) 4470
Command Modes Interface configuration (config-if)
Connect configuration submode (for Frame Relay Layer 2 interworking)
xconnect subinterface configuration (config-if-xconn)
Command History Release Modification
10.0 This command was introduced.
12.0(26)S Thiscommand was modified. Thiscommand was updated to support connect
configuration submode for Frame Relay Layer 2 interworking.
12.2(14)SX This command was integrated into Cisco |OS Release 12.2(14)SX. Support
for this command was introduced on the Supervisor Engine 720.
12.2(17d)SXB This command was integrated into Cisco |0S Release 12.2(17d)SXB.
Support for this command on the Supervisor Engine 2 was extended to the
12.2SX release.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.4(11)T This command was integrated into Cisco |OS Release 12.4(11)T.
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Release Modification

12.2(33)SCB This command was integrated into Cisco |0S Release 12.2(33)SCB.
Cisco 10S XE This command was modified. Support for the xconnect subinterface
Release 2.4 configuration mode was added for this command. The command was

integrated into Cisco 10S XE Release 2.4.

Usage Guidelines

Each interface has a default maximum packet size or MTU size. This number generally defaults to the
largest size possible for that interface type. On serial interfaces, the MTU size varies but cannot be set
to avalue less than 64 bytes.

Changing the MTU Size
Changing the MTU size is not supported on a loopback interface.

Changing an MTU size on a Cisco 7500 series router results in the recarving of buffers and resetting of
all interfaces. The following message is displayed:

%_SP- 3- Rest art: cbhus conpl ex.

You can configure native Gigabit Ethernet ports on the Cisco 7200 series router to amaximum MTU size
of 9216 bytes. The MTU values range from 1500 to 9216 bytes.

Protocol-Specific Versions of the mtu Command

Changing the MTU value with the mtu interface configuration command can affect values for the
protocol-specific versions of the command (the ip mtu command, for example). If the value specified
with the ip mtu interface configuration command is the same as the value specified with the mtu
interface configuration command, and you change the value for the mtu interface configuration
command, theip mtu value automatically matches the new mtu interface configuration command val ue.
However, changing the values for the ip mtu configuration commands has no effect on the value for the
mtu interface configuration command.

ATM and LANE Interfaces

ATM interfaces are not bound by what is configured on the major interface. By default, the MTU on a
subinterface is equal to the default MTU (4490); if aclient is configured, the default is 1500. The MTU
can be changed on subinterfaces, but it may result in recarving of buffersto accommodate the new
maximum MTU on the interface.

Cisco 7600 Valid MTU Values
On the Cisco 7600 platform, valid values are from 64 to 9216 for SVI ports; from 1500 to 9170 for the
GE-WAN+ ports; and from 1500 to 9216 for all other ports.

If you enable the jumbo frames, the default is 64 for the SVI ports and 9216 for all the other ports. The
jumbo frames are disabled by default.

Cisco uBR10012 Universal Broadband Router

When configuring the interface MTU size on a Gigabit Ethernet SPA on a Cisco uBR10012 router,
consider the following guidelines:

¢ Thedefault interface MTU size accommodates a 1500-byte packet, plus 22 additional bytesto cover
the following additional overhead:

- Layer 2 header—14 bytes
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Examples

- Dot1Q header—4 bytes
- CRC—4 bytes

mtu

e If you areusing MPLS, be sure that the mpls mtu command is configured for a value less than or

equal to the interface MTU.

e |f you are using MPLS labels, then you should increase the default interface MTU size to

accommodate the number of MPLS labels. Each MPLS label adds 4 bytes of overhead to a packet.

For the Gigabit Ethernet SPAs on the Cisco uBR10012 router, the default MTU sizeis 1500 bytes. When

the interface is being used as a Layer 2 port, the maximum configurable MTU is 9000 bytes. The SPA
automatically adds an additional 22 bytes to the configured MTU size to accommodate some of the

additional overhead.

The following example specifiesan MTU of 1000 bytes:

Router(config)# interface serial 1
Rout er (config-if)# nmtu 1000

Cisco uBR10012 Universal Broadband Router

The following example shows how to specify an MTU size on a Gigabit Ethernet SPA on the
Cisco uBR10012 router:

Rout er# configure term nal
Router(config)# interface G gabitEthernet3/0/0
Rout er(config-if)# ntu 1800

Related Commands

Command Description
encapsulation smds  Enables SMDS service on the desired interface.
ip mtu Setsthe MTU size of IP packets sent on an interface.

I January 2010

Cisco 10S Multiprotocol Label Switching Command Reference



I neighbor activate

neighbor activate

To enable the exchange of information with a Border Gateway Protocol (BGP) neighbor, use the
neighbor activate command in address family configuration mode or router configuration mode. To
disable the exchange of an address with a BGP neighbor, use the no form of this command.

neighbor {ip-address | peer-group-name | ipv6-address} activate

no neighbor {ip-address | peer-group-name | ipv6-address} activate

Syntax Description

Command Default

N

Note

Command Modes

ip-address I P address of the neighboring router.
peer-group-name Name of the BGP peer group.
ipv6-address IPv6 address of the BGP neighbor.

This argument must be in the form documented in RFC 2373 where
the address is specified in hexadecimal using 16-bit values between
colons.

The exchange of addresses with BGP neighborsis enabled for the | Pv4 address family. Enabling address
exchange for all other address familiesis disabled.

Address exchange for address family | Pv4 is enabled by default for each BGP routing session configured
with the neighbor remote-as command unless you configure the no bgp default ipv4-activate
command before configuring the neighbor remote-as command, or you disable address exchange for
address family 1Pv4 with a specific neighbor by using the no form of the neighbor activate command.

Address family configuration
Router configuration

Command History

Release Modification

11.0 This command was introduced.

12.05)T Support for address family configuration mode and the IPv4 address family
was added.

12.2(2)T The ipv6-address argument and support for the IPv6 address family were
added.

12.0(21)ST This command was integrated into Cisco |0S Release 12.0(21)ST.

12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.

12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.

12.2(28)SB This command was integrated into Cisco |0OS Release 12.2(28)SB.

12.2(25)SG This command was integrated into Cisco 10S Release 12.2(25)SG.

12.2(33)SRA

This command was integrated into Cisco |OS Release 12.2(33)SRA.

12.2(33)SXH

This command was integrated into Cisco |0S Release 12.2(33)SXH.
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Usage Guidelines Use this command to advertise address information in the form of an IP or IPv6 prefix. The address
prefix information is known as Network Layer Reachability Information (NLRI) in BGP.

Examples Address Exchange Example for Address Family vpn4

Thefollowing example shows how to enable address exchange for addressfamily vpnv4 for all neighbors
in the BGP peer group named PEPEER and for the neighbor 10.0.0.44:

Rout er (config)# address-famly vpnv4

Rout er (confi g-rout er-af)# nei ghbor PEPEER activate
Rout er (confi g-router-af)# nei ghbor 10.0.0.44 activate
Rout er (config-router-af)# exit-address-famly

Address Exchange Example for Address Family IPv4 Unicast

The following example shows how to enable address exchange for address family 1Pv4 unicast for all
neighbors in the BGP peer group named groupl and for the BGP neighbor 172.16.1.1:
Rout er (confi g)# address-family ipv4 unicast

Rout er (confi g-router-af)# nei ghbor groupl activate
Rout er (confi g-router-af)# neighbor 172.16.1.1 activate

Address Exchange Example for Address Family IPv6

The following example shows how to enable address exchange for address family | Pv6 for all neighbors
in the BGP peer group named group2 and for the BGP neighbor 7000::2:
Rout er (config)# address-fanmily ipv6

Rout er (confi g-router-af)# nei ghbor group2 activate
Rout er (confi g-router-af)# neighbor 7000::2 activate

Related Commands  Command Description
address-family ipv4 Places the router in address family configuration mode for
configuring routing sessions, such as BGP, that use standard 1Pv4
address prefixes.
address-family ipv6 Places the router in address family configuration mode for

configuring routing sessions, such as BGP, that use standard |Pv6
address prefixes.

address-family vpnv4 Places the router in address family configuration mode for
configuring routing sessions, such as BGP, that use standard VPNv4
address prefixes.

address-family vpnv6 Places the router in address family configuration mode for

configuring routing sessions, such as BGP, that use standard VPNv6
address prefixes.

exit-address-family Exits from the address family submode.
neighbor remote-as Adds an entry to the BGP or multiprotocol BGP neighbor table.
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neighbor allowas-in

To configure provider edge (PE) routers to allow readvertisement of all prefixes containing duplicate
autonomous system numbers (ASNs), use the neighbor allowas-in command in router configuration
mode. To disable the readvertisement of the ASN of the PE router, use the no form of this command.

neighbor ip-address allowas-in [number]

no neighbor allowas-in [number]

Syntax Description ip-address IP address of the neighboring router.

number (Optional) Specifies the number of times to allow the advertisement
of aPE router’'s ASN. Valid values are from 1 to 10. If no number is
supplied, the default value of 3 timesis used.

Command Default Readvertisement of all prefixes containing duplicate ASNs is disabled by default.

Command Modes Router configuration
Command History Release Modification
12.0(NT This command was introduced.
121 This command was integrated into Cisco |0S Release 12.1.
12.2 This command was integrated into Cisco |0S Release 12.2.
12.3 This command was integrated into Cisco 10S Release 12.3.
12.3T This command was integrated into Cisco 10S Release 12.3T.
12.4 This command was integrated into Cisco 10S Release 12.4.
12.47 This command was integrated into Cisco |0S Release 12.4T.
12.2(33)SRA This command wasintegrated into Cisco |OS Release 12.2(33)SRA.
12.25X This command is supported in the Cisco 10S Release 12.2SX train.
Support in a specific 12.2SX release of this train depends on your
feature set, platform, and platform hardware.
Usage Guidelines In a hub and spoke configuration, a PE router readvertises all prefixes containing duplicate autonomous

system numbers. Use the neighbor allowas-in command to configure two VRFs on each PE router to
receive and readvertise prefixes are as follows:

¢ One Virtual Private Network routing and forwarding (VRF) instance receives prefixes with ASNs
from all PE routers and then advertises them to neighboring PE routers.

e The other VRF receives prefixes with ASNs from the customer edge (CE) router and readvertises
them to all PE routersin the hub and spoke configuration.

You control the number of times an ASN is advertised by specifying a number from 1 to 10.
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Examples The following example shows how to configure the PE router with ASN 100 to allow prefixes from the
VRF address family Virtual Private Network (VPN) IPv4 vrfl. The neighboring PE router with the IP
address 192.168.255.255 is set to be readvertised to other PE routers with the same ASN six times.
Rout er (config)# router bgp 100

Rout er (config-router)# address-family ipv4d vrf vrfl
Rout er (confi g-router)# nei ghbor 192. 168. 255. 255 allowas-in 6

Related Commands  Command Description

address-family Enters the address family configuration submode used to configure
routing protocols such as BGP, OSPF, RIP, and static routing.
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neighbor as-override

To configure aprovider edge (PE) router to override the autonomous system number (ASN) of asitewith
the ASN of aprovider, usethe neighbor as-override command in router configuration mode. To remove
Virtual Private Network (VPN) IPv4 prefixes from a specified router, use the no form of this command.

neighbor ip-address as-override

no neighbor ip-address as-override

Syntax Description

Defaults

Command Modes

ip-address Specifiesthe |P address of the router that isto be overridden with the
ASN provided.

Automatic override of the ASN is disabled.

Router configuration

Command History

Usage Guidelines

Examples

Release Modification

12.0(7)T This command was introduced.

12.2(33)SRA This command wasintegrated into Cisco |OS Release 12.2(33)SRA.
12.25X This command is supported in the Cisco 10S Release 12.2SX train.

Support in a specific 12.2SX release of this train depends on your
feature set, platform, and platform hardware.

This command is used in conjunction with the site-of-origin feature, identifying the site where aroute
originated, and preventing routing loops between routers within a VPN.

The following example shows how to configure a router to override the ASN of a site with the ASN of
aprovider:

Rout er (config)# router bgp 100

Rout er (confi g-router)# nei ghbor 192.168. 255. 255 renpte-as 109

Rout er (confi g-router)# nei ghbor 192. 168. 255. 255 updat e- source | oopback0
Rout er (config-router)# address-fanmily ipv4 vrf vpnl

Rout er (confi g-router)# nei ghbor 192.168. 255. 255 activate

Rout er (confi g-router)# nei ghbor 192. 168. 255. 255 as-override
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Related Commands

Command

Description

neighbor activate

Enables the exchange of information with a BGP neighboring router.

neighbor remote-as

Allows a neighboring router’s | P address to be included in the BGP
routing table.

neighbor update-source

Allows internal BGP sessions to use any operational interface for
TCP/IP connections.

route-map

Redistributes routes from one routing protocol to another.
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neighbor inter-as-hybrid

To configure the eBGP peer router (ASBR) as an Inter-AS Option AB peer, use the neighbor
inter-as-hybrid command.

Advertised routes have the route targets (RTs) that are configured on the VRF. Advertised routes do
not have their original RTs.

If any prefixes are imported into Option AB VRFs, then the imported paths are advertised to this
peer.

neighbor {ip-address | peer-group-name} inter-as-hybrid
no neighbor {ip-address | peer-group-name} inter-as-hybrid

Syntax Description ip-address Specifies the |P address of the Inter-AS AB neighbor.
peer-group-name Specifies the name of a BGP peer group.
inter-as-hybrid Specifies that the neighbor is an Option AB neighbor.
Defaults No Inter-AS AB neighbor eBGP (ASBR) router is specified.
Command Modes Address family configuration (config-router-af)
Command History Release Modification
12.2(33)SRC This command was introduced.
15.0(1)M This command was modified. It was integrated into the release.
Examples The following example specifies an Inter-AS AB neighbor eBGP (ASBR) router:

Rout er (confi g-router-af)# neighbor 10.0.0.1 inter-as-hybrid

Related Commands = Command Description

address-family vpn4 Enters address family configuration mode for configuring
routing sessions, such as BGP, that use standard VPNv4
address prefixes.

inter-as-hybrid Specifies a VRF as an Option AB VRF.

neighbor Adds an entry to the BGP or multiprotocol BGP neighbor
table.

neighbor activate Enables the exchange of information with a neighboring
router.
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neighbor send-label

To enable a Border Gateway Protocol (BGP) router to send Multiprotocol Label Switching (MPLS)
labels with BGP routes to a neighboring BGP router, use the neighbor send-label command in address
family configuration mode or router configuration mode. To disable thisfeature, use the no form of this
command.

neighbor {ip-address | ipv6-address | peer-group-name} send-label

no neighbor {ip-address | ipv6-address | peer-group-name} send-label

Syntax Description

Command Default

Command Modes

ip-address IP address of the neighboring router.
ipv6-address IPv6 address of the neighboring router.
peer-group-name Name of a BGP peer group.

BGP routers distribute only BGP routes.

Address family configuration
Router configuration

Command History

Usage Guidelines

Release Modification

12.0(21)ST This command was introduced.

12.0(22)S The ipv6-address argument was added.

12.2(13)T This command was integrated into Cisco |OS Release 12.2(13)T.
12.2(14)S This command was integrated into Cisco |10S Release 12.2(14)S.
12.2(28)SB This command was integrated into Cisco |0S Release 12.2(28)SB.
12.2(25)SG This command was integrated into Cisco 10S Release 12.2(25)SG.
12.2(33)SRB This command was integrated into Cisco 10S Release 12.2(33)SRB.
12.2(33)SXH This command was integrated into Cisco |10S Release 12.2(33)SXH.

This command enables a router to use BGP to distribute MPL S labels along with the IPv4 routes to a
peer router. You must issue this command on both the local router and the neighboring router.

This command has the following restrictions:

e |f aBGP session isrunning when you issue the neighbor send-label command, the command does
not take effect until the BGP session is restarted.

¢ Inrouter configuration mode, only IPv4 addresses are distributed.
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Examples

Use this command in 1Pv6 address family configuration mode to bind and advertise I1Pv6 prefix MPLS
labels. Using this command in conjunction with the mpls ipv6 source-interface global configuration
command allows I Pv6 traffic to run over an IPv4 MPLS network without any software or hardware
configuration changesin the backbone. Edge routers configured to run both IPv4 and 1Pv6 forward | Pv6
traffic using MPLS and multiprotocol internal BGP (MP-iBGP).

Cisco 10S installs /32 routes for directly connected external BGP (eBGP) peers when the BGP session
for such a peer comes up. The /32 routes are installed only when MPLS labels are exchanged between
such peers. Directly connected eBGP peers exchange MPLS labels for:

e |P address families (IPv4 and 1Pv6) with the neighbor send-label command enabled for the peers
e VPN address families (VPNv4 and VPNV6)

A single BGP session can include multiple address families. If one of the families exchanges
MPLS labels, the /32 neighbor route is installed for the connected peer.

The following example shows how to enable a router in the autonomous system 65000 to send MPLS
labels with BGP routes to the neighbor BGP router at 192.168.0.1:

Rout er (config)# router bgp 65000
Rout er (confi g-router)# neighbor 192.168.0.1 renpte-as 65001
Rout er (confi g-router)# nei ghbor 192.168.0.1 send-1 abel

The following example shows how to enable a router in the autonomous system 65000 to bind and
advertise IPv6 prefix MPLS labels and send the labels with BGP routes to the neighbor BGP router at
192.168.99.70:

Rout er (config)# router bgp 65000

Rout er (confi g-router)# nei ghbor 192.168.99. 70 renot e-as 65000
Rout er (config-router)# address-famly ipv6

Rout er (confi g-router-af)# nei ghbor 192.168.99.70 activate
Rout er (confi g-router-af)# nei ghbor 192.168.99. 70 send-| abel

Related Commands

Command Description
neighbor activate Enables the exchange of information with a neighboring router.
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neighbor send-label explicit-null

To enable a Border Gateway Protocol (BGP) router to send Multiprotocol Label Switching (MPLS)
labels with explicit-null information for a CSC-CE router and BGP routes to a neighboring CSC-PE
router, use the neighbor send-label explicit-null command in address family configuration mode or
router configuration mode. To disable a BGP router from sending MPL S labels with explicit-null
information, use the no form of this command.

neighbor ip-address send-label explicit-null

no neighbor ip-address send-label explicit-null

Syntax Description

Command Default

Command Modes

ip-address IP address of the neighboring router.

None

Address family configuration
Router configuration

Command History

Usage Guidelines

Examples

Release Modification

12.0(27)S This command was introduced.

12.4 This command was integrated into Cisco 10S Release 12.4
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco 10S Release 12.2(33)SXH.

This command enables a CSC-CE router to use BGP to distribute MPLS |labels with a value of zero for
explicit-null instead of implicit-null along with 1Pv4 routes to a CSC-PE peer router.

You must issue this command only on the local CSC-CE router.
You can use this command only with |Pv4 addresses.

In the following CSC-CE example, CSC is configured with BGP to distribute labels and to advertise
explicit null for all its connected routes:

Rout er# configure term nal

Enter configurati on conmands, one per line. End with CNTL/Z.
Rout er (config)# router bgp 100

Rout er (confi g-router)# nei ghbor 10.0.0.2 renote-as 300

Rout er (confi g-router)# address-fanily ipv4
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Rout er (confi g-router-af)# neighbor 10.0.0.2 send-label explicit-null

In the following CSC-PE example, CSC is configured with BGP to distribute labels:

Rout er# configure term nal

Enter configuration conmands, one per line. End with CNTL/Z.
Rout er (config)# router bgp 300

Rout er (confi g-router)# neighbor 10.0.0.1 renpte-as 100
Rout er (config-router)# address-fam ly ipvd vrf vl

Rout er (confi g-router-af)# nei ghbor 10.0.0.1 send-1 abel

Note Explicit null is not applicable on a CSC-PE router.

Related Commands =~ Command Description
neighbor activate Enables the exchange of information with a neighboring router.
neighbor send-label Enables a BGP router to send MPLS labels with BGP routes to a

neighboring BGP router.
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To specify the next |P address in the explicit path, use the next-address command in I P explicit path

configuration mode.

next-address

next-address [loose | strict] ip-address

Syntax Description

Command Default

Command Modes

loose (Optional) Specifies that the previous address (if any) in the explicit path
need not be directly connected to the next IP address, and that the router is
free to determine the path from the previous address (if any) to the next IP
address.

strict (Optional) Specifies that the previous address (if any) in the explicit path
must be directly connected to the next | P address.

ip-address Next 1P address in the explicit path.

The next | P address in the explicit path is not specified.

IP explicit path configuration

Command History

Usage Guidelines

Release Modification

12.0(5)S This command was introduced.

12.0(19)ST1 The loose and strict keywords were added.

12.0(21)ST Support for the Cisco 12000 series router was added.

12.2(18)S This command was integrated into Cisco 10S Release 12.2(18)S.
12.2(18)SXD This command was integrated into Cisco 10S Release 12.2(18)SXD.
12.2(27)SBC This command was integrated into Cisco 10S Release 12.2(27)SBC.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.4(20)T This command was integrated into Cisco |0S Release 12.4(20)T.

To specify an explicit path that includes only the addresses specified, specify each address in sequence
by using the next-address command without the loose keyword.

To configure an interarea traffic engineering (TE) tunnel, configure the tunnel path options as loose
explicit paths. Specify that each Autonomous System Boundary Router (ASBR) traversed by the tunnel
label switched path (L SP) isaloose hop by entering the loose keyword with the next-addr ess command.

To use explicit paths for TE tunnels within an Interior Gateway Protocol (IGP) area, you can specify a
combination of both loose and strict hops.

When specifying an explicit path for an MPLS TE tunnel, you can specify link or node addresses of the
next-hop routersin an explicit path. You can also specify amixture of link and node addresses. However,
there are some restrictions:
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¢ InCisco I0S Releases 12.2(33)SRD and 12.4(24)T, and Cisco XE Release 2.4 and earlier rel eases,
you cannot specify an explicit path that uses alink address as the first hop and then node addresses
as the subseguent hops. However, you can use a hode address as the first hop andlink addresses as
the subsequent hops.

¢ InCisco |0S Releases after 12.2(33)SRD, 12.4(24)T , and Cisco XE Release 2.4, you can use alink
address as the first hop and then node addresses as the subsequent hops. There are no restrictions
when specifying a mixture of link and node addresses.

When specifying an explicit path, if you specify the “forward” address (the address of the interface that
forwardsthe traffic to the next router) as the next-hop address, the explicit path might not be used. Using
theforward addressallowsthat entry to be treated as aloose hop for path cal culation. Cisco recommends
that you use the “receive”’ address (the address of the interface that receives traffic from the sending
router) as the next-hop address.

In the following example, router R3 sends traffic to router R1. The paths marked a,b and x,y between
routers R1 and R2 are parallel paths.
Ri(a)----(b)R2(c)--(d)R3

(x)----(y)

If you configure an explicit path from R3 to R1 using the “forward” addresses (addresses d and b), the
tunnel might reroute traffic over the parallel path (x,y) instead of the explicit path. To ensure that the
tunnel uses the explicit path, specify the “receive” addresses as part of the next-address command, as
shown in the following example:
ip explicit-path nane pathl

next - address (c)

next - address (a)

Examples The following example shows how to assign the number 60 to the IP explicit path, enable the path, and
specify 10.3.27.3 as the next |P address in the list of |P addresses:

Router(config)# ip explicit-path identifier 60 enable
Rout er (cf g-i p-expl - pat h)# next-address 10.3.27.3

Explicit Path identifier 60:
1: next-address 10.3.27.3

The following example shows aloose IP explicit path with ID 60. An interarea TE tunnel has a
destination of 10.3.29.3 and traverses ASBRs 10.3.27.3 and 10.3.28.3.

Rout er(config)# ip explicit-path identifier 60

Rout er (cf g-i p-expl - pat h)# next-address | oose 10. 3. 27.3
Rout er (cf g-i p-expl - pat h) # next-address | oose 10.3.28.3
Rout er (cf g-i p-expl - pat h) # next-address | oose 10.3.29.3

Related Commands = Command Description
append-after Inserts the new path entry after the specified index number.
index Inserts or modifies a path entry at a specified index.
ip explicit-path Enters the subcommand mode for IP explicit paths and creates
or modifies the specified path.
list Displays all or part of the explicit paths.
show ip explicit-paths Displays configured I P explicit paths.
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oamretry W

To configure parametersrelated to Operation, Administration, and Maintenance (OAM) management for
an ATM permanent virtual circuit (PVC), switched virtual circuit (SVC), VC class, or VC bundle, or
label-controlled ATM (LC-ATM) VC, use the oam retry command in the appropriate command mode.
To remove OAM management parameters, use the no form of this command.

oam retry up-count down-count retry-frequency

no oam retry

Syntax Description

Defaults

Command Modes

up-count Number of consecutive end-to-end F5 OAM loopback cell responsesthat must be
received in order to change a connection state to up. This argument does not
apply to SVCs.

down-count Number of consecutive end-to-end F5 OAM loopback cell responses that are not

received in order to change the state to down or tear down an SV C connection.

retry-frequency The frequency (in seconds) at which end-to-end F5 OAM loopback cells are
transmitted when a change in the up/down stateis being verified. For example, if
aPVCisup and aloopback cell responseis not received after the retry-frequency
(in seconds) argument is specified using the oam-pvc command, loopback cells
are sent at the retry-frequency to verify whether the PVC is down.

ATM PVCs and SVCs

up-count: 3
down-count: 5
retry-frequency: 1 second

LC-ATM VCs

up-count: 2

down-count: 2
retry-frequency: 2 seconds

Bundle configuration mode (for a VC bundle)

Control-VC configuration (for an LC-ATM VC)

Interface-ATM-V C configuration (for an ATM PVC or SVC)

PV C range configuration (for an ATM PV C range)

PV C-in-range configuration (for an individual PV C within a PV C range)
V C-class configuration (for aVC class)

Command History

Release Modification
11.3T This command was introduced.
12.03)T This command was modified to allow configuration parameters related to

OAM management for ATM VC bundles.
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Release Modification

12.1(5)T This command was implemented in PV C range and PV C-in-range
configuration modes.

12.3(2)T This command was implemented in control-V C configuration mode.

12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.

12.25X This command is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines The following guidelines apply to PVCs, SVCs, and VC classes. They do not apply to LC-ATM VCs.

¢ For ATM PVCs, SVCs, or VC bundles, if the oam retry command is not explicitly configured, the
V C inherits the following default configuration (listed in order of precedence):

— Configuration of the oam retry command in aVC class assigned to the PVC or SV C itself.

— Configuration of the oam retry command in aVC class assigned to the PVC'sor SVC'sATM
subinterface.

— Configuration of the oam retry command in aVC class assigned to the PVC'sor SVC'sATM
main interface.

— Global default: up-count = 3, down-count = 5, retry-frequency = 1 second. This set of defaults
assumes that OAM management is enabled using the oam-pvc or oam-svc command. The
up-count and retry-frequency arguments do not apply to SVCs.

¢ To usethiscommand in bundle configuration mode, enter the bundle command to create the bundle
or to specify an existing bundle before you enter this command.

¢ If you usethe oam retry command to configure aV C bundle, you configure all VC members of that
bundle. VCsin aVC bundle are further subject to the following inheritance rules (listed in order of
precedence):

— VC configuration in bundle-vc mode
— Bundle configuration in bundle mode (with the effect of assigned V C-class configuration)
— Subinterface configuration in subinterface mode

Examples The following example shows how to configure the OAM management parameters with an up count of
3, adown-count of 3, and the retry frequency set at 10 seconds:

Router (cfg-npls-atmcvc)# oamretry 3 3 10
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Related Commands = Command Description

broadcast Configures broadcast packet duplication and transmission for an ATM VC
class, PVC, SVC, or VC bundle.

class-int Assigns aVC classto an ATM main interface or subinterface.

class-vc AssignsaVC classto an ATM PVC, SVC, or VC bundle member.

encapsulation Sets the encapsul ation method used by the interface.

inarp Configures the Inverse ARP time period for an ATM PVC, VC class, or VC
bundle.

oam-bundle Enables end-to-end F5 OAM loopback cell generation and OAM
management for avirtual circuit class that can be applied to avirtual circuit
bundle.

oam-pvc Enables end-to-end F5 OAM loopback cell generation and OAM
management for an ATM PV C or virtual circuit class.

oam-svc Enables end-to-end F5 OAM loopback cell generation and OAM
management for an ATM SV C or virtual circuit class.

protocol (ATM) Configures a static map for an ATM PVC, SVC, VC class, or VC bundle.

Enables Inverse ARP or Inverse ARP broadcasts on an ATM PV C by either
configuring Inverse ARP directly on the PVC, on the VC bundle, orinaVC
class (appliesto IP and IPX protocols only).

ubr Configures UBR QoS and specifies the output peak cell rate for an ATM
PVC, SVC, VC class, or VC bundle member.
ubr+ Configures UBR QoS and specifies the output peak cell rate and output

minimum guaranteed cell rate for an ATM PVC, SVC, VCclass, or VC
bundle member.

vbr-nrt Configures the VBR-NRT QoS and specifies output peak cell rate, output
sustainable cell rate, and output maximum burst cell size for an ATM PVC,
SVC, VC class, or VC bundle member.
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oam-ac emulation-enable

To enable Operation, Administration, and Maintenance (OAM) cell emulation on ATM adaptation
layer 5 (AALS) over Multiprotocol Label Switching (MPLS) or Layer 2 Tunnel Protocol Version 3
(L2TPv3), use the cam-ac emulation-enable command in the appropriate configuration mode on both
provider edge (PE) routers. To disable OAM cell emulation, use the no form of this command on both
routers.

oam-ac emulation-enable [seconds]

no oam-ac emulation-enable [seconds]

Syntax Description seconds (Optional) The rate (in seconds) at which the alarm indication signal (AlS) cells
should be sent. The range is 0 to 60 seconds. If you specify 0, no AIS cells are sent.
The default is 1 second, which means that one AIS cell is sent every second.

Command Default OAM cell emulation is disabled.

Command Modes L 2transport V C configuration—for an ATM PVC
VC class configuration mode—for a VC class

Command History Release Modification
12.0(23)S This command was introduced.
12.2(14)S This command was integrated into Cisco |0OS Release 12.2(14)S.
12.2(15)T This command was integrated into Cisco |OS Release 12.2(15)T.
12.0(30)S This command was updated to enable OAM cell emulation as part of a

virtual circuit (VC) class.

12.0(31)S This command was integrated into Cisco |0OS Release 12.0(31)S.
12.2(27)SBC This command was integrated into Cisco |10S Release 12.2(27)SBC.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.4(11)T This command was integrated into Cisco |OS Release 12.4(11)T.
12.2(33)SXH This command was integrated into Cisco 10S Release 12.2(33)SXH.
12.2(33)SRC This command was integrated into Cisco 10S Release 12.2(33)SRC.

Usage Guidelines This command is used with AALS over MPLS or L2TPv3 and is not supported with ATM cell relay over
MPLS or L2TPv3.
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oam-ac emulation-enable

The following example shows how to enable OAM cell emulation on an ATM permanent virtual circuit

(PVC):

Router# interface ATM 1/0/0
Rout er (config-if)# pvc 1/200 | 2transport
Router (config-if-atml2trans-pvc)# oam ac enul ati on-enabl e

The following example shows how to set the rate at which an AIS cell is sent every 30 seconds:

Router# interface ATM 1/0/0
Rout er (config-if)# pvc 1/200 | 2transport
Rout er (config-if-atml2trans-pvc)# oam ac enul ati on-enable 30

The following example configures OAM cell emulation for ATM AALS5 over MPLS in VC class
configuration mode. The VC classis then applied to an interface.

Rout er > enabl e

Rout er# configure term na

Rout er (confi g)# vc-cl ass at m oantl ass

Rout er (confi g-vc-cl ass)# encapsul ati on aal 5

Rout er (confi g-vc-cl ass)# oam ac enul ati on-enabl e 30

Rout er (confi g-vc-cl ass)# oam pvc nmanage

Router(config)# interface atml/0

Rout er (config-if)# class-int oantlass

Rout er (config-if)# pvc 1/200 | 2transport

Rout er (config-if-atml 2trans-pvc)# xconnect 10.13.13.13 100 encapsul ati on npls

Related Commands

Command Description

show atm pvc Displays all ATM PV Cs and traffic information.
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oam-pvc

To enable end-to-end F5 Operation, Administration, and Maintenance (OAM) loopback cell generation
and OAM management for an ATM permanent virtual circuit (PVC), virtual circuit (VC) class, or
label-controlled ATM (LC-ATM) VC, use the oam-pvc command in the appropriate command mode. To
disable generation of OAM loopback cells and OAM management, use the no form of this command.

ATM VC or VC Class
oam-pvc [manage] [frequency]
no oam-pvc [manage]
LC-ATM VC
oam-pvc manage [frequency]
no oam-pvc manage
Loopback Mode Detection
oam-pvc manage [frequency] loop-detection
no oam-pvc manage loop-detection
Cisco 10000 Series Router
oam-pvc manage [frequency] [auto-detect [optimum]] [keep-vc-up [seg aisrdi failure]]

no oam-pvc manage [frequency] [auto-detect [optimum]] [keep-vc-up [seg aisrdi failure]]

Syntax Description manage (Optional for ATM VCsor VC classes; required for LC-ATM VCs) Enables OAM
management. The default is disabled.

frequency (Optional) Specifies the time delay between transmitting OAM loopback cells, in
seconds. For ATM VCs or VC classes and loopback mode detection, the range is
from 0 to 600, and the default is 10. For LC-ATM VCs, therangeis from 0 to 255,
and the default is 5.

loop-detection  Enables automatic detection of whether the physically connected ATM switchisin
loopback mode. The default is disabled.

auto-detect (Optional) Enables auto-detection of peer OAM command cells.

optimum (Optional) Configures an optimum mode so that when the traffic-monitoring timer
expires, the PV C sends an OAM command cell at the locally configured frequency
instead of going into Retry mode immediately. If there is no response, the PVC
goes into Retry mode.

keep-vc-up (Optional) Specifiesthat the VC will be kept in the UP state when continuity check
(CC) cells detect connectivity failure.

seg aisrdi (Optional) Specifiesthat if segment alarm indication signal/remote defect indication

failure (AIS/RDI) cellsare received, the VC will not be brought down because of end CC

failure or loopback failure.
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Command Default OAM management and loop detection are disabled.

Command Modes ATM VC class configuration (for aVC class)
ATM VC configuration (for an ATM PV C or loopback mode detection)
Control-VC configuration (for enabling OAM management on an LC-ATM VC)
PV C-in-range configuration (for an individual PV C within a PV C range)

Command History Release Modification
11.3 This command was introduced.
12.1(5)T This command was implemented in PV C-in-range configuration mode.
12.3(2)T This command was implemented for LC-ATM VCs.
12.0(30)S This command was integrated into Cisco 10S Release 12.0(30)S, and the

loop-detection keyword was added.

12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.25X This command is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines If OAM management is enabled, further control of OAM management is configured by using the oam
retry command.

ATM VC or VC Classes

If the oam-pvc command is not explicitly configured on an ATM PV C, the PV C inherits the following
default configuration (in order of precedence):

¢ Configuration from the oam-pvc command in aVC class assigned to the PVC itself.

¢ Configuration from the oam-pvc command in aV C class assigned to the ATM subinterface of the
PVC.

¢ Configuration from the oam-pvc command in aV C class assigned to the ATM main interface of the
PVC.

¢ Global default: End-to-end F5 OAM loopback cell generation and OAM management are disabled,
but if OAM cells are received, they are looped back. The default value for the frequency argument
is 10 seconds.

Loopback Mode Detection

When aPVC traverses an ATM cloud and OAM is enabled, the router sends aloopback cell to the other
end and waits for aresponse to determine whether the circuit is up. If an intervening router within the
ATM cloud isin loopback mode, however, the router considersthe circuit to be up, when in fact the other
end is not reachable.

When enabled, the Loopback M ode Detection Through OAM feature detects when an intervening router
isin loopback mode, in which caseit setsthe OAM stateto NOT_VERIFIED. This prevents traffic from
being routed on the PV C for as long as any intervening router is detected as being in loopback mode.
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Examples The following example shows how to enable end-to-end F5 OAM loopback cell transmission and OAM
management on an ATM PV C with a transmission frequency of 3 seconds:

Rout er (cfg-npl s-at m cvc)# oam pvc nanage 3

The following example shows how to enable end-to-end F5 OAM loopback cell transmission and OAM
management on an LC-ATM interface with a transmission frequency of 2 seconds:

Router(config)# interface Switchl.10 npls

Rout er (confi g-subif)# i p unnunbered LoopbackO
Rout er (confi g-subif)# npls atmcontrol-vc 0 32
Rout er (cfg-npl s-at m cvc)# oam pvc nanage 2

The following example shows how to create a PV C and enable loopback detection:

Rout er (config)# interface ATML/ O
Rout er (config-if)# pvc 4/100
Rout er (config-if-atmvc)# oam pvc manage | oop-detection

Related Commands = Command Description
ilmi manage  Enables ILMI management on an ATM PVC.
oam retry Configures parameters related to OAM management for an ATM PVC, SVC, VC

class, or LC-ATM VC.
show atm pvc Displaysal ATM PVCs and traffic information.
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pingmpls

To check Multiprotocol Label Switching (MPLS) label switched path (L SP) connectivity, use the ping
mpls command in privileged EXEC mode.

ping mpls{ipv4 destination-address/destination-mask-length [destination address-start

address-end increment] [ttl time-to-live] | pseudowir e ipv4-address vc-id [segment
[segment-number]] [destination address-start address-end increment] | traffic-eng
tunnel-interface tunnel-number [tt] time-to-live]}

[revision {1|2]3]|4}]

[sour ce source-address]

[repeat count]

[timeout seconds]

[size packet-size | sweep minimum maximum size-increment]

[pad pattern]

[reply dscp dscp-value]

[reply pad-tlv]

[reply mode{ipv4 | router-alert}]

[interval ms]

[exp exp-bits]

[verbose]

[revision tlv-revision-number]

[force-explicit-null]

[output interface tx-interface [nexthop ip-address]]

[dsmap [hashkey {none | ipv4 bitmap bitmap-size}]]

[flags fec]

Syntax Description

ipvd

Specifies the destination type as a Label Distribution Protocol (LDP) IPv4
address.

destination-address

Address prefix of the target to be tested.

/destination-mask-length  Number of bitsin the network mask of the target address. The slash is

required.
destination (Optional) Specifies a network 127 address.
address-start (Optional) Beginning network 127 address.
address-end (Optional) Ending network 127 address.
increment (Optional) Number by which to increment the network 127 address.

ttl time-to-live

(Optional) Specifiesatime-to-live (TTL) value. The default is 225 seconds.

pseudowire Specifies the destination type as an Any Transport over MPLS (AToM)
virtual circuit (VC).

ipv4-address IPv4 address of the AToM V C to be tested.

ve-id Specifies the VC identifier of the AToM VC to be tested.

segment (Optional) Specifies a segment of a multisegment pseudowire.

segment-number

traffic-eng Specifies the destination type as an MPLS traffic engineering (TE) tunnel.

tunnel-interface

Tunnel interface to be tested.

tunnel-number

Tunnel interface number.
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revision {1|2]3]4}

(Optional) Selects the type, length, values (TLVs) version of the
implementation. Use the revision 4 default unless attempting to
interoperate with devices running Cisco |OS Release 12.0(27)S1 or
12.0(27)S2. If you do not select arevision keyword, the software uses the
latest version.

See Table 12 in the “Revision Keyword Usage” section of the “Usage
Guidelines” section for information on when to select the 1, 2, 3, and 4
keywords.

sour ce source-address

(Optional) Specifies the source address or name. The default addressis
loopbackO. Thisaddressisused asthe destination addressinthe MPL S echo
response.

repeat count

(Optional) Specifies the number of times to resend the same packet. The
range is from 1 to 2147483647. The default is 1. If you do not enter the
repeat keyword, the software resends the same packet five times.

timeout seconds

(Optional) Specifies the timeout interval in seconds for an MPLS request
packet. The range is from O to 3600. The default is 2 seconds.

size packet-size

(Optional) Specifies the size of the packet with the label stack imposed.
Packet size is the number of bytesin each ping. The rangeis from 40 to
18024. The default is 100.

(Optional) Enables you to send a number of packets of different sizes,
ranging from a start size to an end size. This parameter is similar to the
Internet Control Message Protocol (ICMP) ping sweep parameter.

minimum

(Optional) Minimum or start size for an MPLS echo packet. The lower
boundary of the sweep range varies depending on the L SP type. The default
is 100 bytes.

maxi mum

(Optional) Maximum or end size for an echo packet. The default is
17,986 bytes.

size-increment

(Optional) Number by which to increment the echo packet size. The default
is 100 bytes.

pad pattern

(Optional) The pad TLV is used to fill the datagram so that the MPL S echo
request (User Datagram Protocol [UDP] packet with alabel stack) is the
specified size. The default is OXABCD.

reply dscp dscp-value

(Optional) Provides the capability to request a specific class of service
(CoS) in an echo reply by providing a differentiated services code point
(DSCP) value.

The echo reply is returned with the | P header type of service (ToS) byte set
to the value specified in the reply dscp command.

reply pad-tlv

(Optional) Tests the ability of the sender of an echo reply to support the
copy pad TLV to echo reply.

reply mode {ipv4 |
router-alert}

(Optional) Specifies the reply mode for the echo request packet.
ipvd—Reply with an IPv4 UDP packet (default).
router-alert—Reply with an IPv4 UDP packet with router alert.

interval ms (Optional) Specifies the time, in milliseconds (ms), between successive
MPLS echo requests. This parameter allows you to pace the transmission of
packets so that the receiving router does not drop packets. Default is 0.
exp exp-bits (Optional) Specifies the MPLS experimental field value in the MPLS

header for an MPLS echo reply. Valid values are from 0 to 7. Default is 0.
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Command Modes

pingmpls

verbose (Optional) Displaysthe MPLS echo reply sender address of the packet and
displays return codes.
revision (Optional) Cisco TLV revision number.

tlv-revision-number

force-explicit-null

(Optional) Forces an explicit null label to be added to the MPL S label stack
even though the label was unsolicited.

output interface
tx-interface

(Optional) Specifies the output interface for echo requests.

nexthop ip-address

(Optional) Causes packets to go through the specified next-hop address.

dsmap

(Optional) Interrogates atransit router for downstream mapping (DSMAP)
information.

hashkey {none | ipv4
bitmap bitmap-size}

(Optional) Allowsyou to control the hash key and multipath settings. Valid
values are:

none—There is no multipath (type 0).
ipv4 bitmap bitmap-size—Size of the IPv4 addresses (type 8) bitmap.

If you enter the none keyword, multipath L SP traceroute acts like enhanced
L SP traceroute; that is, it uses multipath L SP traceroute retry logic and
consistency checking.

flags fec

(Optional) Allows Forward Equivalence Class (FEC) checking on the
transit router. A downstream map TLV containing the correct received
labels must be present in the echo request for target FEC stack checking to
be performed.

Target FEC stack validation is always done at the egress router. Be sure to
use this keyword in conjunction with the ttl keyword.

You cannot check MPLS L SP connectivity.

Privileged EXEC (#)

Command History

Release Modification

12.0(27)S This command was introduced.

12.2(18)SXE The reply dscp and reply pad-tlv keywords were added.

12.4(6)T The following keywords were added: revision, force-explicit-null, output
inter face, dsmap, hashkey, none, ipv4 bitmap, and flags fec.

12.2(28)SB This command was integrated into Cisco |10S Release 12.2(28)SB and
implemented on the Cisco 10000 series routers.

12.0(32)SY This command was integrated into Cisco |0S Release 12.0(32)SY.

12.4(11)T This command was integrated into Cisco |0S Release 12.4(11)T.

12.2(31)SB2

This command was integrated into Cisco 10S Release 12.2(31)SB2. The
nexthop keyword was added.

12.2(33)SXI

This command was integrated into Cisco |0OS Release 12.2(33)SXI.
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Release Modification

Cisco 10S XE Release  This command was updated with the segment keyword.
2.3

12.2(33)SRE This command was modified. Restrictions were added to the pseudowire
keyword.

Usage Guidelines

N

Note

It is recommended that you use the mpls oam global configuration command instead of this command.

Use the ping mpls command to validate, test, or troubleshoot IPv4 LDP LSPs, I1Pv4 Resource
Reservation Protocol (RSVP) TE tunnels, and AToM VCs.

UDP Destination Address Usage

The destination addressisavalid 127/8 address. You have the option to specify asingle x.y.z-address or
arange of numbers from 0.0.0 to x.y.z, where x, y, and z are numbers from 0 to 255 and correspond to
the 127.x.y.z destination address.

The MPLS echo request destination address in the UDP packet is not used to forward the MPL S packet
to the destination router. The label stack that isused to forward the echo request routesthe MPL S packet
to the destination router. The 127/8 address guarantees that the packets are routed to the local host (the
default loopback address of the router processing the address) if the UDP packet destination addressis
used for forwarding.

In addition, the destination address is used to adjust load balancing when the destination address of the
IP payload is used for load balancing.

Time-to-Live Usage

The time-to-live value indicates the maximum number of hops a packet should take to reach its
destination. The valueinthe TTL field in a packet is decremented by 1 each time the packet travels
through arouter.

For MPLS LSP ping, the TTL isavalue after which the packet is discarded and an MPLS echo reply is
sent back to the originating router.

For MPLS multipath LSP traceroute, the TTL is a maximum time-to-live value and is used to discover
the number of downstream hops to the destination router. MPL S L SP traceroute incrementally increases
the TTL valueinits MPLS echo requests (TTL =1, 2, 3, 4, ...) to accomplish this.

Downstream Map TLVs

The presence of adownstream map in an echo request isinterpreted by the responding transit (not egress)
router to include downstream map information in the echo reply. Specify the ttl and dsmap keywordsto
cause TTL expiry during LSP ping to interrogate a transit router for downstream information.

Pseudowire Usage
The following keywords are not available with the ping mpls pseudowire command:

e dsmap
o flags
e force-explicit-null

Cisco 10S Multiprotocol Label Switching Command Reference
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e output
e revision
o il

Revision Keyword Usage

Therevision keyword allows you to issue a ping mplsipv4, ping mpls pseudowire, or trace mpls
traffic-eng command based on the format of the TLV. Table 12 lists the revision option and usage
guidelines for each option.

Table 12 Revision Options and Option Usage Guidelines

Revision Option |Option Usage Guidelines
1t Not supported in Cisco 10S Release 12.4(11)T or later releases.

Version 1 (draft-ietf-mpls-ping-03).

For adevice running Cisco |OS Release 12.0(27)S3 or alater release, you must use
the revision 1 keyword when you send L SP ping or L SP traceroute commands to
devices running Cisco 10S Release 12.0(27)S1 or 12.0(27)S2.

2 Version 2 functionality was replaced by Version 3 functionality before an image was
released.
3 Version 3 (draft-ietf-mpls-ping-03).

¢ For adevice implementing Version 3 (Cisco |OS Release 12.0(27)S3 or a later
release), you must use the revision 1 keyword when you send the LSP ping or
L SP tracer oute command to a device implementing Version 1 (that is, either
Cisco 10S Release 12.0(27)S1 or Release 12.0(27)S2).

e A ping mpls pseudowire command does not work with devices running
Cisco 10S Release 12.0(27)S1 or Release 12.0(27)S2.

4 e Version 8 (draft-ietf-mpls-ping-08)—Applicable before Cisco 10S

Release 12.4(11)T. All echo packet's TLV's are formatted as specified in

Version 8.

e RFC 4379 compliant—Applicable after Cisco |OS Release 12.4(11)T. All echo
packet's TLVs are formatted as specified in RFC 4379.

This is the recommended version.

1. If you do not specify arevision keyword, the software uses the latest version.

Examples The following example shows how to use the ping mpls command to test connectivity of an
IPv4 LDP LSP:

Rout er# ping npls ipv4 10.131.191. 252/ 32 repeat 5 exp 5 verbose

Sending 5, 100-byte MPLS Echos to 10.131.191.252, tineout is 2 seconds:

Codes:
"1' - success, 'Q - request not sent, '.' - tinmeout,
"L'" - labeled output interface, 'B" - unlabel ed output interface,
'D - DS Map mismatch, 'F' - no FEC mapping, 'f' - FEC mi snatch,
"M - malforned request, 'm - unsupported tlvs, 'N - no rx |abel,
"P" - norx intf label prot, 'p' - premature term nation of LSP,
"R - transit router, 'X - unknown return code, 'x' - return code O

Cisco 10S Multiprotocol Label Switching Command Reference
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Type escape sequence to abort.

! 10.131.191. 230, return code
! 10.131.191. 230, return code
! 10. 131.191. 230, return code
! 10.131.191. 230, return code
! 10.131.191. 230, return code

wwwww

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 100/102/112 ns

The following example shows how to invoke the ping mpls command in the interactive mode to check

MPLS LSP connectivity:
Rout er # pi ng

Protocol [ip]: nmpls

Target |Pv4, pseudowire or traffic-eng [ipv4]: ipvd

Target |Pv4 address: 10.131.159.252

Target mask: 255.255.255. 255

Repeat count [5]: 1

Dat agr am si ze [100]:

Ti meout in seconds [2]:

Send interval in nsec [O]:

Ext ended commands? [no]: yes

Destination address or destination start address: 127.0.0.1

Destination end address: 127.0.0.1

Destination address increment: 0.0.0.1

Sour ce address

EXP bits in npls header [O]:

Pad TLV pattern [ABCD):

Tine To Live [255]:

Reply node ( 2-ipv4 via udp, 3-ipv4 via udp with router alert) [2]:

Reply ip header DSCP bits [O0]:

Ver bose npde? [no]: yes

Sweep range of sizes? [no]:

Sending 1, 100-byte MPLS Echos to 10.131.159. 252/ 32
timeout is 2 seconds, send interval is O nsec:

Codes
"1' - success, 'Q - request not sent, '.' - tinmeout
"L' - labeled output interface, 'B" - unlabeled output interface
'D - DS Map mismatch, 'F' - no FEC mapping, 'f' - FEC mismatch
"M - malforned request, 'm - unsupported tlvs, 'N - no rx |abel
"P" - norx intf label prot, 'p' - premature term nation of LSP
'R - transit router, 'X - unknown return code, 'Xx' return code 0

Type escape sequence to abort.
Destination address 127.0.0.1
! 10. 131. 159. 245, return code 3

Destination address 127.0.0.1
! 10. 131. 159. 245, return code 3

Destination address 127.0.0.1
! 10. 131. 159. 245, return code 3

Success rate is 100 percent (3/3), round-trip mn/avg/ max = 40/ 48/ 52 s
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The “Destination end address” and “ Destination address increment” prompts display only if you enter
an address at the “ Destination address or destination start address” prompt. Also, the “ Sweep min size,”
“Sweep max size,” and “ Sweep interval” prompts display only if you enter “yes’ at the “ Sweep range of
sizes? [no]” prompt.

The following example shows how to determine the destination address of an AToM VC:

Rout er# show npls | 2transport vc

Local intf Local circuit Dest address VC I D St at us

Et2/0 Et her net 10. 131.191. 252 333 uP
Rout er# show npls | 2transport vc detail

Local interface: Et2/0 up, line protocol up, Ethernet up
Destination address: 10.131.191.252, VC ID: 333, VC status: up
Preferred path: not configured
Default path: active
Tunnel label: inmp-null, next hop 10.131.159. 246
Qutput interface: Et1/0, inposed |abel stack {16}
Create time: 06:46:08, |ast status change tine: 06:45:51
Signal ing protocol: LDP, peer 10.131.191.252:0 up
MPLS VC | abel s: local 16, renpte 16
Goup ID: local 0, rempte O
MIU. | ocal 1500, renote 1500
Remot e interface description:
Sequenci ng: receive disabled, send disabled
VC statistics:
packet totals: receive 0, send 0O
byte totals: receive 0, send 0O
packet drops: receive 0, send O

This ping mpls command used with the pseudowir e keyword can be used to test the connectivity of the
AToM VC 333 discovered in the preceding show command:

Rout er# ping npls pseudowi re 10.131.191. 252 333 repeat 200 size 1400

Sending 1, 100-byte MPLS Echos to 10.131.191.252, tineout is 2 seconds:

Codes:
"1' - success, 'Q - request not sent, '.' - tinmeout,
"L'" - labeled output interface, 'B" - unlabel ed output interface,
'D - DS Map mismatch, 'F' - no FEC mapping, 'f' - FEC mi snatch,
"M - malforned request, 'm - unsupported tlvs, 'N - no rx |abel,
"P" - norx intf label prot, 'p' - premature term nation of LSP,
'R - transit router, 'X - unknown return code, 'x' - return code O

Type escape sequence to abort.
!

Success rate is 100 percent (1/1), round-trip mn/avg/ max = 92/92/92 s

This ping is particularly useful because the VC might be up and the LDP session between the PE and its
downstream neighbor might also be up, but LDP might be configured somewhere in between. In such
cases, you can use an LSP ping to verify that the LSP is actually up.

A related point concerns the situation when a pseudowire has been configured to use a specific TE
tunnel. For example:

Rout er# show runni ng-config interface ethernet 2/0
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Bui | di ng configuration...

Current configuration : 129 bytes

|

nterface Ethernet2/0

no i p address

no i p directed-broadcast

no cdp enabl e

xconnect 10.131.191. 252 333 pw-class testl
end

Rout er # show runni ng-config | begin pseudowi re

pseudowi re-cl ass testl
encapsul ati on npls
preferred-path interface Tunnel O
!

In such cases, you can use an L SP ping to verify the connectivity of the LSP that a certain pseudowire
istaking, be it LDP based or a TE tunnel:

Rout er# ping npls pseudow re 10.131.191.252 333 repeat 200 size 1400

Sendi ng 200, 1400-byte MPLS Echos to 10.131.191.252, tineout is 2 seconds

Codes:
"1' - success, 'Q - request not sent, '.' - tinmeout
"L' - labeled output interface, 'B" - unlabeled output interface
'D - DS Map mismatch, 'F' - no FEC mapping, 'f' - FEC misnatch,
"M - malforned request, 'm - unsupported tlvs, 'N - no rx |abel
"P" - no rx intf label prot, 'p' - premature term nation of LSP
"R - transit router, 'X - unknown return code, 'x' - return code O

Type escape sequence to abort.
RN RN R RN RN RN RN R RN RN R R RN RN RN RN RN R RN R R RN RN RN R RN R RN R RN

Success rate is 100 percent (200/200), round-trip mn/avg/ max = 72/85/ 112 ns

You can also use the ping mpls command to verify the maximum packet size that can be successfully
sent. The following command uses a packet size of 1500 bytes:

Rout er# ping npls pseudow re 10.131.191.252 333 repeat 5 size 1500

Sendi ng 5, 1500-byte MPLS Echos to 10.131.191.252, tineout is 2 seconds

Codes
"1' - success, 'Q - request not sent, '.' - tinmeout
"L' - labeled output interface, 'B" - unlabeled output interface
'D - DS Map mismatch, 'F - no FEC mapping, 'f' - FEC m smatch
"M - malforned request, 'm - unsupported tlvs, 'N - no rx |abel
"P" - no rx intf label prot, 'p' - premature term nation of LSP
'R - transit router, 'X - unknown return code, 'Xx' return code O

Type escape sequence to abort.

QAR

Success rate is 0 percent (0/5)

The Qs indicate that the packets are not sent.

The following command uses a packet size of 1476 bytes:
Rout er# ping npls pseudowi re 10.131.191.252 333 repeat 5 size 1476
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Sending 5, 1476-byte MPLS Echos to 10.131.191.252, tineout is 2 seconds

Codes

- success, 'Q - request not sent, '.' - tineout

- labeled output interface, 'B - unlabeled output interface

- DS Map mismatch, 'F - no FEC mapping, 'f' - FEC m smatch

- mal formed request, 'm - unsupported tlvs, "N - no rx | abel
o

<Qr

"P" - no rx intf label prot, - premature termnation of LSP
'R - transit router, 'X unknown return code, 'x' - return code O

Type escape sequence to abort.

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 80/83/92 ns

The following example shows how to test the connectivity of an MPLS TE tunnel:

Router# ping npls traffic-eng tunnel tun3 repeat 5 verbose

Sending 5, 100-byte MPLS Echos to Tunnel 3
timeout is 2 seconds, send interval is O nsec

Codes
"1' - success, 'Q - request not sent, '.' - tinmeout
"L' - labeled output interface, 'B" - unlabeled output interface
'D - DS Map mismatch, 'F' - no FEC mapping, 'f' - FEC mi snatch,
"M - malforned request, 'm - unsupported tlvs, 'N - no rx |abel
"P" - no rx intf label prot, 'p' - premature term nation of LSP
"R - transit router, 'X - unknown return code, 'x' - return code O

Type escape sequence to abort.

! 10.131.159. 198, return code
! 10. 131.159. 198, return code
! 10. 131.159. 198, return code
! 10. 131. 159. 198, return code
! 10. 131. 159. 198, return code

W wwww

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 32/ 37/ 40 s
The MPLS LSP ping feature is useful if you want to verify TE tunnels before actually mapping traffic
onto them.

The following example shows a ping mpls command that specifies segment 2 of a multisegment
pseudowire;

Rout er# ping npls pseudowire 10.131.191. 252 333 segnent 2

Related Commands

Command Description
mpls oam Customi zes the default behavior of echo packets.
trace mpls Discovers MPLS L SP routes that packets will actually take when traveling

to their destinations.
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preferred-path

To specify the path that traffic uses (a Multiprotocol Label Switching (MPLS) Traffic engineering (TE)
tunnel or destination IP address and Domain Name Server (DNS) name), use the preferred-path
command in pseudowire configuration mode. To disable tunnel selection, use the no form of this
command.

preferred-path {interface tunnel tunnel-number | peer {ip-address | host-name} }
[disable-fallback]

no preferred-path {interface tunnel tunnel-number | peer {ip-address| host-name}}
[disable-fallback]

Syntax Description interface tunnel Specifies an MPLS TE tunnel interface that is the core-facing output interface.
tunnel-number

peer ip-address | Specifies an IP address or DNS name configured on the peer provider edge (PE)
host-name router, which is reachable through alabel switched path (LSP).

disable-fallback (Optional) Disables the router from using the default path when the preferred
path is unreachable.

Command Default Tunnel selection is not enabled.

Command Modes Pseudowire configuration

Command History Release Modification
12.0(25)S This command was introduced.
12.2(25)S This command was integrated into Cisco |10S Release 12.2(25)S.
12.2(28)SB This command was integrated into Cisco |OS Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.

Usage Guidelines The following guidelines provide more information about using this command:

¢ Thedestination | P address can be different from the peer router ID used in MPL S Label Distribution
Protocol (LDP). For example, apeer PE router can have multiple loopback | P addresses, which can
bereached by different paths, such asaTE tunnel, static IProute, or Interior Gateway Protocol (IGP)
route.

e Thiscommand is available only if the pseudowire encapsulation type is MPLS.
e Tunnel selection is enabled when you exit from pseudowire configuration mode.
¢ The selected path should be an L SP destined to the peer PE router.

e The selected tunnel must be an MPL S traffic engineering tunnel.
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¢ |f you select atunnel, the tunnel tailend must be on the remote PE router.

e If you specify an IP address, that address must be the IP address of the loopback interface on the
remote PE. The address must have a /32 mask.

Examples The following example creates a pseudowire class and specifies tunnel 1 as the preferred path:
Rout er (confi g)# pseudow re-cl ass pwl
Rout er (confi g-pw) # encapsul ati on npls
Rout er (config-pw)# preferred-path interface tunnel 1 disable-fallback

Related Commands = Command Description

show mplsl2transport Displays information about AToM V Cs that have been enabled to route
vC Layer 2 packets on arouter.
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priority (LSP Attributes)

To specify the label switched path (LSP) priority in an LSP attribute list, use the priority command in
L SP Attributes configuration mode. To remove the specified priority, use the no form of this command.

priority setup-priority [hold-priority]

no priority

Syntax Description setup-priority Priority used when signaling an L SP to determine which existing L SPs can
be preempted. Valid values are from 0 to 7, where alower number indicates
a higher priority. Therefore, an L SP with a setup priority of 0 can preempt
any L SP with a non-0 priority.
hold-priority (Optional) Priority associated with an LSP to determine if it should be
preempted by other L SPs that are being signaled. Valid values are from O to
7, where alower number indicates a higher priority.

Command Default No priority is set in the attribute list.

Command Modes L SP Attributes configuration (config-1sp-attr)

Command History Release Modification
12.0(26)S This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.

Usage Guidelines Use this command to configure setup and hold priority for an LSP in an LSP attribute list. Setup priority
and hold priority are typically configured to be equal, and setup priority cannot be better (numerically
smaller) than the hold priority.

To associate the L SP priority attribute and the L SP attribute list with a path option for an L SP, you must
configure the tunnel mpls traffic-eng path option command with the attributes string keyword and
argument, where string is the identifier for the specific LSP attribute list.

Examples The following example shows how to set the L SP hold and setup property to 0 in an L SP attribute list
identified by the string hipriority:
configure term nal
!
mpls traffic-eng I sp attributes hipriority
priority 00O
exit
end
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Related Commands = Command Description
mplstraffic-eng Isp attributes Creates or modifies an LSP attribute list.
show mplstraffic-eng Isp attributes Displays global LSP attribute lists.
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protection (LSP Attributes)

To configure failure protection on the label switched path (LSP) in an L SP attribute list, use the
protection command in LSP Attributes configuration mode. To disable failure protection, use the no
form of this command.

protection fast-reroute

no protection

Syntax Description  fast-reroute Enables an LSP to use an established backup LSP in the event of alink failure.

Command Default Failure protection is not enabled for the LSP in the L SP attribute list.

Command Modes L SP Attributes configuration (config-1sp-attr)

Command History Release Modification
12.0(26)S This command was introduced.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |0S Release 12.4(20)T.

Usage Guidelines Use this command to set up L SP failure protection in an L SP attribute list.

To associate the L SP failure protection attribute and the L SP attribute list with a path option for an LSP,
you must configure the tunnel mplstraffic-eng path option command with the attributes string
keyword and argument, where string is the identifier for the specific LSP attribute list.

Examples The following example shows how to enable failure protection on an LSP in an L SP attribute list:
configure term nal
|

npls traffic-eng Isp attributes protect
protection fast-reroute

exit
end
Related Commands = Command Description
mplstraffic-eng Isp attributes Creates or modifies an L SP attribute list.
show mplstraffic-eng Isp attributes Displays global L SP attribute lists.
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protection local-prefixes

To enable PE-CE link protection by preserving the local label (due to alink failure that caused BGP to
begin reconverging), use the protection local -pr efixes command. To disablethisform of link protection,
use the no form of this command:

[no] protection local-prefixes

Syntax Description  This command has no arguments or keywords.

Command Default This protection is disabled by default.

Command Modes VRF configuration (config-vrf).
Address-family configuration (config-vrf-af)

Command History Release Modification
12.2(33)SRC This command was introduced.
12.2(33)SB This command was integrated into Cisco 10S Release 12.2(33)SB.
15.0(1)M This command was modified. It was integrated into the release.

Usage Guidelines e If your Cisco |0S version includes support for IPv6, use the global configuration vrf definition

command first, followed by the rd and address-family ipv4 commands before you use the
protection local-prefixes command. If your Cisco |OS version only supports |Pv4, use the global
configuration ip vrf command before you enter therd and protection local-prefixes commands. In
both cases, usethe rd command to specify aroute distinguisher for the VRF if none has been created
previously.

¢ If VRF-lite has already been enabled, local protection will not take place. Thisistrue even if
entering the protection local-pr efixes command does not trigger an error message.

e Local link protection will only work properly if the failure is quickly detected and an alternate,
back-up route already exists. Therefore, in addition to the protection local-prefixes command, the
use of Bidirectional Forwarding Detection (BFD) and topol ogy-specific routing protocols are both
required.

Examples The following example enables local protection in an IPv6-supporting version of Cisco |OS, using the
only supported (1 Pv4) option:
vrf definition vrf2
rd 100: 3

address-fam ly ipv4
protection |ocal prefixes
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The following example enables local protection in an IPv4-only version of Cisco |OS:
ip vrf vpnl

rd 100: 3

protection |ocal prefixes

Related Commands = Command Description
bfd interval min_rx multiplier Enables BFD on the interface.
neighbor fall-over bfd

Enables BFD support for fallover.
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pseudowire

To bind an attachment circuit to a Layer 2 pseudowire for xconnect service, use the pseudowire
command in interface configuration mode.

pseudowir e peer-ip-address vcid pw-class pw-class-name [sequencing {transmit | receive |

both}]
Syntax Description peer-ip-address The IP address of the remote peer.
vcid The 32-bit identifier of the virtual circuit between the routers at each end of
the Layer 2 control channel.
pw-class The pseudowire class configuration from which the data encapsul ation type
pw-class-name will be taken.

Defaults

Command Modes

sequencing {transmit | (Optional) Sets the sequencing method to be used for packets received or
receive | both} sent in L2TP sessions:

e transmit—Sequencing of Layer 2 Tunnel Protocol (L2TP) data packets
received from the session.

e receive—Seguencing of L2TP data packets sent into the session.

e both—Sequencing of L2TP data packetsthat are both sent and received
from the session.

No default behavior or values

Interface configuration

Command History

Usage Guidelines

Release Modification
12.3(2)T This command was introduced.

The combination of the peer-ip-address and vcid arguments must be unique on the router. Each
pseudowire configuration must have a unique combination of peer-ip-address and vcid configuration.

The same vcid value that identifies the attachment circuit must be configured using the pseudowire
command on the local and remote router at each end of a Layer 2 session. The virtual circuit identifier
creates the binding between a pseudowire and an attachment circuit.

The pw-class pw-class-name val ue binds the pseudowire configuration of an attachment circuit to a
specific pseudowire class. In this way, the pseudowire class configuration serves as a template that
contains settings used by all attachment circuits bound to it with the pseudowire command.
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Examples The following example creates a virtual-PPP interface with the number 1, configures PPP on the

virtual-PPP interface, and binds the attachment circuit to a Layer 2 pseudowire for xconnect service for
the pseudowire class named pwclassl:

interface virtual -ppp 1
ppp aut hentication chap
ppp chap hostnanme peer1l
pseudowi re 172.24.13.196 10 pw-cl ass pwcl assl

Related Commands  Command Description

|2tp-class Creates atemplate of L2TP control plane configuration settings that can be
inherited by different pseudowire classes and enters L2TP class
configuration mode.

pseudowire-class Specifiesthe name of an L2TP pseudowire class and enters pseudowire class
configuration mode.
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pseudowire-class

To specify the name of aLayer 2 pseudowire class and enter pseudowire class configuration mode, use
the pseudowire-class command in global configuration mode. To remove a pseudowire class
configuration, use the no form of this command.

pseudowire-class [ pw-class-name]

no pseudowire-class [pw-class-name]

Syntax Description

Command Default

Command Modes

pw-class-name (Optional) The name of aLayer 2 pseudowire class. If you want to configure
more than one pseudowire class, you must enter a value for the
pw-class-name argument.

No pseudowire classes are defined.

Global configuration

Command History

Usage Guidelines

Release Modification

12.0(23)S This command was introduced.

12.3(2)T This command was integrated into Cisco 10S Release 12.3(2)T.

12.2(25)S This command was integrated into Cisco 10S Release 12.2(25)S.

12.2(27)SBC Support for this command was integrated into Cisco 10S
Release 12.2(27)SBC.

The pseudowir e-class command allows you to configure a pseudowire class template that consists of
configuration settings used by all attachment circuits bound to the class. A pseudowire classincludes the
following configuration settings:

¢ Dataencapsulation type

e Control protocol

e Sequencing

¢ |P address of the local Layer 2 interface
e Type of service (ToS) value in IP headers

After you enter the pseudowire-class command, the router switches to pseudowire class configuration
mode, where pseudowire settings may be configured.

Examples The following example shows how to enter pseudowire class configuration mode to configure a
pseudowire configuration template named “ ether-pw”:
Rout er (confi g)# pseudow re-cl ass et her-pw
Rout er (confi g- pw) #
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Related Commands  Command Description

|2tp-class Creates atemplate of L2TP control plane configuration settings that can be
inherited by different pseudowire classes and enters L2TP class
configuration mode.

pseudowire Binds an attachment circuit to a Layer 2 pseudowire for xconnect service.

xconnect Binds an attachment circuit to an L2TPv3 pseudowire for xconnect service
and enters xconnect configuration mode.
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To specify aroute distinguisher (RD) for a VPN routing and forwarding (VRF) instance, use the rd
command in VRF configuration submode.

rd route-distinguisher

Syntax Description

Command Default

Command Modes

route-distinguisher

Adds an 8-byte value to an 1Pv4 prefix to create a VPN IPv4 prefix.

Thereis no default. An RD must be configured for a VRF to be functional .

VRF configuration submode

Command History

Usage Guidelines

Release Modification

12.05)T This command was introduced.

12.0(21)ST This command was integrated into Cisco 10S 12.0(21)ST.
12.0(22)S This command was integrated into Cisco 10S 12.0(22)S.

12.2(13)T This command was integrated into Cisco 10S 12.2(13)T.

12.2(14)S This command was integrated into Cisco 10S 12.2(14)S.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.2(33)SRB Support for IPv6 was added.

12.2(33)SXH This command was integrated into Cisco 10S Release 12.2(33)SXH.
12.2(33)SB This command was integrated into Cisco 10S Release 12.2(33)SB.

An RD createsrouting and forwarding tables and specifiesthe default route distinguisher for aVPN. The
RD is added to the beginning of the customer’s IPv4 prefixes to change them into globally unique

VPN-IPv4 prefixes.
An RD iseither:

¢ ASN-related—Composed of an autonomous system number and an arbitrary number.

¢ |P-address-related—Composed of an | P address and an arbitrary number.

You can enter an RD in either of these formats:

16-bit autonomous-system-number :your 32-bit number

For example, 101:3.

32-bit | P address:your 16-bit number
For example, 192.168.122.15:1.
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Examples The following example shows how to configure a default RD for two VRFs. It illustrates the use of both
autonomous-system-number-rel ative and | P-address-relative RDs:

Router(config)# ip vrf vrfl

Rout er (config-vrf)# rd 100: 3

Router (config-vrf)# exit
Router(config)# ip vrf vrf2

Rout er (config-vrf)# rd 10.13.0.12: 200

Related Commands = Command Description
ipvrf Configures a VRF routing table.
show ip vrf Displays the set of defined VRFs and associated interfaces.
vrf definition Configures a VRF routing table and enters VRF configuration mode.
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record-route (LSP Attributes)

To record the route used by the label switched path (L SP), use the recor d-route command in LSP
Attributes configuration mode. To stop the recording the route used by the L SP, use the no form of this
command.

record-route

no record-route

Syntax Description  This command has no arguments or keywords.

Command Default The LSP route is not recorded.

Command Modes L SP Attributes configuration (config-1sp-attr)

Command History Release Modification
12.0(26)S This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |10S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |0OS Release 12.4(20)T.

Usage Guidelines Use this command to set up in an LSP attribute list the recording of the route taken by the LSP.

To associate the L SP record-route attribute and the L SP attribute list with a path option for an LSP, you
must configure the tunnel mpls traffic-eng path option command with the attributes string keyword
and argument, where string is the identifier for the specific LSP attribute list.

Examples The following example shows how to set up LSP route recording in an LSP attribute list:
configure term nal
|

mpls traffic-eng I sp attributes 9
record-route

exit
end
Related Commands  Command Description
mplstraffic-eng Isp attributes Creates or modifies an LSP attribute list.
show mplstraffic-eng Isp attributes Displays global LSP attribute lists.
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route-target

To create a route-target extended community for a Virtual Private Network (VPN) routing and

forwarding (VRF) instance, use the route-target command in VRF configuration submode. To disable

the configuration of aroute-target community option, use the no form of this command.

route-target {import | export | both} route-target-ext-community

no route-target {import | export | both} route-target-ext-community

Syntax Description import

Imports routing information from the target VPN extended
community.

export

Exports routing information to the target VPN extended community.

both

Imports both import and export routing information to the target
VPN extended community.

route-target-ext-community Adds the route-target extended community attributes to the VRF's

list of import, export, or both (import and export) route-target
extended communities.

Command Default A VRF has no route-target extended community attributes associated with it until specified by the

route-target command.

Command Modes V RF configuration submode (config-vrf)
Command History Release Modification
12.05)T This command was introduced.
12.0(21)ST This command was integrated into Cisco 10S 12.0(21)ST.
12.0(22)S This command was integrated into Cisco 10S 12.0(22)S.
12.2(13)T This command was integrated into Cisco 10S 12.2(13)T.
12.2(14)S This command was integrated into Cisco 10S 12.2(14)S.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.2(31)SB2 This command was integrated into Cisco 10S Release 12.2(31)SB2.
12.2(33)SRB Support for |Pv6 was added.
12.2(33)SXH This command was integrated into Cisco 10S Release 12.2(33)SXH.
12.2(33)SB This command was integrated into Cisco 10S Release 12.2(33)SB.
12.0(32)S12 This command was modified. Support for 4-byte autonomous system
numbers in asdot notation only was added.
12.0(32)SY8 This command was modified. Support for 4-byte autonomous system
numbers in asplain and asdot notation was added.
12.4(24)T This command was modified. Support for 4-byte autonomous system

numbers in asdot notation only was added.
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Usage Guidelines

Examples

route-target M

Release Modification

Cisco 10S XE This command was modified. Support for 4-byte autonomous system

Release 2.3 numbers in asdot notation only was added.

12.2(33)SXI1 This command was modified. Support for 4-byte autonomous system
numbers in asplain and asdot notation was added.

12.0(33)S3 Thiscommand was modified. Support for asplain notation was added and the
default format for 4-byte autonomous system numbers is now asplain.

Cisco 10S XE Thiscommand was modified. Support for asplain notation was added and the

Release 2.4 default format for 4-byte autonomous system numbers is now asplain.

Theroute-target command creates lists of import and export route target extended communities for the
specified VRF. Enter the command one time for each target community. Learned routes that carry a
specific route-target extended community are imported into all VRFs configured with that extended
community as an import route target. Routes |earned from a V RF site (for example, by Border Gateway
Protocol (BGP), Routing Information Protocol (RIP), or static route configuration) contain export route
targets for extended communities configured for the VRF added as route attributes to control the VRFs
into which the route is imported.

The route target specifies atarget VPN extended community. Like a route-distinguisher, an extended
community is composed of either an autonomous system number and an arbitrary number or an |P
address and an arbitrary number. You can enter the numbers in either of these formats:

e 16-bit autonomous-system-number:your 32-bit number
For example, 101:3.

e 32-bit IP address:your 16-bit number
For example, 192.168.122.15:1.

In Cisco 10S Release 12.0(32)SY 8, 12.2(33)SX 11, 12.0(33)S3, Cisco 10S XE Release 2.4, and later
releases, the Cisco implementation of 4-byte autonomous system numbers uses asplain—65538 for
example—as the default regular expression match and output display format for autonomous system
numbers, but you can configure 4-byte autonomous system numbers in both the asplain format and the
asdot format as described in RFC 5396. To change the default regular expression match and output
display of 4-byte autonomous system numbers to asdot format, use the bgp asnotation dot command
followed by the clear ip bgp * command to perform a hard reset of all current BGP sessions.

In Cisco IOSRelease 12.0(32)S12, 12.4(24)T, and Cisco 10S XE Release 2.3, the Cisco implementation
of 4-byte autonomous system numbers uses asdot—21.2 for example—as the only configuration format,
regular expression match, and output display, with no asplain support.

The following example shows how to configure route-target extended community attributes for a VRF
in IPv4. The result of the command sequence is that VRF named vrf1 has two export extended
communities (1000:1 and 1000:2) and two import extended communities (1000:1 and 10.27.0.130:200):

ipvrf vrfl
route-target both 1000: 1
route-target export 1000: 2
route-target inport 10.27.0.130:200

The following example shows how to configure route-target extended community attributes for a VRF
that includes I1Pv4 and I1Pv6 address families:

vrf definition sitel
rd 1000: 1
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address-fam |y ipv4d
route-target export 100:1
route-target inport 100:1
address-fam |y ipv6
route-target export 200:1
route-target inport 200:1

The following example available in Cisco 10S Release 12.0(32)SY 8, 12.2(33)SX11, 12.0(33)S3,

Cisco 10S XE Release 2.4, and later releases, shows how to create a vV RF with aroute-target that uses a
4-byte autonomous system number in asplain format—65537—and how to set the route-target to
extended community value 65537:100 for routes that are permitted by the route map.

ip vrf vpn_red

rd 64500: 100

route-target both 65537: 100
exit

route-map red_map permt 10
set extcomunity rt 65537:100
end

After the configuration is completed, use the show route-map command to verify that the extended
community is set to the route target containing the 4-byte autonomous system number of 65537.

Rout er# show route-nmap red_nap

route-map red_map, permt, sequence 10
Mat ch cl auses:
Set cl auses:
ext ended community RT: 65537: 100
Policy routing matches: 0 packets, 0 bytes

The following example available in Cisco 10S Release 12.0(32)SY 8, 12.0(32)S12, 12.2(33)SXI1,
12.4(24)T, Cisco |OS XE Release 2.3, and | ater rel eases, shows how to create aVV RF with aroute-target
that uses a 4-byte autonomous system number in asdot format—1.1—and how to set the route-target to
extended community value 1.1:100 for routes that are permitted by the route map.

ip vrf vpn_red

rd 64500: 100

route-target both 1.1:100
exit

route-map red_map permt 10
set extcommunity rt 1.1:100
end

Related Commands = Command Description

bgp asnotation dot Changes the default display and the regular expression match format of BGP
4-byte autonomous system numbers from asplain (decimal values) to dot

notation.
import map Configures an import route map for a VRF.
ipvrf Configures a VRF routing table.
vrf definition Configures a VRF routing table and enters VRF configuration mode.
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To configure the direction in which sequencing is enabled for data packets in a Layer 2 pseudowire, use
the sequencing command in pseudowire class configuration mode. To remove the sequencing
configuration from the pseudowire class, use the no form of this command.

sequencing {transmit | receive | both | resync number}

no sequencing {transmit | receive | both | resync number}

Syntax Description

Command Default

Command Modes

transmit Updates the Sequence Number field in the headers of data packets sent over
the pseudowire according to the data encapsulation method that is used.

receive Keepsthe value in the Sequence Number field in the headers of data packets
received over the pseudowire. Out-of-order packets are dropped.

both Enables both the transmit and receive options.

resync Enables the reset of packet sequencing after the disposition router receives
a specified number of out-of-order packets.

number The number of out-of-order packetsthat cause areset of packet sequencing.

The range is 5 to 65535.

Sequencing is disabled.

Pseudowire class configuration

Command History

Usage Guidelines

Release Modification

12.0(23)S This command was introduced for Layer 2 Tunnel Protocol Version 3
(L2TPv3).

12.3(2)T This command was integrated into Cisco 10S Release 12.3(2)T.

12.0(29)S This command was updated to support Any Transport over MPLS (AToM).

12.0(30)S The resync keyword was added.

12.2(25)S This command was integrated into Cisco 10S Release 12.2(25)S.

12.2(27)SBC L2TPv3 support for this command was integrated into Cisco |0S
Release 12.2(27)SBC.

12.2(28)SB AToM support for this command was integrated into Cisco |OS
Release 12.2(28)SB.

When you enable sequencing using any of the available options, the sending of sequence numbersis
automatically enabled and the remote provider edge (PE) peer is requested to send sequence numbers.
Out-of -order packets received on the pseudowire are dropped only if you use the sequencing receive or
sequencing both command.
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If you enable sequencing for Layer 2 pseudowires on the Cisco 7500 series routers and you issue the ip
cef distributed command, all traffic on the pseudowires is switched through the line cards.

It is useful to specify the resync keyword for situations when the disposition router receives many
out-of-order packets. It allowsthe router to recover from situations where too many out-of-order packets
are dropped.

Examples The following example shows how to enable sequencing in data packets in Layer 2 pseudowires that
were created from the pseudowire class named “ ether-pw” so that the Sequence Number field is updated
in tunneled packet headers for data packets that are both sent and received over the pseudowire:

Rout er (confi g)# pseudow re-cl ass ether-pw
Rout er (confi g-pw) # encapsul ati on npls
Rout er (confi g- pw) # sequenci ng both

The following example shows how to enable the disposition router to reset packet sequencing after it
receives 1000 out-of-order packets:

Rout er (confi g)# pseudow re-cl ass et her-pw
Rout er (confi g- pw) # encapsul ati on npls

Rout er (confi g- pw) # sequenci ng both

Rout er (confi g- pw) # sequenci ng resync 1000

Related Commands = Command Description
ip cef Enables Cisco Express Forwarding on the Route Processor card.
pseudowire-class Specifies the name of an L2TP pseudowire class and enters pseudowire

class configuration mode.
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set extcomm-list delete

To allow the deletion of extended community attributes based on an extended community list, use the
set extcomm-list delete command in route-map configuration mode. To negate a previous set
extcomm-list detect command, use the no form of this command.

set extcomme-list extended-community-list-number delete

no set extcomme-list extended-community-list-number delete

Syntax Description extended-community-list-number  An extended community list number.

Command Default Extended community attributes based on an extended community list cannot be deleted.

Command Modes Route-map configuration (config-route-map)

Command History Release Modification
12.0(26)S This command was introduced.
12.2(25)S This command was integrated into Cisco 10S Release 12.2(25)S.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |0OS Release 12.4(20)T.

Usage Guidelines This command removes extended community attributes of an inbound or outbound Border Gateway
Protocol (BGP) update using aroute map to filter and determine the extended community attribute to be
deleted and replaced. Depending upon whether the route map is applied to the inbound or outbound
update for a neighbor, each extended community that passes the route map permit clause and matches
the given extended community list will be removed and replaced from the extended community attribute
being received from or sent to the BGP neighbor.

Examples The following example shows how to replace a route target 100:3 on an incoming update with a route
target of 100:4 using an inbound route map extmap:

Rout er (confi g-af)# nei ghbor 10.10.10.10 route-nmap extmap in

Router(config)# ip extcomunity-list 1 permt rt 100:3
Rout er (config)# route-nap extnmap permt 10

Rout er (confi g-route-nmap)# nmatch extconmmunity 1

Rout er (confi g-route-map)# set extcomnmlist 1 delete

Rout er (confi g-route-map)# set extcommunity rt 100:4 additive
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The following example shows how to configure more than one replacement rule using the route-map
configuration continue command. Prefixes with RT 100:2 are rewritten to RT 200:3 and prefixes with
RT 100:4 are rewritten to RT 200:4. With the continue command, route-map evaluation proceeds even
if amatch isfound in a previous sequence.

Router(config)# ip extcomunity-list 1 permt rt 100:3
Router(config)# ip extcomunity-list 2 permt rt 100:4

Rout er (confi g)# route-map
Rout er (confi g-rout e- nap) #
Rout er (confi g-rout e- nap) #
Rout er (confi g-rout e- map) #
Rout er (confi g-rout e- nap) #
Rout er (confi g)# route-map
Rout er (confi g-rout e- map) #
Rout er (confi g-rout e- nap) #
Rout er (confi g-rout e- nap) #
Rout er (confi g-rout e- map) #
Rout er (confi g)# route-map

extmap pernmit 10

mat ch extcomunity 1

set extcommlist 1 delete

set extcommunity rt 200:3 additive
continue 20

extmap pernmit 20

mat ch extcommunity 2

set extcommlist 2 delete

set extcomunity rt 200:4 additive
exit

extmap pernit 30

Related Commands

Command Description

ip community-list Creates an extended community access list and controls access to it.

match extcommunity  Matches BGP extended community list attributes.

route-map (IP) Defines the conditions for redistributing routes from one routing protocol
into another, or enables policy routing.

set extcommunity Sets BGP extended community attributes.
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set mpls experimental

To set the Multiprotocol Label Switching (MPLS) experimental-bit value, use the set mpls experimental
command in QoS policy-map configuration mode. To return to the default settings, use the no form of
this command.

set mpls experimental {imposition | topmost} experimental-value

no set mpls experimental {imposition | topmost}

Syntax Description imposition Specifies the experimental-bit value on | P to Multiprotocol Label Switching
(MPLS) or MPLSinput in al newly imposed labels.
topmost Specifies the experimental-bit value on the topmost label on the input or
output flows.
experimental-value Experimental-bit value; valid values are from 0 to 7.
Defaults No experimental-bit value is set.

Command Modes QoS policy-map configuration

Command History Release Modification
12.2(18)SXE This command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.

Usage Guidelines This command is not supported on systems that are configured with a Supervisor Engine 2.

Examples This example shows how to set the experimental-bit value on the topmost label on input or output:

Rout er (confi g)# policy-nmap policyl
Rout er (confi g-pmap) # cl ass cl assl
Rout er (confi g-pmap-c)# set npls experinmental topnost 5
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set mpls experimental imposition

To set the value of the Multiprotocol Label Switching (MPLS) experimental (EXP) field on all imposed
label entries, use the set mpls experimental imposition command in QoS policy-map class
configuration mode. To disable the setting, use the no form of this command.

set mpls experimental imposition { mpls-exp-value | from-field [table table-map-name]}

no set mpls experimental imposition { mpls-exp-value | from-field [table table-map-name]}
Cisco 10000 Series Router

set mpls experimental imposition mpls-exp-value

no set mpls experimental imposition mpls-exp-value

Syntax Description mpls-exp-value Specifies the value used to set MPL S EXP bits defined by the policy
map. Valid values are numbers from 0 to 7.
from-field Specific packet-marking category to be used to set the MPLS EXP

imposition value. If you are using a table map for mapping and
converting packet-marking values, this establishes the “map from”
packet-marking category. Packet-marking category keywords are as
follows:

e precedence
e dscp

table (Optional) Used in conjunction with the from-field argument.
Indicates that the values set in a specified table map will be used to
set the MPLS EXP imposition value.

table-map-name (Optional) Used in conjunction with the table keyword. Name of the
table map used to specify the MPLS EXPimposition value. The name
can be a maximum of 64 alphanumeric characters.

Defaults No MPLS EXP valueis set.
Command Modes QoS policy-map class configuration
Command History Release Modification
12.2(13)T This command was introduced; it replaces (renames) the set mpls
experimental command, introduced in 12.1(5)T. The set mpls
experimental imposition command was modified for the Enhanced
Packet Marking feature. A mapping table (table map) can now be
used to convert and propagate packet-marking values.
12.3(7)X11 This command was implemented on the ESR—PRE2.
12.2(33)SRA This command was integrated into Cisco | OS Release 12.2(33)SRA.
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Usage Guidelines

Note

Examples

set mpls experimental imposition

Release Modification
12.2(31)SB This command was integrated into Cisco 10S Release 12.2(31)SB.
12.2SX This command is supported in the Cisco 10S Release 12.2SX train.

Support in a specific 12.2SX release of this train depends on your
feature set, platform, and platform hardware.

The set mpls experimental imposition command is supported only on input interfaces. Use this
command during label imposition. This command setsthe MPLS EXP field on all imposed label entries.

Using This Command with the Enhanced Packet Marking Feature

If you are using this command as part of the Enhanced Packet Marking feature, you can use this
command to specify the “from-field” packet-marking category to be used for mapping and setting the
class of service (CoS) value. The “from-field” packet-marking categories are as follows:

¢ Precedence
o Differentiated services code point (DSCP)

If you specify a“from-field” category but do not specify the table keyword and the applicable
table-map-name argument, the default action will be to copy the value associated with the “from-field”
category asthe MPLS EXP imposition value. For instance, if you configure the set mpls experimental
imposition precedence command, the precedence value will be copied and used as the MPLS EXP
imposition value.

If you configure the set mpls experimental imposition dscp command, the DSCP value will be copied
and used as the MPLS EXP imposition value.

If you configure the set mplsexperimental imposition dscp command, only thefirst three bits (the class
selector bits) of the DSCP field are used.

Cisco 10000 Series Router

Cisco 10S software replaced the set mpls experimental command with the set mpls experimental
imposition command. However, the Cisco 10000 series router continues to use the set mpls
experimental command for ESR—PREL. For ESR—PRE2, the command is set mpls experimental
imposition.

The following example shows how to set the MPLS EXP value to 3 on all imposed label entries:

Rout er (confi g-pmap-c)# set npls experinmental inposition 3

The following example shows how to create the policy map named policyl to use the packet-marking
values defined in atable map named table-mapl. The table map was created earlier with the table-map
(value mapping) command. For more information about the table-map (value mapping) command, see
the table-map (value mapping) command page. The MPLS EXP imposition valueis set according to the
DSCP value defined in table-mapl.

Rout er (confi g)# policy-nmap policyl

Rout er (confi g- pmap) # cl ass cl ass-defaul t

Rout er (confi g-pmap-c)# set npls experinmental inposition dscp table table-mapl
Rout er (confi g- pmap-c) # exit
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Related Commands  Command Description

set dscp Marks a packet by setting the Layer 3 DSCP value in the ToS
byte.

set mpls experimental topmost Setsthe MPLS EXPfield valuein thetopmost |abel on either an
input or an output interface.

set precedence Sets the precedence value in the packet header.

show table-map Displays the configuration of a specified table map or all table
maps.

table-map (value mapping) Creates and configures a mapping table for mapping and

converting one packet-marking value to another.
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set mpls experimental topmost

To set the Multiprotocol Label Switching (MPLS) experimental (EXP) field value in the topmost label
on either an input or an output interface, use the set mpls experimental topmost command in QoS
policy-map class configuration mode. To disable the setting, use the no form of this command.

set mpls experimental topmost { mpls-exp-value | gos-group [table table-map-name]}

no set mpls experimental topmost { mpls-exp-value | gos-group [table table-map-name]}

Syntax Description mpls-exp-value Specifiesthe value used to set MPL S experimental bits defined by the
policy map. Valid values are numbers from 0 to 7.
gos-group Specifies that the qos-group packet-marking category is used to set

the MPLS EXP imposition value. If you are using a table map for
mapping and converting packet-marking values, this establishes the
“map from” packet-marking category.

table (Optional) Used in conjunction with the qos-group keyword.
Indicates that the values set in a specified table map will be used to
set the MPLS EXP value.

table-map-name (Optional) Used in conjunction with the table keyword. Name of the
table map used to specify the MPLS EXP value. The name can be a
maximum of 64 alphanumeric characters.

Defaults No MPLS EXP valueis set.

Command Modes QoS policy-map class configuration

Command History Release Modification
12.2(13)T This command was introduced.
12.2(33)SRA This command wasintegrated into Cisco |OS Release 12.2(33)SRA.
12.25X This command is supported in the Cisco 10S Release 12.2SX train.

Support in a specific 12.2SX release of this train depends on your
feature set, platform, and platform hardware.

Usage Guidelines This command sets the MPLS EXP value only in the topmost label. This command does not affect an IP
packet. The MPLS field in the topmost |abel header is not changed.

Using This Command with the Enhanced Packet Marking Feature

If you are using this command as part of the Enhanced Packet Marking feature, you can use this
command to specify the qos-group packet-marking category to be used for mapping and setting the
differentiated services code point (DSCP) value.
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If you specify the gos-group category but do not specify the table keyword and the applicable
table-map-name argument, the default action will be to copy the value associated with the qos-group
category as the MPLS EXP topmost value. For instance, if you configure the set mpls experimental
topmost gos-group command, the QoS group value will be copied and used as the MPL S EXP topmost
value.

The valid value range for the MPLS EXP topmost value is a number from 0 to 7. The valid value range
for the QoS group is a number from 0 to 99. Therefore, when configuring the set mpls experimental
topmost qos-group command, note the following points:

¢ If aQoS group value falls within both value ranges (for example, 6), the packet-marking value will
be copied and the packets will be marked.

¢ |f aQoS group value exceeds the MPLS EXP topmost range (for example, 10), the packet-marking
value will not copied and the packet will not be marked. No action is taken.

Examples The following example shows how to set the MPLS EXP value to 3 in the topmost label of an input or
output interface:

Rout er (confi g-pmap) # set npls experinmental topnost 3

The following example shows how to create the policy map named policyl to use the packet-marking
values defined in atable map named table-mapl. The table map was created earlier with the table-map
(value mapping) command. For more information about the table-map (value mapping) command, see
the table-map (value mapping) command page.

Thefollowing example shows how to set the MPL S EXP value according to the QoS group value defined
in table-mapl.

Rout er (config)# policy-map policyl

Rout er (confi g- pmap) # cl ass cl ass-defaul t

Rout er (confi g-pmap-c)# set npls experinmental topnpbst qos-group table table-nmapl
Rout er (confi g- pmap-c)# exit

Related Commands = Command Description
match mpls experimental Matches the MPLS EXP field value in the topmost |abel.
topmost
set mpls experimental Sets the value of the MPLS EXP field on all imposed label entries.
imposition
set gos-group Sets agroup ID that can be used later to classify packets.
show table-map Displays the configuration of a specified table map or all table maps.

table-map (value mapping) Creates and configures a mapping table for mapping and converting
one packet-marking value to another.
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set mpls-label

To enable aroute to be distributed with a Multiprotocol Label Switching (MPLS) label if the route
matches the conditions specified in the route map, use the set mpls-label command in route-map
configuration mode. To disable this function, use the no form of this command.

set mpls-label

no set mpls-label

Syntax Description  This command has no arguments or keywords.

Command Default No route with an MPLS label is distributed.

Command Modes Route-map configuration

Command History Release Modification
12.0(21)ST This command was introduced.
12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.2(11)S This command was integrated into Cisco 10S Release 12.2(11)S.
12.2(13)T This command was integrated into Cisco |OS Release 12.2(13)T.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SRB Support for IPv6 was added.
12.2(33)SXH This command was integrated into Cisco 10S Release 12.2(33)SXH.
12.2(33)SB This command was integrated into Cisco 10S Release 12.2(33)SB.

Usage Guidelines This command can be used only with the neighbor route-map out command to manage outbound route
maps for a Border Gateway Protocol (BGP) session.

Use the route-map global configuration command with match and set route-map commands to define
the conditions for redistributing routes from one routing protocol into another. Each route-map
command has alist of match and set commands associated with it. The match commands specify the
match criteria—the conditions under which redistribution is allowed for the current route-map
command. The set commands specify the set actions—the particular redistribution actions to perform if
the criteria enforced by the match commands are met. The no route-map command del etes the route

map.

Examples The following example shows how to create a route map that enables the route to be distributed with a
label if the IP address of the route matches an |P addressin ACL 1:

Rout er (config-router)# route-map incomng permt 10
Rout er (confi g-route-nmap)# match ip address 1
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Rout er (confi g-route-nmap)# set npls-1abel

Related Commands = Command Description

match ip address Distributes any routes that have a destination network number address that
is permitted by a standard or extended access list.

match ipv6 address Distributes | Pv6 routes that have a prefix permitted by a prefix list or
specifies an | Pv6 access list to use to match packets for PBR for | Pv6.

match mpls-label Redistributes routes that contain MPLS labels and match the conditions
specified in the route map.

neighbor route-map Manage outbound route maps for a BGP session.
out

route-map (I1P) Defines the conditions for redistributing routes from one routing protocol
into another, or enables policy routing.

Cisco 10S Multiprotocol Label Switching Command Reference
MP-420 [§ Jansary 2010 |



set ospf router-id Il

set ospf router-id

To set a separate Open Shortest Path First (OSPF) router ID for each interface or subinterface on a
provider edge (PE) router for each directly attached customer edge (CE) router, use the set ospf
router-id command in route map configuration mode.

set ospf router-id

Syntax Description  This command has no arguments or keywords.

Defaults OSPF router ID is not set.

Command Modes Route map configuration

Command History Release Modification
12.0(7)T This command was introduced.
12.2(33)SRA This command wasintegrated into Cisco |OS Release 12.2(33)SRA.
12.25X This command is supported in the Cisco 10S Release 12.2SX train.

Support in a specific 12.2SX release of this train depends on your
feature set, platform, and platform hardware.

Usage Guidelines To use this command, you must enable OSPF and create a routing process.

Examples The following example shows how to match the PE router |P address 192.168.0.0 against the interface
in access list 1 and set to the OSPF router 1D:

router ospf 2 vrfvpnl-sitel
redistribute bgp 100 nmetric-type 1 subnets
network 202.0.0.0 0.0.0.255 area 1

router bgp 100

nei ghbor 172.19.89. 62 renpnte-as 100
access-list 1 permt 192.168.0.0
route-map vpnl-sitel-map permt 10
match i p address 1

set ospf router-id

Related Commands  Command Description

router ospf Enables OSPF routing, which places the router in router
configuration mode.
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set vrf

To enable Virtual Private Network (VPN) routing and forwarding (V RF) instance sel ection within aroute
map for policy-based routing VRF selection, use the set vrf command in route-map configuration mode.
To disable VRF selection within a route map, use the no form of this command.

set vrf vrf-name

no set vrf vrf-name

Syntax Description

Command Default

Command Modes

vrf-name Name assigned to the VRF.

VPN VREF instance selection is not enabled within a route map for policy-based routing VRF selection.

Route-map configuration

Command History

Usage Guidelines

Note

Release Modification

12.3(7)T This command was introduced.

12.2(25)S This command was integrated into Cisco |0OS Release 12.2(25)S.

12.2(33)SRB This command was integrated into Cisco |0S Release 12.2(33)SRB.

XE Release 2.2 This command was integrated into Cisco |OS XE Release 2.2. The “Usage
Guidelines’ changed.

12.2(33)SXI This command was integrated into Cisco |OS Release 12.2(33)SXI.

The set vrf route-map configuration command was introduced with the Multi-VRF Selection Using
Policy-Based Routing feature to provide a PBR mechanism for VRF selection. This command enables
V RF selection by policy routing packets through aroute map. The route map is attached to theincoming
interface. Match criteriais defined in an IP access list or in an IP prefix list. Match criteria can also be
defined based on packet length with the match length route map command. The VRF must be defined
before you configure this command, and theip policy route-map interface configuration command must
be configured to enable policy routing under the interface or subinterface. If the VRF is not defined or
if policy routing is not enabled, an error message will be displayed on the console when you attempt to
configure the set vrf command.

The set vrf and set ip global next-hop commands can be configured with the set default interface, set
interface, set ip default next-hop, and set ip next-hop commands. But the set vrf and set ip global
next-hop commands take precedence over the set default interface, set interface, set ip default
next-hop, and set ip next-hop commands. No error message is displayed if you attempt to configure the
set vrf command with any of these four set commands.
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Examples The following example shows a route-map sequence that selects and sets a V RF based on match criteria
defined in three different access lists. (The access list configuration is not shown in this example.) If the
route map fallsthrough and amatch does not occur, the packet will be dropped if the destinationislocal.

route-map PBR-VRF- Sel ection pernmt 10
match i p address 40

set vrf VRF1

!

rout e-map PBR- VRF- Sel ection permt 20
match i p address 50

set vrf VRF2

!

route-map PBR-VRF- Sel ection permt 30
match i p address 60

set vrf VRF3

Related Commands = Command Description
access-list (1P standard) Defines a standard | P access list.
debug ip policy Displays I P policy routing packet activity.
ip policy route-map Identifies aroute map to use for policy routing on an interface.
ipvrf Configures a VRF routing table.
ip vrf receive Inserts the | P address of an interface as a connected route entry in a
VRF routing table.
match ip address Distributes any routes that have a destination network number

address that is permitted by a standard or extended access list, or
performs policy routing on packets.

match length Bases policy routing on the Level 3 length of a packet.

route-map Defines the conditions for redistributing routes from one routing
protocol into another, or enables policy routing.

set default interface Indicates where to output packets that pass a match clause of aroute
map for policy routing and have no explicit route to the destination.

set interface Indicates where to forward packets that pass a match clause of aroute
map for policy routing.

set ip default next-hop Indicates where to output packets that pass a match clause of aroute

map for policy routing and for which the Cisco |OS software has no
explicit route to a destination.

set ip next-hop Indicates where to output packets that pass a match clause of aroute
map for policy routing.
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show acircuit checkpoint

To display checkpointing information for each attachment circuit (AC), use the show acircuit
checkpoint command in privileged EXEC mode.

show acir cuit checkpoint

Syntax Description  This command has no arguments or keywords.

Command Modes Privileged EXEC

Command History Release Modification
12.2(25)S This command was introduced.
12.2(28)SB This command was integrated into Cisco |0S Release 12.2(28)SB.
12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines This command is used for interface-based attachment circuits. For Frame Relay and ATM circuits, use
the following commands to show redundancy information:

e debug atm ha-error

¢ debug atm ha-events

¢ debug atm ha-state

e debug atm I2transport

¢ debug frame-relay redundancy

Examples The following show acircuit checkpoint command displays information about the ACs that have been
check-pointed. The output varies, depending on whether the command output is for the active or standby
Route Processor (RP).

On the active RP, the command displays the following output:

Rout er# show aci rcuit checkpoi nt

AC HA Checkpoint info:
Last Bul k Sync: 1 ACs

AC W XC Id VvCd Swi tch Segnent St Chkpt
HDLC LIKE ATOM 3 100 1000 1000 O N
VLAN LIKE ATOM 2 1002 2001 2001 3 Y
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On the standby RP, the command displays the following output::

Rout er# show acircuit checkpoint

AC HA Checkpoint info:

AC W XC Id VvCd Swi tch Segnent St F-SLP
HDLC LIKE ATOM 3 100 0 0 0 001
VLAN LIKE ATOM 2 1002 2001 2001 2 000

Table 13 describes the significant fields shown in the display.

show acircuit checkpoint

Table 13 show acircuit checkpoint Field Descriptions

Field Description

Last Bulk Sync The number of ACsthat were sent to the backup RP during
the last bulk synchronization between the active and
backup RPs.

AC The type of attachment circuit.

W The type of interworking, either like-to-like (AToM) or
any-to-any (Interworking).

XC The type of cross-connect. Only AToM ACs are
checkpointed.

ID Thisfield varies, depending on the type of attachment
circuit. For Ethernet VLANS, the ID isthe VLAN ID. For
PPP and High-Level DataLink Control (HDLC), thelD is
the AC circuit ID.

VCID The configured virtual circuit I1D.

Switch An ID used to correlate the control plane and data plane
contexts for this virtual circuit (VC). Thisis an interna
value that is not for customer use.

Segment An ID used to correlate the control plane and data plane
contextsfor thisVC. Thisisan internal valuethat is not for
customer use.

St The state of the attachment circuit. Thisisan internal value
that is not for customer use.

Chkpt Whether the information about the AC was checkpointed.

F-SLP Flags that provide more information about the state of the
AC circuit. These values are not for customer use.

Related Commands  Command Description

show mpls|2transport vc Displays AToM status information.

show mplsl2transport vc Displays the status of the checkpointing process for both the active and

checkpoint standby RPs.
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show atm vc

To display all ATM permanent virtual circuits (PV Cs) and switched virtual circuits (SVCs) and traffic
information, use the show atm vc command in privileged EXEC mode.

show atm vc [ved | inter face interface-number]

Syntax Description

Command Modes

ved (Optional) Specifies the virtual circuit descriptor (VCD) about which to
display information.

interface (Optional) Interface number or subinterface number of the PV C or SVC.

interface-number Displays all PVCs and SV Cs on the specified interface or subinterface.

The interface-number uses one of the following formats, depending on
what router platform you are using:

¢ For the ATM Interface Processor (AIP) on Cisco 7500 series routers,
for the ATM port adapter, ATM-CES port adapter, and enhanced ATM
port adapter on Cisco 7200 series routers; for the 1-port ATM-25
network module on Cisco 2600 and 3600 series routers:
slot/0[.subinterface-number multipoint]

e For the ATM port adapter and enhanced ATM port adapter on
Cisco 7500 series routers: slot/port-adapter/0[.subinterface-number
multipoint]

¢ For the network processing module (NPM) on Cisco 4500 and
Cisco 4700 routers: number|[.subinterface-number multipoint]

For a description of these arguments, refer to the inter face atm command.

Privileged EXEC

Command History

Usage Guidelines

Release Modification

10.0 This command was introduced.

11.1CA Information about VCs on an ATM-CES port adapter was added to the
command output.

12.05)T Information about V Cs on an extended Multiprotocol Label Switching
(MPLS) ATM interface was added to the command output.

12.2(25)S Information about packet drops and errors was added to the command
output.

12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB and

implemented on the Cisco 10000 series routers.

12.2(33)SRA

This command was integrated into Cisco |0S Release 12.2(33)SRA.

12.2(33)SXH

This command was integrated into Cisco 10S Release 12.2(33)SXH.

If no valueis specified for the ved argument, the command displays information for all PVCsand SVCs.
The output is in summary form (one line per virtual circuit).
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V Cson the extended MPLS ATM interfaces do not appear in the show atm vc command output. Instead,
the show xtagatm vc command provides a similar output that shows information only on extended
MPLS ATM VCs.

Examples The following is sample output from the show atm vc command when no vecd value is specified. The
status field is either ACTIVE or INACTIVE.
Rout er# show atm vc
I nterface VCD VPI VCI Type AAL/Encaps Peak  Avg. Burst Status
ATM2/ 0 1 0 5 PVC AAL5-SAAL 155000 155000 93 ACTI VE
ATM2/ 0. 4 3 0 32 SVC AAL5- SNAP 155000 155000 93 ACTI VE
ATM2/ 0. 65432 10 10 10 PVC AAL5- SNAP 100000 40000 10 ACTI VE
ATM2/ 0 99 0 16 PVC AAL5-ILM 155000 155000 93 ACTI VE
ATM2/ 0. 105 250 33 44 PVC AAL5- SNAP 155000 155000 93 ACTI VE
ATM2/ 0. 100 300 22 33 PVC AAL5- SNAP 155000 155000 93 ACTI VE
ATM2/ 0. 12345 2047 255 65535 PVC AAL5- SNAP 56 28 2047 ACTIVE
The following is sample output from the show atm vc command when a ved value is specified for a
circuit emulation service (CES) circuit:
Rout er# show atm vc 2
ATMB/ 0: VCD: 2, VPI: 10, VCI: 10
PeakRat e: 2310, Average Rate: 2310, Burst Cells: 94
CES- AAL1, etype: 0x0, Flags: 0x20138, VCnpde: 0xO0
OAM DI SABLED
I NnARP DI SABLED
OAM cel I's received: 0
OAM cel | s sent: 334272
Status: ACTIVE
The following is sample output from the show atm vc command when aved value is specified,
displaying statistics for that virtual circuit only:
Rout er# show atm vc 8
ATM4/ 0: VCD: 8, VPI: 8, VCI: 8
PeakRat e: 155000, Average Rate: 155000, Burst Cells: O
AAL5- LLC/ SNAP, etype: 0x0, Flags: 0x30, VCnpde: O0xEO000
OAM frequency: 0 second(s)
I NARP frequency: 1 mnute(s)
InPkts: 181061, QutPkts: 570499, InBytes: 757314267, QutBytes: 2137187609
InPRoc: 181011, QutPRoc: 10, Broadcasts: 570459
InFast: 39, CQutFast: 36, InAS: 11, QutAS: 6
OAM cel I s received: 0
OAM cells sent: O
Status: UP
The following is sample output from the show atm vc command when aved value is specified, AAL3/4
isenabled, an ATM Switched Multimegabit Data Service (SMDS) subinterface has been defined, and a
range of message identifier numbers (MI1Ds) has been assigned to the PV C:
Rout er# show atmvc 1
ATM4/0.1: VCD: 1, VPI: 0, VC: 1
PeakRate: 0, Average Rate: 0, Burst Cells: 0O
AAL3/ 4- SNDS, etype: Ox1, Flags: 0x35, VCnode: O0xE200
MD start: 1, MD end: 16
InPkts: 0, QutPkts: O, InBytes: 0, QutBytes: O

Cisco 10S Multiprotocol Label Switching Command Reference
[ January 2010 .m



show atm ve

InPRoc: 0, QutPRoc: 0, Broadcasts: 0
InFast: 0, QutFast: 0, InAS: 0, QutAS: 0

The following is sample output from the show atm vc command when a ved value is specified and
generation of Operation, Administration, and Maintenance (OAM) F5 loopback cells has been enabled:

Rout er# show atmvc 7

ATM4/0: VCD: 7, VPI: 7, VC: 7

PeakRate: 0, Average Rate: 0, Burst Cells: 0O
AAL5- LLC/ SNAP, etype: 0x0, Flags: 0x30, VCnpde: OxEO000
OAM frequency: 10 second(s)

I nARP DI SABLED

InPkts: 0, QutPkts: O, InBytes: 0, QutBytes: O
InPRoc: 0, QutPRoc: O, Broadcasts: O

InFast: 0, QutFast:0, InAS:0, QutAS:0

OAM cel I's received: 0

OAMcells sent: 1

Status: UP

Thefollowing is sample output from the show atm vc command when aved value is specified, and there
is an incoming multipoint virtual circuit:

Rout er# show atmvc 3

ATM2/0: VCD: 3, VPI: 0, VCl: 33

PeakRate: 0, Average Rate: 0, Burst Cells: 0O

AAL5- MUX, etype: 0x809B, Flags: 0x53, VCnpde: OxEOO00

OAM DI SABLED

I nARP DI SABLED

InPkts: 6646, QutPkts: 0, InBytes: 153078, QutBytes: O

InPRoc: 6646, QutPRoc: 0, Broadcasts: O

InFast: 0, QutFast: O, InAS: 0, QutAS: O

interface = ATM2/0, call remptely initiated, call reference = 18082
venum = 3, vpi = 0, vci = 33, state = Active

aal 5mux vc, nultipoint call

Retry count: Current = 0, Max = 10

timer currently inactive, tinmer value = never

Root At m Nsap address: DE. CDEF. 01. 234567. 890A. BCDE. F012. 3456. 7890. 1234. 12

Thefollowing is sample output from the show atm vc command when aved value is specified, and there
is an outgoing multipoint virtual circuit:

Rout er# show atm vc 6

ATM2/0: VCD: 6, VPI: O, VCl: 35

PeakRate: 0, Average Rate: 0, Burst Cells: 0O

AAL5- MUX, etype: 0x800, Flags: 0x53, VCnpde: OxEO00

OAM DI SABLED

| NARP DI SABLED

InPkts: 0, QutPkts: 818, InBytes: 0, QutBytes: 37628

InPRoc: 0, QutPRoc: 0, Broadcasts: 818

InFast: 0, QutFast: 0, InAS: 0, QutAS: O

interface = ATM2/0, call locally initiated, call reference = 3

vecnum = 6, vpi = 0, vci = 35, state = Active

aal 5mux vc, multipoint call

Retry count: Current = 0, Max = 10

timer currently inactive, tiner value = never

Leaf At m Nsap address: DE. CDEF. 01.234567. 890A. BCDE. F012. 3456. 7890. 1234. 12
Leaf Atm Nsap address: CD. CDEF. 01.234567. 890A. BCDE. F012. 3456. 7890. 1234. 12
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The following is sample output from the show atm vc command when aved value is specified and there
is a PPP-over-ATM connection:

Rout er# show atmvc 1

ATMB/0.1: VCD: 1, VPI: 41, VC: 41

PeakRat e: 155000, Average Rate: 155000, Burst Cells: 96
AAL5- CI SCOPPP, etype: 0x9, Flags: 0xC38, VCnode: O0xEO00
virtual -access: 1, virtual-tenplate: 1

OAM DI SABLED

| NARP DI SABLED

InPkts: 13, QutPkts: 10, InBytes: 198, QutBytes: 156

I nPRoc: 13, CQutPRoc: 10, Broadcasts: O

InFast: 0, QutFast: 0, InAS: 0, QutAS: O

OAM cel I's received: 0

OAM cel l's sent: O

The following is sample output from the show atm vc command for |P multicast virtual circuits. The
display shows the leaf count for multipoint VCs opened by the root. VCD 3isaroot of amultipoint VC
with three leaf routers. VCD 4 is aleaf of some other router’s multipoint VC. VCD 12 isaroot of a
multipoint VC with only one leaf router.

Rout er# show atm vc

VCDY Peak Avg/ M n Bur st
Interface Name VPI VCl Type Encaps Kbps Kbps Cells Sts
0/0 1 0 5 PVC SAAL 155000 155000 96 UP
0/0 2 0 16 PVC LM 155000 155000 96 upP
0/0 3 0 124 MSVC 3 SNAP 155000 155000 96 uP
0/0 4 0 125 MsVC SNAP 155000 155000 96 upP
0/0 5 0 126 MsVC SNAP 155000 155000 96 UP
0/0 6 0 127 MSVC SNAP 155000 155000 96 upP
0/0 9 0 130 MSVC SNAP 155000 155000 96 UP
0/0 10 0 131 SvVC SNAP 155000 155000 96 upP
0/0 11 0 132 MBVC-3 SNAP 155000 155000 96 upP
0/0 12 0 133 MBVC-1 SNAP 155000 155000 96 up
0/0 13 0 134 SvC SNAP 155000 155000 96 UP
0/0 14 0 135 MBVC-2 SNAP 155000 155000 96 upP
0/0 15 0 136 MSVC-2 SNAP 155000 155000 96 upP

The following is sample output from the show atm vc command for an |P multicast virtual circuit. The
display showsthe owner of the VC and leaves of the multipoint VVC. ThisV C was opened by | P multicast.
The three leaf routers’ ATM addresses are included in the display. The VC is associated with | P group
address 10.1.1.1.

Rout er# show atmvc 11

ATMD/ O: VCD: 11, VPI: 0, VCl: 132

PeakRat e: 155000, Average Rate: 155000, Burst Cells: 96
AALS5- LLC/ SNAP, etype: 0x0, Fl ags: 0x650, VCnode: OxEO00
OAM DI SABLED

I nARP DI SABLED

InPkts: 0, QutPkts: 12, InBytes: 0, QutBytes: 496
InPRoc: 0, QutPRoc: 0, Broadcasts: 12

InFast: 0, QutFast: 0, InAS: 0, QutAS: O

OAM cel I's received: 0

OAM cells sent: O

Status: ACTIVE, TTL: 2, VC owner: |P Milticast (10.1.1.1)
interface = ATM)/ 0, call locally initiated, call reference = 2
venum = 11, vpi = 0, vci = 132, state = Active

aal 5snap vc, multipoint call

Retry count: Current = 0, Max = 10

timer currently inactive, timer value = 00:00: 00
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Leaf Atm Nsap address: 47.0091810000000002BA08E101. 444444444444, 02
Leaf Atm Nsap address: 47.0091810000000002BA08E101. 333333333333. 02
Leaf Atm Nsap address: 47.0091810000000002BA08E101. 222222222222. 02

The following is sample output from the show atm vc command where no VCD is specified and private
VCs are present:

Rout er# show atm vc

AAL / Peak Avg. Burst

Interface VCD VP VCl Type Encapsul ation Kbps Kbps Cells Status
ATML/ O 1 0 40 PVC AAL5- SNAP 0 0 0 ACTI VE
ATML/ O 2 0 41 PVC AAL5- SNAP 0 0 0 ACTI VE
ATML/ O 3 0 42 PVC AAL5- SNAP 0 0 0 ACTI VE
ATML/ O 4 0 43 PVC AAL5- SNAP 0 0 0 ACTI VE
ATML/ O 5 0 44 PVC AAL5- SNAP 0 0 0 ACTI VE
ATML/ O 15 1 32 PVC AAL5- XTAGATM 0 0 0 ACTI VE
ATML/ O 17 1 34 TVC AAL5- XTAGATM 0 0 0 ACTI VE
ATML/ O 26 1 43 TVC AAL5- XTAGATM 0 0 0 ACTI VE
ATML/ O 28 1 45 TVC AAL5- XTAGATM 0 0 0 ACTI VE
ATML/ O 29 1 46 TVC AAL5- XTAGATM 0 0 0 ACTI VE
ATML/ O 33 1 50 TVC AAL5- XTAGATM 0 0 0 ACTI VE

When you specify aVCD value and the VCD corresponds to that of a private VC on a control interface,
the display output appears as follows:

Rout er# show atm vc 15

ATML/ 0 33 1 50 TVC AAL5- XTAGATM 0 0 0 ACTI VE
ATML/ 0: VCD: 15, VPI: 1, VCl: 32, etype:0x8, AAL5 - XTAGATM Flags: 0xD38
PeakRate: 0, Average Rate: 0, Burst Cells: 0, VCnbde: 0xO0

XTagATML, VCD: 1, VPI: 0, VCl: 32

OAM DI SABLED, | nARP DI SABLED

I nPkts: 38811, CQutPkts: 38813, InBytes: 2911240, QutBytes: 2968834
InPRoc: 0, QutPRoc: 0, Broadcasts: 0

InFast: 0, QutFast: 0, InAS: 0, QutAS: O

OAM F5 cells sent: 0, OAMcells received: 0

St at us: ACTI VE

Table 14 describes the fields shown in the displays.

Table 14 show atm vc Field Descriptions

Field Description

Interface Interface slot and port.

VCD/Name Virtual circuit descriptor (virtual circuit number). The connection nameis

displayedif the virtual circuit (V C) was configured using the pvc command and
the name was specified.

VPI Virtual path identifier.
VCI Virtual channel identifier.
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Table 14 show atm vc Field Descriptions (continued)
Field Description
Type Type of VC, either PVC, SVC, TVC, or multipoint SVC (MSVC).
e MSVC (with no -x) indicates that VCD is aleaf of some other router’s
multipoint VC.

e MSVC-xindicatesthere are x leaf routersfor that multipoint V C opened by
the root.

Type of PV C detected from PV C discovery, either PVC-D, PVC-L, or PVC-M.
e PVC-D indicates a PV C created due to PV C discovery.

e PVC-L indicates that the corresponding peer of this PV C could not be
found on the switch.

e PVC-M indicatesthat someor all of the quality of service (QoS) parameters
of this PV C do not match those of the corresponding peer on the switch.

e TVCindicatesaTag VC.

Encaps Type of ATM adaptation layer (AAL) and encapsul ation.

PeakRate Kilobits per second sent at the peak rate.

Average Rate Kilobits per second sent at the average rate.

Burst Cells Value that equals the maximum number of ATM cells the VC can send at peak
rate.

Status Status of the VC connection.

e UPindicates that the connection is enabled for data traffic.

¢ DOWN indicates that the connection is not ready for datatraffic. When the
Status field is DOWN, a State field is shown.

e |INACTIVE indicates that the interface is down.
e ACTIVE indicates that the interface is in use and active.

etype Encapsulation type.
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Table 14

show atm vc Field Descriptions (continued)

Field

Description

Flags

Bit mask describing VC information. The flag values are summed to result in
the displayed value.

0x10000 ABRVC
0x20000 CESVC
0x40000 TVC

0x100 TEMP (automatically created)
0x200 MULTIPOINT
0x400 DEFAULT_RATE
0x800 DEFAULT_BURST
0x10 ACTIVE

0x20 PVC

0x40 SVC

0x0 AAL5-SNAP

0x1 AAL5S-NLPID

0x2 AAL5-FRNLPID
0x3 AAL5-MUX

0x4 AAL3/4-SMDS

0x5 QSAAL

0x6 AALS-ILMI

Ox7 AALS5-LANE

0x8 AAL5-XTAGATM
0x9 CES-AAL1

OxA F4-OAM

VCmode

AlP-specific or NPM-specific register describing the usage of the VC. This
register contains val ues such asrate queue, peak rate, and AAL mode, which are
also displayed in other fields.

OAM frequency

Seconds between OAM loopback messages, or DISABLED if OAM isnotin use
on this VC.

INARP frequency

Minutes between Inverse Address Resolution Protocol (InARP) messages, or
DISABLED if INARP is not in use on thisVC.

virtual-access

Virtual access interface identifier.

virtual-template

Virtual template identifier.

InPkts

Total number of packets received on this VC. This number includes all
fast-switched and process-switched packets.

OutPkts Total number of packets sent on thisV C. Thisnhumber includes all fast-switched
and process-switched packets.

InBytes Total number of bytes received on this VC. This number includes all
fast-switched and process-switched packets.

OutBytes Total number of bytes sent on this VC. This number includes all fast-switched
and process-switched packets.

InPRoc Number of process-switched input packets.

OutPRoc Number of process-switched output packets.

Broadcasts Number of process-switched broadcast packets.

InFast Number of fast-switched input packets.
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Table 14 show atm vc Field Descriptions (continued)

Field Description

OutFast Number of fast-switched output packets.

INAS Number of autonomous-switched or silicon-switched input packets.
VC TxRingLimit Transmit Ring Limit for this VC.

VC Rx Limit Receive Ring Limit for this VC.

Transmit priority

ATM service class transmit priority for this VC.

InCells Number of incoming cells on this VC.

OutCells Number of outgoing cells on this VC.

InPktDrops A nonzero value for the InPktDrops of a VC counter suggests that the ATM
interface is running out of packet buffers for an individual VC, or is exceeding
the total number of VC buffers that can be shared by the VCs.

OutPktDrops The PA-A3 driver increments the OutPktDrops counter when a V C fillsits
individual transmit buffer quota. The purpose of the quotaisto prevent a
consistently oversubscribed V C from grabbing all of the packet buffer resources
and hindering other VCs from transmitting normal traffic within their traffic
contracts.

InCellDrops Number of incoming cells dropped on thisVC.

OutCellDrops Number of outgoing cells dropped on this VC.

InByteDrops Number of incoming bytes that are dropped on this VC.

OutByteDrops Number of outgoing bytes that are dropped on this VC.

CrcErrors Number of cyclic redundancy check (CRC) errors on this VC.

SarTimeOuts Number of segmentation and reassembly sublayer time-outs on this VC.

OverSizedSDUs Number of over-sized service data units on thisVC

LengthViolation

Number of length violations on this VC. A length violation occurs when a
reassembled packet is dropped without checking the CRC.

CPIErrors The Common Part Indicator error field is a one octet field in the AALS
encapsulation of an ATM cell and must be set to 0. If it is received with some
other value, itisflagged as an error by theinterface. For example, thiserror may
indicate data corruption.

Out CLP Number of packets or cells where the Output Cell Loss Priority bit is set.

OutAS Number of autonomous-switched or silicon-switched output packets.

OAM cellsreceived |Number of OAM cells received on this VC.

OAM cells sent Number of OAM cells sent on this VC.

TTL Timeto livein ATM hops across the VC.

VC owner IP Multicast address of the group.

Related Commands = Command Description

atm nsap-address

Sets the NSAP address for an ATM interface using SV C mode.

show xtagatm vc

Displaysinformation about the V Cs on the extended MPLS ATM interfaces.
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I show connection

show connection

To display the status of interworking connections, use the show connection command in privileged

EXEC mode.

show connection [all | element | id ID | name name | port port]

Syntax Description all (Optional) Displays information about all interworking connections.
element (Optional) Displays information about the specified connection element.
idID (Optional) Displays information about the specified connection identifier.
name name (Optional) Displays information about the specified connection name.
port port (Optional) Displays information about all connections on an interface. (In
Cisco 10S Release 12.0S, only ATM, serial, and Fast Ethernet are shown.)
Command Modes Privileged EXEC
Command History Release Modification
12.1(2)T This command was introduced as show connect (FR-ATM).
12.0(27)S This command was integrated into Cisco 10S Release 12.0(27)S and updated
to show all ATM, serial, and Fast Ethernet interworking connections.
12.4(2)T The command output was modified to add Segment 1 and Segment 2 fields for
Segment state and channel ID.
12.0(30)S This command was integrated into Cisco 10S Release 12.0(30)S.
12.2(25)S This command was integrated into Cisco 10S Release 12.2(25)S.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.4(8) This command was integrated into Cisco 10S Release 12.4(8).
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.4(11)T This command was integrated into Cisco |0OS Release 12.4(11)T.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support in
a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.
12.2(33)SB This command was updated to display High-Level DataLink Control (HDLC)
local switching connections.
Cisco |10S XE This command was integrated into Cisco 10S XE Release 2.5.
Release 2.5

Examples

The following example shows the local interworking connections on a router:

Rout er # show connecti on

ID  Nane

Segnent 1 Segnent 2 State

1 connl ATM 1/0/0 AAL5 0/100 ATM 2/0/0 AAL5 0/ 100 upP
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2 conn2 ATM 2/ 0/ 0 AAL5 0/ 300 Serial 0/1 16 uP
3 conn3 ATM 2/ 0/ 0 AAL5 0/ 400 FA 0/0.1 10 upP
4 conn4 ATM 1/0/0 CELL 0/500 ATM 2/0/0 CELL 0/500 uP
5 conn5 ATM 1/0/0 CELL 100 ATM 2/0/0 CELL 100 upP

Table 15 describes the significant fields shown in the display.

Table 15 show connection Field Descriptions

Field Description

ID Arbitrary connection identifier assigned by the operating system.
Name Name of the connection.

Segment 1 Information about the interworking segments:

Segment 2 e |nterface name and number.

e Segment state, interface name and number, and channel ID.
Segment state will displays nothing if the segment state is UR,
“-" if the segment stateis DOWN, and “*** Card Removed***”
if the segment state is DETACHED.

e Type of encapsulation (if any) assigned to the interface.

e Permanent virtual circuit (PV C) assigned to the ATM interface,
data-link connection identifier (DLCI) assigned to the serial
interface, or VLAN ID assigned to the Ethernet interface.

State Status of the connection, which is one of the following: INVALID,
UP, ADMIN UP, ADMIN DOWN, OPER DOWN, COMING UP,
NOT VERIFIED, ERR.

Related Commands  Command Description
connect (L2VPN local switching) Connects two different or like interfaces on a router.
show atm pvc Displays the status of ATM PVCs and SVCs.
show frame-relay pvc Displays the status of Frame Relay interfaces.
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I show controllers vsi control-interface

show controllers vsi control-interface

N

Note

Effective with Cisco |0S Release 12.4(20) T, the show controller vsi control-interface command is not
available in Cisco |OS software.

To display information about an ATM interface configured with the tag-contr ol-protocol vsi command
to control an external switch (or if an interface is not specified, to display information about all Virtual
Switch Interface [V SI] control interfaces), use the show controllersvsi control-inter face command in
user EXEC or privileged EXEC mode.

show controllersvsi control-interface [interface]

Syntax Description

Command Modes

interface (Optional) Specifies the interface number.

User EXEC (>)
Privileged EXEC (#)

Command History

Examples

Release Modification
12.05)T This command was introduced.
12.4(20)T Thsi command was removed.

The following is sample output from the show controllers vsi control-inter face command:

Rout er# show controllers vsi control-interface
Interface: ATM2/ 0 Connecti ons: 14

The display shows the number of cross-connects currently on the switch that were established by the
MPLS L SC through the VS| over the control interface.

Table 17 describes the significant fields shown in the display.

Table 16 show controllers vsi control-interface Field Descriptions

Field Description

Interface The (Cisco 10S) interface name.

Connections The number of cross connections currently on the switch.
Related Commands  Command Description

tag-control-protocol vsi Configures the use of VSI on a control port.
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show controllers vsi descriptor

N

Note

Effective with Cisco |OS Release 12.4(20)T, the show controllersvsi descriptor command is not
available in Cisco |OS software.

To display information about a switch interface discovered by the Multiprotocol Label Switching
(MPLS) Label Switch Controller (LSC) through a Virtual Switch Interface (V Sl), or if no descriptor is
specified, about all such discovered interfaces, usethe show controller svsi descriptor command in user
EXEC or privileged EXEC mode.

show controllersvsi descriptor [descriptor]

Syntax Description

Command Modes

descriptor (Optional) Physical descriptor. For the Cisco BPX switch, the physical

descriptor has the following form: slot.port.0

User EXEC (>)
Privileged EXEC (#)

Command History

Usage Guidelines

Release Modification
12.05)T This command was introduced.
12.4(20)T This command was removed.

Specify an interface by its (switch-supplied) physical descriptor.

Per-interface information includes the following:

Interface name

Physical descriptor

Interface status

Physical interface state (supplied by the switch)
Acceptable VPI and VCI ranges

Maximum cell rate

Available cell rate (forward/backward)
Available channels

Similar information is displayed when you enter the show controllers xtagatm privileged EXEC
command. However, you must specify a Cisco 10S interface name instead of a physical descriptor.

Examples The following is sample output from the show controllers vsi descriptor command:
Rout er# show control l ers vsi descriptor 12.2.0
Cisco 10S Multiprotocol Label Switching Command Reference
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I show controllers vsi descriptor

Phys desc: 12.2.0

Log intf: 0x000C0200 (0.12.2.0)

Interface: XTagATM

| F status: up

Mn VPI: 1

Max VPI : 259
Mn VC : 32
Max VCI : 65535

| FC state: ACTIVE

Maxi mum cel | rate: 10000

Avai | abl e channel s: 2000

Avail able cell rate (forward): 10000
Avail able cell rate (backward): 10000

Table 17 describes the significant fields shown in the display.

Table 17

show controllers vsi descriptor Field Descriptions

Field

Description

Phys desc

Physical descriptor. A string learned from the switch that identifies the
interface.

Log intf

Logical interface ID. This 32-bit entity, learned from the switch, uniquely
identifies the interface.

Interface

The (Cisco 10S) interface name.

| F status

Overall interface status. Can be “up,” “down,” or “administratively down.”

Min VPI

Minimum virtual path identifier. Indicates the low end of the VPI range
configured on the switch.

Max VPI

Maximum virtual path identifier. Indicates the high end of the VPI range
configured on the switch.

Min VCI

Minimum virtual path identifier. Indicates the high end of the VCI range
configured on the switch.

Max VCI

Maximum virtual channel identifier. Indicatesthe high end of the VCI range
configured on, or determined by, the switch.

IFC state

Operational state of the interface, according to the switch. Can be one of the
following:

e FAILED_EXT (that is, an external alarm)

e FAILED_INT (indicates the inability of the MPLS LSC to
communicate with the VSI slave controlling the interface, or another
internal failure)

e REMOVED (administratively removed from the switch)

Maximum cell rate

Maximum cell rate for the interface, which has been configured on the
switch (in cells per second).

Available channels

Indicates the number of channels (endpoints) that are currently free to be
used for cross-connects.

Available cell rate
(forward)

Cell ratethat iscurrently availablein the forward (that is, ingress) direction
for new cross-connects on the interface.

Available cell rate
(backward)

Cell ratethat iscurrently available in the backward (that is, egress) direction
for new cross-connects on the interface.

Related Commands Command

Description

show controllers xtagatm

Displaysinformation about an extended MPLSATM interface.

Cisco 10S Multiprotocol Label Switching Command Reference
MP-438

January 2010 |



show controllers vsi session W

show controllers vsi session

N

Note

Note

Effective with Cisco |0S Release 12.4(20) T, the show controller svsi session command is hot available
in Cisco |OS software.

To display information about all sessions with Virtual Switch Interface (VSI) slaves, use the show
controllersvsi session command in user EXEC or privileged EXEC mode.

show controllersvsi session [session-number [inter face interface]]

A session consists of an exchange of V SI messages between the VS| master (the LSC) and aV Sl slave
(an entity on the switch). There can be multiple VSI slaves for a switch. On the BPX, each port or trunk
card assumes the role of a VSl slave.

Syntax Description

Command Modes

session-number (Optional) Specifies the session number.
interface interface (Optional) Specifies the VS| control interface.

User EXEC (>)
Privileged EXEC (#)

Command History

Usage Guidelines

Release Modification
12.05)T This command was introduced.
12.4(20)T This command was removed.

If a session number and an interface are specified, detailed information on the individual session is
presented. If the session number is specified, but the interface is omitted, detailed information on all
sessions with that number is presented. (Only one session can contain a given number, because multiple
control interfaces are not supported.)

Examples The following is sample output from the show controllers vsi session command:
Rout er# show controllers vsi session
Interface Session VCD VPI / VCI Swi t ch/ Sl ave |ds Session State
ATMD/ O 0 1 0/ 40 0/1 ESTABLI SHED
ATM/ O 1 2 0/41 0/ 2 ESTABLI SHED
ATMD/ O 2 3 0/ 42 0/3 DI SCOVERY
ATMD/ O 3 4 0/ 43 0/ 4 RESYNC- STARTI NG
ATMD/ O 4 5 0/ 44 0/5 RESYNC- STOPPI NG
ATMD/ O 5 6 0/ 45 0/6 RESYNC- UNDERVAY
ATMD/ O 6 7 0/ 46 0/7 UNKNOWN
ATM/ O 7 8 0/ 47 0/8 UNKNOAN
Cisco 10S Multiprotocol Label Switching Command Reference
[ January 2010 .m



I show controllers vsi session

ATMD/ O 8
ATMD/ O 9
ATMD/ O 10
ATMD/ O 11

9 0/ 48 0/9 CLOSI NG

10 0/ 49 0/ 10 ESTABLI SHED
11 0/ 50 0/11 ESTABLI SHED
12 0/51 0/ 12 ESTABLI SHED

Table 18 describes the significant fields shown in the display.

Table 18 show controllers vsi session Field Descriptions

Field Description

Interface Control interface name.

Session Session number (from 0 to <n—1>), where n isthe number of sessionson the
control interface.

VCD Virtual circuit descriptor (virtual circuit number). Identifies the
V C carrying the VSI protocol between the master and the slave for this
session.

VPI/VCI Virtual path identifier or virtual channel identifier (for the VC used for this

session).

Switch/Slave Ids

Switch and slave identifiers supplied by the switch.

Session State

Indicates the status of the session between the master and the slave.

e ESTABLISHED isthefully operational steady state.

e UNKNOWN indicates that the slave is not responding.
Other possible states include the following:

e CONFIGURING

e RESYNC-STARTING

e RESYNC-UNDERWAY

e RESYNC-ENDING

e DISCOVERY

e SHUTDOWN-STARTING

e SHUTDOWN-ENDING

e INACTIVE

In the following example, session number 9 is specified with the show controller svsi session command:

Rout er# show controllers vsi session 9

I nterface:

VCD:

Switch type:

Control ler id:
Keepal i ve tiner:
Cfg/act retry timer:
Max retries:

Trap w ndow.

Trap filter:

Current VSI version:
Messages sent:
Messages received:

ATML/ O Sessi on nunber: 9

10 VPI / VCI : 0/ 49

BPX Switch id: 0

1 Sl ave id: 10

15 Power up session id: 0x0000000A
8/ 8 Active session id: 0x0000000A
10 Crl port log intf: 0x000A0100
50 Max/ actual cnd wndw. 21/21

al | Max checksuns: 19

1 M n/max VSI version: 1/1

2502 Inter-slave tiner: 4. 000

2502 Messages outstanding: 0
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Table 19 describes the significant fields shown in the display.

Table 19 show controllers vsi session Field Descriptions

Field Description

Interface Name of the control interface on which this session is configured.

Session number A number from 0 to <n—1>, where n is the number of slaves. Configured on
the MPL S L SC with the slaves option of the tag-control-protocol vsi
command.

VCD Virtual circuit descriptor (virtual circuit number). Identifies the VC that
carries VSI protocol messages for this session.

VPI/VCI Virtual path identifier or virtual channel identifier for the VC used for this
session.

Switch type Switch device (for example, the BPX).

Switchid Switch identifier (supplied by the switch).

Controller id Controller identifier. Configured on the L SC, and on the switch, with theid
option of the tag-control-protocol vsi command.

Slaveid Slave identifier (supplied by the switch).

Keepalive timer

V S| master keepalive timeout period (in seconds). Configured onthe MPL S
L SC through the keepalive option of the tag-control-protocol-vsi
command. If no valid message is received by the MPLS LSC within this
time period, it sends a keepalive message to the slave.

Powerup session id

Session ID (supplied by the slave) used at powerup time.

Cfglact retry timer

Configured and actual message retry timeout period (in seconds). If no
response is received for acommand sent by the master within the actual
retry timeout period, the message is re-sent. This applies to most message
transmissions. The configured retry timeout value is specified through the
retry option of the tag-control-protocol vsi command. The actual retry
timeout value is the larger of the configured value and the minimum retry
timeout value permitted by the switch.

Active session id

Session ID (supplied by the slave) for the currently active session.

Max retries

Maximum number of timesthat a particular command transmission will be
retried by the master. That is, amessage may be sent up to <max_retries+1>
times. Configured on the MPLS L SC through the retry option of the
tag-control-protocol vsi command.

Ctrl port log intf

Logical interface identifier for the control port, as supplied by the switch.

Trap window

Maximum number of outstanding trap messages permitted by the master.
Thisis advertised, but not enforced, by the LSC.

Max/actual cmd wndw

Maximum command window is the maximum number of outstanding (that
is, unacknowledged) commands that may be sent by the master before
waiting for acknowledgments. This number is communicated to the master
by the slave.

The command window is the maximum number of outstanding commands
that are permitted by the master, before it waits for acknowledgments. This
is always less than the maximum command window.

Trap filter

Thisisalways“all” for the LSC, indicating that it wants to receive all traps
from the slave. This is communicated to the slave by the master.

I January 2010

Cisco 10S Multiprotocol Label Switching Command Reference



I show controllers vsi session

Table 19 show controllers vsi session Field Descriptions

Field Description

Max checksums Maximum number of checksum blocks supported by the slave.
Current VSI version VS| protocol version currently in use by the master for this session.

Min/max VS| version |Minimum and maximum VSl versions supported by the slave, as last
reported by the slave. If both are zero, the slave has not yet responded to the

master.
M essages sent Number of commands sent to the slave.
Inter-slave timer Timeout value associated by the slave for messages it sends to other slaves.

On a V Sl-controlled switch with a distributed slave implementation (such
as the BPX), V SI messages may be sent between slaves to complete their
processing.

For the MPLS LSC VSI implementation to function properly, the value of
its retry timer is forced to be at least two times the value of the interslave
timer. (See “ Cfg/act retry timer” in this table.)

M essages received Number of responses and traps received by the master from the slavefor this
session.

Messages outstanding | Current number of outstanding messages (that is, commands sent by the
master for which responses have not yet been received).

Related Commands = Command Description

tag-control-protocol vsi Configures the use of VSI on a control port.
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show controllers vsi status

N

Note

Syntax Description

Command Modes

Effective with Cisco |OS Release 12.4(20)T, the show controllersvsi status command is not available
in Cisco |OS software.

To display aone-line summary of each Virtual Switch Interface (V SlI)-controlled interface, use the show
controllersvsi status command in user EXEC or privileged EXEC mode.

show controllersvsi status

This command has no arguments or keywords.

User EXEC (>)
Privileged EXEC (#)

Command History

Usage Guidelines

Release Modification
12.0(5)T This command was introduced.
12.4(20)T This command was removed.

If an interface is discovered by the LSC, but no extended Multiprotocol Label Switching (MPLS) ATM
interface is associated with it through the extended-port command, then the interface name is marked
<unknown>, and interface status is marked n/a.

Examples The following is sample output from the show controllers vsi status command:
Rout er# show control lers vsi status
Interface Name | F Status | FC State Physical Descriptor
switch control port n/ a ACTIVE 12.1.0
XTagATMD up ACTIVE 12.2.0
XTagATML up ACTIVE 12.3.0
<unknown> n/a FAILED-EXT 12.4.0
Table 20 describes the significant fields shown in the display.
Table 20 show controllers vsi status Field Descriptions
Field Description
Interface Name The (Cisco 10S) interface name.
IF Status Overall interface status. Can be “up,” “down,” or “administratively down.”
Cisco 10S Multiprotocol Label Switching Command Reference
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Table 20 show controllers vsi status Field Descriptions (continued)
Field Description
IFC State The operational state of the interface, according to the switch. Can be one

of the following:
e FAILED-EXT (that is, an external alarm)

e FAILED-INT (indicatestheinability of the M PLSL SC to communicate
with the VS| slave controlling the interface, or another internal failure)

e REMOVED (administratively removed from the switch)
Physical Descriptor A string learned from the switch that identifies the interface.
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show controllers vsi traffic

N

Note

Effective with Cisco |0S Release 12.4(20) T, the show controllersvsi traffic command is not available
in Cisco |OS software.

To display traffic information about Virtual Switch Interface (V SlI)-controlled interfaces, VS| sessions,
or virtual circuits (VCs) on V SI-controlled interfaces, use the show controllersvsi traffic command in
user EXEC or privileged EXEC mode.

show controllersvsi traffic { descriptor descriptor | session session-number | vc [descriptor
descriptor [vpi vci]]}

Syntax Description

Command Modes

descriptor descriptor  Displays traffic statistics for the specified descriptor.
session session-number  Displays traffic statistics for the specified session.

vC Displays traffic statistics for the specified VC.
descriptor [descriptor Specifies the name of the physical descriptor.
descriptor]

Vpi Virtual path identifier (O to 4095).

VCi Virtual circuit identifier (0 to 65535).

User EXEC (>)
Privileged EXEC (#)

Command History

Usage Guidelines

Release Modification

12.05)T This command was introduced.

122(4)T The VPI range of values was extended to 4095.
12.4(20)T This command was removed.

If none of the keywords is specified, traffic for all interfacesis displayed. You can specify asingle
interface by its (switch-supplied) physical descriptor. For the BPX switch, the physical descriptor has
the form

slot.port. O

If asession number is specified, the output displays VSl protocol traffic by message type. The VC traffic
display is also displayed by the show xmplsatm vc cross-connect traffic descriptor command.

Examples The following is sample output from the show controllersvsi traffic command:
Rout er# show controllers vsi traffic
Phys desc: 10.1.0
Interface: switch control port
Cisco 10S Multiprotocol Label Switching Command Reference
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I F status: n/a

Rx cells: 304250 Rx cells discarded: 0

Tx cells: 361186 Tx cells discarded: 0

Rx header errors: 4294967254 Rx invalid addresses (per card): 80360
Last invalid address: 0/53

Phys desc: 10.2.0

Interface: XTagATM

I F status: up

Rx cells: 202637 Rx cells discarded: 0

Tx cells: 194979 Tx cells discarded: O

Rx header errors: 4294967258 Rx invalid addresses (per card): 80385
Last invalid address: 0/32

Phys desc: 10.3.0

I nterface: XTagATML

I F status: up

Rx cells: 182295 Rx cells discarded: 0

Tx cells: 136369 Tx cells discarded: 0

Rx header errors: 4294967262 Rx invalid addresses (per card): 80372
Last invalid address: 0/32

Table 21 describes the significant fields shown in the display.

Table 21 show controllers vsi traffic Field Descriptions

Field Description

Phys desc Physical descriptor of the interface.

Interface The Cisco (10S) interface name.

Rx cells Number of cells received on the interface.

Tx cells Number of cells transmitted on the interface.

Rx cells discarded Number of cellsreceived on the interface that were discarded due to traffic
management.

Tx cells discarded Number of cellsthat could not be transmitted on the interface due to traffic
management and which were therefore discarded.

Rx header errors Number of cells that were discarded due to ATM header errors.

Rx invalid addresses Number of cells received with an invalid address (that is, an unexpected
V PI/V CI combination). With the Cisco BPX switch, this count isof all such
cells received on all interfaces in the port group of this interface.

Last invalid address Number of cells received on this interface with ATM cell header errors.

The following sample output is displayed when you enter the show controllersvsi traffic session 9

command:
Rout er# show controllers vsi traffic session 9

Sent Recei ved
Sw Get Cnfg Cmd: 3656 Sw Get Cnfg Rsp: 3656
Sw Cnfg Trap Rsp: 0 Sw Cnfg Trap: 0
Sw Set Cnfg Cnd: 1 Sw Set Cnfg Rsp: 1
Sw Start Resync Cnd: 1 Sw Start Resync Rsp: 1
Sw End Resync Cnd: 1 Sw End Resync Rsp: 1
Ifc Getnore Cnfg Cnd: 1 Ifc Getnore Cnfg Rsp: 1
Ifc Cnfg Trap Rsp: 4 Ifc Cnfg Trap: 4
Ifc Get Stats Omd: 8 Ifc Get Stats Rsp: 8
Conn Cnt Cnd: 73 Conn Cnt Rsp: 73
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Conn Del Cnd:
Conn Get Stats Cnu:
Conn Cnfg Trap Rsp:

Conn Bulk Cr Stats Cnd:

Gen Err Rsp:
unused:
unknown:
TOTAL:

show controllers vsi traffic

50 Conn Del Rsp: 0
0 Conn Get Stats Rsp: 0
0 Conn Cnfg Trap: 0
0 Conn Bulk Clr Stats Rsp: 0O
0 Gen Err Rsp: 0
0 unused: 0
0 unknown: 0
3795 TOTAL: 3795

Table 22 describes the significant fields shown in the display.

Table 22

show controllers vsi traffic session Field Descriptions

Field

Description

Sw Get Cnfg Cmd

Number of VSI “get switch configuration command” messages sent.

Sw Cnfg Trap Rsp

Number of VSI “switch configuration asynchronous trap response”
messages sent.

Sw Set Cnfg Cmd

Number of VSl “set switch configuration command” messages sent.

Sw Start Resync Cmd

Number of VSI “set resynchronization start command” messages sent.

Sw End Resync Cmd

Number of VSI “set resynchronization end command” messages sent.

Ifc Getmore Cnfg Cmd

Number of VSI “get more interfaces configuration command” messages
sent.

Ifc Cnfg Trap Rsp

Number of VSI “interface configuration asynchronous trap response”
messages sent.

Ifc Get Stats Cmd Number of VSI “get interface statistics command” messages sent.
Conn Cmt Cmd Number of VSI “set connection committed command” messages sent.
Conn Del Cmd Number of VSI “delete connection command” messages sent.

Conn Get Stats Cmd Number of VSI “get connection statistics command” messages sent.
Conn Cnfg Trap Rsp Number of VSI “connection configuration asynchronous trap response”

messages sent.

Conn Bulk Clr Stats
Cmd

Number of VSI “bulk clear connection statistics command” messages sent.

Gen Err Rsp

Number of VSI “generic error response” messages sent or received.

Sw Get Cnfg Rsp

Number of VSI “get connection configuration command response”
messages received.

Sw Cnfg Trap Number of VSI “switch configuration asynchronous trap” messages
received.
Sw Set Cnfg Rsp Number of VSI “set switch configuration response” messages received.

Sw Start Resync Rsp

Number of VSl “set resynchronization start response” messages received.

Sw End Resync Rsp

Number of VSI “set resynchronization end response” messages received.

Ifc Getmore Cnfg Rsp

Number of VSI “get more interfaces configuration response” messages
received.

Ifc Cnfg Trap Number of VSI “interface configuration asynchronous trap” messages
received.

Ifc Get Stats Rsp Number of VSI “get interface statistics response” messages received.

Conn Cmt Rsp Number of VSI “set connection committed response” messages received.
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Table 22 show controllers vsi traffic session Field Descriptions (continued)

Field Description

Conn Del Rsp Number of VSI “delete connection response” messages received.

Conn Get Stats Rsp Number of VSI “get connection statistics response” messages received.

Conn Cnfg Trap Number of VSI “connection configuration asynchronous trap” messages
received.

ConnBulk Clr StatsRsp Number of VS| “bulk clear connection statistics response” messages
received.

unused, unknown “Unused” messages are those whose function codes are recognized as being

part of the VSI protocol, but which are not used by the MPLS LSC and,
consequently, are not expected to be received or sent.

“Unknown” messages have function codes that the MPL S L SC does not
recognize as part of the VS| protocol.

TOTAL Total number of VSI messages sent or received.
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N

Note

show controllers xtagatm

Effective with Cisco 10S Release 12.4(20) T, the show controller s xtagatm command is not available

in Cisco |OS software.

To display information about an extended Multiprotocol Label Switching (MPLS) ATM interface
controlled through the Virtual Switch Interface (VSI) protocol (or, if an interface is not specified, to
display information about all extended MPLS ATM interfaces controlled through the VSI protocol), use
the show controllers xtagatm command in user EXEC or privileged EXEC mode.

show controllers xtagatm if-number

Syntax Description

Command Modes

if-number Specifies the interface number.

User EXEC (>)
Privileged EXEC (#)

Command History

Usage Guidelines

Release Modification
12.05)T This command was introduced.
12.4(20)T This command was removed.

Per-interface information includes the following:
¢ Interface name
e Physical descriptor
¢ Interface status
¢ Physical interface state (supplied by the switch)
e Acceptable VPI and VCI ranges
e Maximum cell rate
¢ Available cell rate (forward/backward)
¢ Available channels

Similar information appears if you enter the show controllersvsi descriptor command. However, you
must specify an interface by its (switch-supplied) physical descriptor, instead of its Cisco |OS interface
name. For the Cisco BPX switch, the physical descriptor has the form slot.port.O.

Examples In this example, the sample output is from the show controller s xtagatm command specifying interface
0:
Rout er# show controll ers xtagatm O
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I show controllers xtagatm

Interface XTagATMD is up

Hardware is Tag-Controlled ATM Port (on BPX switch BPX-VSI1)
Control interface ATML/O is up

Physi cal descriptor is 10.2.0

Logi cal interface 0x000A0200 (0. 10.2.0)

Oper state ACTIVE, adnmin state UP

VPl range 1-255, VClI range 32-65535

VPl is not translated at end of |ink

Tag control VC need not be strictly in VPI/VC range
Avai | abl e channel s: ingress 30, egress 30

Maxi mum cel | rate: ingress 300000, egress 300000

Avail able cell rate: ingress 300000, egress 300000
Endpoints in use: ingress 7, egress 8, ingress/egress 1
Rx cells 134747

rx cells discarded 0, rx header errors 0

rx invalid addresses (per card): 52994

last invalid address 0/32

Tx cells 132564

tx cells discarded: 0O

Table 23 describes the significant fields shown in the display.

Table 23 show controllers xtagatm Field Descriptions

Field Description

Interface XTagATMO is Indicates the overall status of the interface. May be “up,” “down,” or
up “administratively down.”

Hardwareis Indicates the hardware type.

Tag-Controlled ATM

If the X TagATM was successfully associated with a switch port, a
description of the form (on <switch_type> switch <name>) follows this
field, where <switch_type> indicates the type of switch (for example,
BPX), and the name is an identifying string learned from the switch.

Port

If the XTagATM interface was not bound to a switch interface (with the
extended-port interface configuration command), then the label “Not
bound to a control interface and switch port” appears.

If the interface has been bound, but the target switch interface has not been
discovered by the LSC, then the label “Bound to undiscovered switch port
(id <number>)" appears, where <number> is the logical interface ID in
hexadecimal notation.

Control interface Indicates that the X TagATM interface was bound (with the extended-port
ATM1/0isup interface configuration command) to the VS| master whose control
interface is ATM1/0 and that this control interface is up.

Physical descriptor is... A string identifying the interface that was learned from the switch.

Logical interface This 32-bit entity, learned from the switch, uniquely identifiestheinterface.
It appears in both hexadecimal and dotted quad notation.
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Table 23 show controllers xtagatm Field Descriptions (continued)
Field Description
Oper state Operational state of the interface, according to the switch. Can be one of the
following:
e ACTIVE

e FAILED_EXT (that is, an external alarm)

e FAILED_INT (indicates the inability of the MPLS LSC to
communicate with the VSI slave controlling the interface, or another
internal failure)

e REMOVED (administratively removed from the switch)

admin state Administrative state of the interface, according to the switch—either “Up”
or “Down.”

VPI range 1 to 255 Indicates the allowable VPI range for the interface that was configured on
the switch.

VCI range 32 to 65535 Indicates the allowable VCI range for the interface that was configured on,
or determined by, the switch.

L SC control VC need Indicates that the label control V C does not need to be within the range
not be strictly in VPI or  specified by VPI range, but may be on VPI 0 instead.

VCI range
Available channels Indicates the number of channels (endpoints) that are currently free to be
used for cross-connects.
Maximum cell rate Maximum cell rate for the interface, which was configured on the switch.
Available cell rate Cell rate that is currently available for new cross-connects on the interface.
Endpointsin use Number of endpoints (channels) in use on the interface, broken down by
anticipated traffic flow, as follows:
e Ingress—Endpoints carry traffic into the switch
e Egress—Endpoints carry traffic away from the switch
* |ngress/egress—Endpoints carry traffic in both directions
Rx cells Number of cells received on the interface.
rx cells discarded Number of cellsreceived on the interface that were discarded due to traffic
management actions (rx header errors).
rx header errors Number of cells received on the interface with cell header errors.
rxinvalid addresses (per Number of cells received with invalid addresses (that is, unexpected VPl or
card) VCI.). On the BPX, this counter is maintained per port group (not per
interface).
last invalid address Address of thelast cell received on theinterface with aninvalid address (for
example, 0/32).
Tx cells Number of cells sent from the interface.
tx cells discarded Number of cells intended for transmission from the interface that were

discarded due to traffic management actions.
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Related Commands  Command Description
show controllers vsi descriptor Displays information about a switch interface discovered by the
MPLS LSC through the VSI.
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show interface tunnel configuration

To display the configuration of a mesh tunnel interface, use the show interface tunnel configuration

command in privileged EXEC mode.

show interface tunnel num configuration

Syntax Description

Command Modes

num Number of the mesh tunnel for which you want to display configuration

information.

Privileged EXEC (#)

Command History

Usage Guidelines

Examples

Release Modification

12.0(27)S This command was introduced.

12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |10S Release 12.2(33)SXH.
12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.

The space before the num argument is optional.

Use this command to show the running configuration of the mesh tunnel interface.

The following command output shows the configuration of mesh tunnel interface 5:

Rout er# show interface tunnel 5 configuration

interface tunnel 5

i p unnunbered LoopbackO

no i p directed-broadcast

no keepalive

tunnel destination access-list 1

tunnel node npls traffic-eng

tunnel npls traffic-eng autoroute announce
tunnel npls traffic-eng path-option 1 dynam c

Table 24 describes the significant fields shown in the display.

Table 24 show interface tunnel configuration Field Descriptions
Field Description
ip unnumbered L oopbackO Indicates the type and number of another interface on which

unnumbered interface.

the router has an assigned | P address. It cannot be another

no ip directed-broadcast Indicatesthat no I P broadcast addresses are used for the mesh

tunnel interface.
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Table 24 show interface tunnel configuration Field Descriptions (continued)
Field Description
no keepalive Indicates that no keepalives are set for the mesh tunnel

interface.

tunnel destination access-list 1

Indicates that access-list 1 isthe access list that the template
interface will use for obtaining the mesh tunnel interface
destination address.

tunnel mode mpls traffic-eng

Indicates that the mode of the mesh tunnel is set to
Multiprotocol Label Switching (MPLS) for traffic
engineering.

tunnel mpls traffic-eng autoroute
announce

Indicatesthat the Interior Gateway Protocol (IGP) should use
the tunnel (if the tunnel is up) in its enhanced shortest path
first (SPF) calculation.

tunnel mpls traffic-eng path-option 1

Indicates that a path option (path-option1) for the label

dynamic switch router (LSR) for the MPL S traffic engineering (TE)
mesh tunnel is configured dynamically.
Related Commands Command Description
tunnel destination access-list Specifies the access list that the template interface will use for

obtaining the mesh tunnel interface destination address.
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show interface xtagatm
N

Note Effective with Cisco |0S Release 12.4(20)T, the show interface xtagatm command is not available in
Cisco 10S software.

To display information about an extended Multiprotocol Label Switching (MPLS) ATM interface, use
the show interface xtagatm command in user EXEC or privileged EXEC mode.

show interface xtagatm if-number

Syntax Description if-number Specifies the MPLS ATM interface number.

Command Modes User EXEC (>)
Privileged EXEC (#)

Command History Release Modification
12.05)T This command was introduced.
12.3T Sample command output was added for when an interface is down.
12.4(20)T This command was removed.

Usage Guidelines Extended MPLS ATM interfaces are virtual interfaces that are created on first reference like tunnel
interfaces. Extended MPLS ATM interfaces are similar to ATM interfaces except that the former only
supports LC-ATM encapsulation.

Examples The following is sample command output when an interface is down:

Rout er# show i nterface xt92

XTagATMD2 is down, |ine protocol is down
Hardware is Tag-Controlled Switch Port
Interface is unnunbered. Using address of Loopbackl (15.15.15.15)
MIU 4470 bytes, BW 4240 Kbit, DLY 80 used,
reliability 186/255, txload 1/255, rxload 1/255
Encapsul ati on ATM | oopback not set
Keepal i ve set (10 sec) [00:00: 08/ 4]
Encapsul ation(s): AAL5
Control interface: not configured
0 term nating VCs
Switch port traffic:
? cells input, ? cells output
Last input 00:00:10, output never, output hang never
Last clearing of "show interface" counters never
I nput queue: 0/75/0/0 (size/ max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Qut put queue: 0/0 (sizel/ max)
Terminating traffic:
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show interface xtagatm

5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec

138 packets input, 9193 bytes, 0 no buffer

Recei ved 0 broadcasts, 0 runts, 0 giants, O throttles

0 input errors, 0 CRC, O frame, 0 overrun, O i

00: 05: 46: %BYS-5-CONFI G_|: Configured fromconsol e by consol egnored, O abort
142 packets output, 19686 bytes, 0 underruns

0 output errors, 0 collisions, O interface resets

0 output buffer failures, 0 output buffers swapped out

The following is sample command output when an interface is up:

Rout er# show i nterface xt92

XTagATMB2 is up, line protocol is up

Hardware is Tag-Controlled Switch Port

Interface is unnunbered. Using address of Loopbackl (15.15.15.15)
MIU 4470 bytes, BW 4240 Kbit, DLY 80 used

reliability 174/255, txload 1/255, rxload 1/255
Encapsul ati on ATM | oopback not set

Keepal i ve set (10 sec)

Encapsul ation(s): AAL5

Control interface: ATM3/0, switch port: bpx 9.2

3 termnating VCs, 7 switch cross-connects

Switch port traffic:

275 cells input, 273 cells output

Last input 00:00: 00, output never, output hang never

Last clearing of "show interface" counters never

I nput queue: 0/75/0/0 (size/ max/drops/flushes); Total output drops: O
Queueing strategy: fifo

Qut put queue: 0/0 (sizel/ max)

Terminating traffic:

5 minute input rate 0 bits/sec, 0 packets/sec

5 mnute output rate 0 bits/sec, 0 packets/sec

127 packets input, 8537 bytes, 0 no buffer

Recei ved 0 broadcasts, 0 runts, 0 giants, O throttles

0 input errors, 0 CRC, O frame, O overrun, O ignored, O abort
131 packets output, 18350 bytes, 0 underruns

0 output errors, 0 collisions, O interface resets

0 output buffer failures, 0 output buffers swapped out

Table 25 describes the significant fields shown in the displays.

Table 25 show interface xtagatm Field Descriptions

Field Description

XTagATMO isup Interface is currently active (up) or inactive (down).
XTagATMO is down

line protocol isup Displays the line protocol as up or down.

line protocol is down

Hardwareis Specifies the hardware type.

Tag-Controlled Switch

Port

Interface isunnumbered |Specifies that thisis an unnumbered interface.
MTU Maximum transmission unit of the extended MPLS ATM interface.
BW Bandwidth of the interface (in kBps).

DLY Delay of the interface in microseconds.
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Table 25 show interface xtagatm Field Descriptions
Field Description
reliability Reliability of the interface as a fraction of 255 (255/255 is 100%

reliability), calculated as an exponential average over 5 minutes.

Encapsulation ATM

Encapsulation method.

loopback not set

Indicates that loopback is not set.

Keepalive set (10 sec)
[00:00:08/4]

Indicates why the Xtag line is down. Valid values are:

1—Internal usage.

2—Administratively down.

3—Internal usage.

4—No extended port is configured.

5—Some cross-connects from an old session have been |eft operational.
6—No extended port or a wrong extended port was configured.

7—No control port was configured.

8—Internal usage.

9—Internal usage.

10—Internal usage.

11—Internal usage.

12—External port. The XTag is mapped to an invalid port on the switch.
13—External port. The XTag is mapped to a port that is down.
14—External port is mapped to the control panel on the switch.

15—O0AM isbeing used to track the link state. The neighbor may be down
or it is not responding to the OAM calls.

Encapsulation(s)

Identifies the ATM adaptation layer.

Control interface

Identifies the control port switch port with which the extended MPLS ATM
interface has been associated through the extended-port interface
configuration command.

n terminating VCs

Number of terminating V Cs with an endpoint on this extended MPLS ATM
interface. Packets are sent or received by the MPLS LSC on aterminating
VC, or are forwarded between an L SC-controlled switch port and a router
interface.

7 switch cross-connects

Number of switch cross-connects on the external switch with an endpoint
on the switch port that corresponds to this interface. This includes
cross-connects to terminating V Cs that carry datato and from the L SC, and
cross-connects that bypassthe MPLS L SC and switch cells directly to other
ports.

Switch port traffic

Number of cellsreceived and sent on all cross-connects associated with this
interface.

Terminating traffic

Indicatesthat counters below thisline apply only to packets sent or received
on terminating VCs.
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Table 25 show interface xtagatm Field Descriptions

Field

Description

5-minute input rate,
5-minute output rate

Average number of bits and packets sent per second in the last 5 minutes.

packets input

Total number of error-free packets received by the system.

bytes

Total number of bytes, including data and MAC encapsulation, in the
error-free packets received by the system.

no buffer

Number of received packets discarded because there was no buffer spacein
the main system. Compare with ignored count. Broadcast storms on
Ethernet systems and bursts of noise on serial lines are often responsible for
no input buffer events.

broadcasts

Total number of broadcast or multicast packets received by the interface.

runts

Number of packets that are discarded because they are smaller than the
medium’s minimum packet size.

giants

Number of packets that are discarded because they exceed the medium’s
maximum packet size.

input errors

Total number of no buffer, runts, giants, CRCs, frame, overrun, ignored and
abort counts. Other input-rel ated errors can also increment the count, so that
this sum may not balance with other counts.

CRC

Cyclic redundancy checksum generated by the originating LAN station or
far-end device does not match the checksum calculated from the data
received.

On aLAN, this usually indicates noise or transmission problems on the
LAN interface or the LAN bus. A high number of CRCsisusually the result
of traffic collisions or a station sending bad data.

On aserial link, CRCs usually indicate noise, gain hits, or other
transmission problems on the data link.

frame

Number of packets received incorrectly having a CRC error and a
noninteger number of octets.

overrun

Number of times the serial receiver hardware was unable to hand received
datato a hardware buffer because the input rate exceeded the receiver’'s
ability to handle the data.

ignored

Number of received packets ignored by the interface because the interface
hardware ran low on internal buffers. These buffers are different from the
system buffers mentioned previously in the buffer description. Broadcast

storms and bursts of noise can cause the ignored count to be incremented.

abort

Illegal sequence of one bits on the interface. This usually indicates a
clocking problem between the interface and the data-link equipment.

packets output

Total number of messages sent by the system.

bytes

Total number of bytes, including data and MAC encapsulation, sent by the
system.

underruns

Number of timesthat the sender has been running faster than the router can
handle data. This condition may never be reported on some interfaces.

Cisco 10S Multiprotocol Label Switching Command Reference
MP-458 January 2010



show interface xtagatm 1

Table 25 show interface xtagatm Field Descriptions
Field Description
output errors Sum of all errors that prevented the final transmission of datagrams out of

the interface being examined. Note that this may not balance with the sum
of the enumerated output errors, because some datagrams may have more
than one error, and others may have errors that do not fall into any of the
specifically tabulated categories.

collisions Number of messages re-sent due to an Ethernet collision. Thisisusually the
result of an overextended LAN (Ethernet or transceiver cabletoo long, more
than two repeaters between stations, or too many cascaded multiport
transceivers). A packet that collides is counted only one time in output
packets.

interface resets Number of times an interface has been completely reset. Resets occur if
packets queued for transmission were not sent within several seconds. On a
serial line, this can be caused by a malfunctioning modem that is not
supplying the transmit clock signal, or by a cable problem. If the system
notices that the carrier detect line of a serial interfaceis up, but the line
protocol is down, it periodically resetstheinterface in an effort to restart it.
Interface resets can also occur when an interface is looped back or shut

down.
Related Commands Command Description
interface xtagatm Enters configuration mode for an extended MPLS ATM (XTagATM)
interface.
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show ip bgp labels

To display information about Multiprotocol Label Switching (MPLS) labels from the external Border
Gateway Protocol (eBGP) route table, use the show ip bgp labels command in privileged EXEC mode.

show ip bgp labels

Syntax Description  This command has no arguments or keywords.

Command Modes Privileged EXEC

Command History Release

Modification

12.0(21)ST

This command was introduced.

12.0(22)S

This command was integrated into Cisco 10S Release 12.0(22)S.

12.2(13)T

This command was integrated into Cisco |OS Release 12.2(13)T.

12.2(14)S

This command was integrated into Cisco |10S Release 12.2(14)S.

12.2(28)SB

This command was integrated into Cisco |0OS Release 12.2(28)SB and
implemented on the Cisco 10000 series router.

12.2(33)SRA

This command was integrated into Cisco 10S Release 12.2(33)SRA.

12.2(33)SXH

This command was integrated into Cisco |0S Release 12.2(33)SXH.

Usage Guidelines Use this command to display eBGP labels associated with an Autonomous System Boundary Router
(ASBR).

This command displays labels for BGP routes in the default table only. To display labelsin the Virtual
Private Network (VPN) routing and forwarding (VRF) tables, use the show ip bgp vpnv4 {all | vrf
vrf-name} command with the optional labels keyword.

Examples The following example shows output for an ASBR using BGP as a label distribution protocol:

Rout er# show i p bgp | abels

Net wor k
10.3.0.0/ 16

10.
10.
10.
10.
10.

15.
16.
17.
18.
18.

15. 15/ 32
16. 16/ 32
17.17/ 32
18.18/ 32
18.18/ 32

Next Hop I n Label /CQut Label
0.0.0.0 i mp-nul |/ exp-nul |

10. 15. 15. 15 18/ exp-nul |

0.0.0.0 i np-nul | / exp-nul |

10.0.0.1 20/ exp-nul |

10.0.0.1 24/ 31

10.0.0.1 24/ 33

Cisco 10S Multiprotocol Label Switching Command Reference
MP-460 January 2010 |



show ip bgp labels

Table 26 describes the significant fields shown in the display.

Table 26 show ip bgp labels Field Descriptions

Field Description

Network Displays the network address from the eGBP table.

Next Hop Specifies the eBGP next hop address.

In Label Displays the label (if any) assigned by this router.

Out Label Displays the label assigned by the BGP next hop router.
Related Commands  Command Description

show ip bgp vpnv4

Displays VPN address information from the BGP table.
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show ip bgp neighbors

To display information about Border Gateway Protocol (BGP) and TCP connections to neighbors, use
the show ip bgp neighbors command in user or privileged EXEC mode.

show ip bgp neighbors [ip-address [advertised-routes | dampened-routes | flap-statistics |
paths [reg-exp] | received prefix-filter | received-routes | routes | policy [detail]]]

Syntax Description ip-address

(Optional) I P address of aneighbor. If thisargument is omitted, all neighbors
are displayed.

advertised-routes

(Optional) Displays all routes that have been advertised to neighbors.

dampened-routes

(Optional) Displays the dampened routes received from the specified
neighbor.

flap-statistics

(Optional) Displaystheflap statistics of therouteslearned from the specified
neighbor (for external BGP peers only).

paths reg-exp

(Optional) Displays autonomous system paths learned from the specified
neighbor. An optional regular expression can be used to filter the output.

received prefix-filter

(Optional) Displays the prefix-list (outbound route filter [ORF]) sent from
the specified neighbor.

received-routes

(Optional) Displaysall received routes (both accepted and rejected) from the
specified neighbor.

routes

(Optional) Displays all routes that are received and accepted. The output
displayed when thiskeyword is entered is a subset of the output displayed by
the received-routes keyword.

policy

(Optional) Displays the policies applied to this neighbor per address family.

detail

(Optional) Displays detailed policy information such as route maps, prefix
lists, community lists, access control lists (ACLSs), and autonomous system
path filter lists.

Command Default The output of this command displays information for all neighbors.

Command Modes User EXEC (>)
Privileged EXEC (#)

Command History Release

Modification

10.0

This command was introduced.

11.2

The received-routes keyword was added.

12.0(18)S

The output was modified to display the no-prepend configuration option and
this command was integrated into Cisco |OS Release 12.0(18)S.

12.2(4)T

Thereceived and prefix-filter keywordswere added, and this command was
integrated into Cisco |0S Release 12.2(4)T.
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show ip bgp neighbors

Release Modification

12.0(21)ST The output was modified to display Multiprotocol Label Switching (MPLS)
label information.

12.0(22)S Support for the BGP graceful restart capability was integrated into the
output. Support for the Cisco 12000 series routers (Engine 0 and Engine 2)
was also added.

12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.

12.2(15)T Support for the BGP graceful restart capability was integrated into the
output.

12.0(25)S The policy and detail keywords were added.

12.2(17b)SXA This command was integrated into Cisco 10S Release 12.2(17b)SXA.

12.0(27)S The command output was modified to support the BGP TTL Security Check
feature and to display explicit-null label information.

12.3(N)T The command output was modified to support the BGP TTL Security Check
feature and to display explicit-null label information.

12.0(31)S Support for the Bidirectional Forwarding Detection (BFD) feature was

integrated into the output.

12.2(18)SXE

Support for the Bidirectional Forwarding Detection (BFD) feature was
integrated into the output.

12.2(28)SB

This command was integrated into Cisco 10S Release 12.2(28)SB.

12.4(4)T

Support for the Bidirectional Forwarding Detection (BFD) feature was
integrated into the output.

12.2(33)SRA

This command wasintegrated into Cisco 10S Release 12.2(33)SRA, and the
output was modified to support BGP TCP path MTU discovery.

12.4(10T

Support for the policy and detail keywords was integrated into
Cisco |0S Release 12.4(11)T.

12.2(33)SRB

Support for the policy and detail keywords was integrated into
Cisco 10S Release 12.2(33)SRB.

12.2(33)SXH

The output was modified to support BGP dynamic neighbors.

Usethe show ip bgp neighbor s command to display BGP and TCP connection information for neighbor
sessions. For BGP, thisincludes detailed neighbor attribute, capability, path, and prefix information. For
TCP, this includes statistics related to BGP neighbor session establishment and maintenance.

Prefix activity is displayed based on the number of prefixes that are advertised and withdrawn. Policy
denials display the number of routes that were advertised but then ignored based on the function or
attribute that is displayed in the output.

Cisco 10S Releases 12.0(25)S, 12.4(11)T, 12.2(33)SRB, and Later Releases
When BGP neighbors use multiple levels of peer templates, it can be difficult to determine which
policies are applied to the neighbor.

In Cisco 10S Releases 12.0(25)S, 12.4(11)T, 12.2(33)SRB and later releases, the policy and detail
keywords were added to display the inherited policies and the policies configured directly on the
specified neighbor. Inherited policies are policies that the neighbor inherits from a peer-group or a

peer-policy template.
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Examples Example output is different for the various keywords avail able for the show ip bgp neighbor s command.

Examples using the various keywords appear in the following sections:
¢ show ip bgp neighbors. Example, page 464

¢ show ip bgp neighbors advertised-routes. Example, page 470

¢ show ip bgp neighbors paths. Example, page 471

¢ show ip bgp neighbors received prefix-filter: Example, page 471

e show ip bgp neighbors policy: Example, page 472

¢ Cisco |0S Release 12.0(31)S and 12.4(4)T: Example, page 472

¢ Cisco |0S Release 12.2(33)SRA: Example, page 472

e Cisco I0S Release 12.2(33)SXH: Example, page 473

show ip bgp neighbors: Example

The following example shows output for the BGP neighbor at 10.108.50.2. This neighbor is an internal
BGP (iBGP) peer. This neighbor supports the route refresh and graceful restart capabilities.

Rout er# show i p bgp nei ghbors 10. 108. 50. 2

BGP nei ghbor is 10.108.50.2, renpte AS 1, internal |ink
BGP version 4, renote router |D 192.168. 252. 252
BGP state = Established, up for 00:24:25

Last read 00:00:24, last wite 00:00:24, hold tinme is 180, keepalive interval

60 seconds
Nei ghbor capabilities:
Route refresh: advertised and received(old & new)
MPLS Label capability: advertised and received
Graceful Restart Capability:advertised and received
Address fam |y | Pv4 Unicast: advertised and received
Message statistics:
InQ depth is 0
QutQ depth is 0O

Sent Rcvd
Opens: 3 3
Noti fi cations: 0 0
Updat es: 0 0
Keepal i ves: 113 112
Rout e Refresh: 0 0
Tot al : 116 115

Default mninumtime between advertisenent runs is 5 seconds

For address fam ly: |Pv4 Unicast

BGP tabl e version 1, neighbor version 1/0
Qut put queue size : 0

Index 1, Offset 0, Mask O0x2

1 updat e- group nenber

Sent Rcvd

Prefix activity:
Prefixes Current: 0 0
Prefixes Total: 0 0
Inplicit Wthdraw 0 0
Explicit Wthdraw 0 0
Used as best pat h: n/ a 0
Used as mnultipath: n/ a 0

Qut bound I nbound

Local Policy Denied Prefixes:  -------- = -------
Total : 0 0
Number of NLRIs in the update sent: max O, nmin O

is
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Connections established 3; dropped 2
Last reset 00:24:26, due to Peer closed the session
Ext ernal BGP nei ghbor may be up to 2 hops away.
Connection state is ESTAB, |/O status: 1, unread input bytes: 0
Connection is ECN Disabl ed
Local host: 10.108.50.1, Local port: 179
Foreign host: 10.108.50.2, Foreign port: 42698

Enqueued packets for retransmt: O, input: O mis-ordered: 0 (0 bytes)

Event Timers (current tinme is 0x68B944):

Ti mer Starts Wakeups Next
Retrans 27 0 0x0
Ti meVai t 0 0 0x0
AckHol d 27 18 0x0
Sendwhd 0 0 0x0
KeepAl i ve 0 0 0x0
G velp 0 0 0x0
Pt uAger 0 0 0x0
DeadWai t 0 0 0x0
iss: 3915509457 snduna: 3915510016 sndnxt: 3915510016 sndwnd: 15826
irs: 233567076 rcvnxt: 233567616 rcvwnd: 15845 del rcvwnd: 539

SRTT: 292 nms, RTTO 359 ns, RTV: 67 nms, KRTT: 0 ns
m nRTT: 12 ns, maxRTT: 300 ms, ACK hold: 200 ns

Fl ags: passive open, nagle, gen tchs

| P Precedence value : 6

Dat agranms (nmex data segnment is 1460 bytes):
Rcvd: 38 (out of order: 0), with data: 27, total data bytes: 539
Sent: 45 (retransnmit: 0, fastretransmit: 0, partialack: 0, Second Congestion: 08

Table 27 describes the significant fields shown in the display. Fields that are preceded by the asterisk
character (*) are displayed only when the counter has a nonzero value.

Table 27 show ip bgp neighbors Field Descriptions

Field Description

BGP neighbor IP address of the BGP neighbor and its autonomous system
number.

remote AS Autonomous system number of the neighbor.

local AS 300 no-prepend (not shown |Verifies that the local autonomous system number is not

in display) prepended to received external routes. This output supports the
hiding of the local autonomous systems when migrating
autonomous systems.

internal link “internal link” is displayed for iBGP neighbors. “external link”
is displayed for external BGP (eBGP) neighbors.

BGP version BGP version being used to communicate with the remote router.

remote router 1D IP address of the neighbor.

BGP state Finite state machine (FSM) stage of session negotiation.

up for Time, in hhmmss, that the underlying TCP connection has been
in existence.
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Table 27 show ip bgp neighbors Field Descriptions (continued)

Field Description

Last read Time, in hhmmss, since BGP last received a message from this
neighbor.

last write Time, in hhmmss, since BGP last sent a message to this
neighbor.

hold time Time, in seconds, that BGP will maintain the session with this

neighbor without receiving a messages.

keepalive interval Time interval, in seconds, at which keepalive messages are
transmitted to this neighbor.

Neighbor capabilities BGP capabilities advertised and received from this neighbor.
“advertised and received” is displayed when a capability is
successfully exchanged between two routers.

Route Refresh Status of the route refresh capability.

MPLS Label Capability Indicates that MPLS labels are both sent and received by the
eBGP peer.

Graceful Restart Capability Status of the graceful restart capability.

Address family IPv4 Unicast IP Version 4 unicast-specific properties of this neighbor.

M essage statistics Statistics organized by message type.

InQ depth is Number of messages in the input queue.

OutQ depth is Number of messages in the output queue.

Sent Total number of transmitted messages.

Received Total number of received messages.

Opens Number of open messages sent and received.

notifications Number of notification (error) messages sent and received.

Updates Number of update messages sent and received.

Keepalives Number of keepalive messages sent and received.

Route Refresh Number of route refresh request messages sent and received.

Total Total number of messages sent and received.

Default minimum time between... | Time, in seconds, between advertisement transmissions.

For address family: Address family to which the following fields refer.

BGP table version Internal version number of the table. Thisisthe primary routing

table with which the neighbor has been updated. The number
increments when the table changes.

neighbor version Number used by the software to track prefixes that have been
sent and those that need to be sent.

...update-group Number of update-group member for this address family.

Prefix activity Prefix statistics for this address family.

Prefixes current Number of prefixes accepted for this address family.

Prefixes total Total number of received prefixes.
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show ip bgp neighbors Field Descriptions (continued)

Field

Description

Implicit Withdraw

Number of times that a prefix has been withdrawn and
readvertised.

Explicit Withdraw

Number of timesthat prefix has been withdrawn becauseit isno
longer feasible.

Used as bestpath

Number of received prefixes installed as bestpaths.

Used as multipath

Number of received prefixes installed as multipaths.

* Saved (soft-reconfig)

Number of soft resets performed with a neighbor that supports
soft reconfiguration. This field is displayed only if the counter
has a nonzero value.

* History paths

Thisfield is displayed only if the counter has a nonzero value.

* |nvalid paths

Number of invalid paths. Thisfield is displayed only if the
counter has a nonzero value.

Local Policy Denied Prefixes

Prefixes denied due to local policy configuration. Counters are
updated for inbound and outbound policy denials. The fields
under this heading are displayed only if the counter has a
nonzero value.

* route-map Displays inbound and outbound route-map policy denials.
* filter-list Displays inbound and outbound filter-list policy denials.
* prefix-list Displays inbound and outbound prefix-list policy denials.

* Ext Community

Displays only outbound extended community policy denials.

* AS _PATH too long

Displays outbound A S-path Iength policy denials.

* AS PATH loop

Displays outbound AS-path loop policy denials.

* AS PATH confed info

Displays outbound confederation policy denials.

* AS PATH containsAS 0

Displays outbound denials of AS 0.

* NEXT_HOP Martian

Displays outbound martian denials.

* NEXT_HOP non-local

Displays outbound non-local next-hop denials.

* NEXT_HOPisus

Displays outbound next-hop-self denials.

* CLUSTER_LIST loop

Displays outbound cluster-list loop denials.

* ORIGINATOR loop

Displays outbound denials of local originated routes.

* unsuppress-map

Displays inbound denials due to an unsuppress-map.

* advertise-map

Displays inbound denials due to an advertise-map.

* VPN Imported prefix

Displaysinbound denials of VPN prefixes.

* Well-known Community

Displays inbound denials of well-known communities.

* SO0 loop

Displays inbound denials due to site-of-origin.

* Bestpath from this peer

Displays inbound denials because the bestpath came from the
local router.

* Suppressed due to dampening

Displays inbound denials because the neighbor or link isin a
dampening state.
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Table 27

show ip bgp neighbors Field Descriptions (continued)

Field

Description

* Bestpath from iBGP peer

Deploys inbound denials because the bestpath came from an
iBGP neighbor.

* |ncorrect RIB for CE

Deploysinbound denials due to RIB errors for a CE router.

* BGP distribute-list

Displaysinbound denials due to a distribute list.

Number of NLRIs...

Number of network layer reachability attributes in updates.

Connections established

Number of times a TCP and BGP connection has been
successfully established.

dropped Number of times that avalid session has failed or been taken
down.
Last reset Time since this peering session was | ast reset. The reason for the

reset is displayed on thisline.

External BGP neighbor may be...
(not shown in the display)

Indicates that the BGP TTL security check is enabled. The
maximum number of hopsthat can separate thelocal and remote
peer is displayed on thisline.

Connection state

Connection status of the BGP peer.

Connection is ECN Disabled

Explicit congestion notification status (enabled or disabled).

Local host: 10.108.50.1, Local port:

179

IP address of the local BGP speaker. BGP port number 179.

Foreign host: 10.108.50.2, Foreign
port: 42698

Neighbor address and BGP destination port number.

Enqueued packets for retransmit:

Packets queued for retransmission by TCP.

Event Timers

TCP event timers. Counters are provided for starts and wakeups
(expired timers).

Retrans Number of times a packet has been retransmitted.

TimeWait Time waiting for the retransmission timers to expire.

AckHold Acknowledgment hold timer.

SendWnd Transmission (send) window.

KeepAlive Number of keepalive packets.

GiveUp Number times a packet is dropped due to no acknowledgment.

PmtuAger Path MTU discovery timer.

DeadWait Expiration timer for dead segments.

iss: Initial packet transmission sequence number.

snduna: Last transmission sequence number that has not been
acknowl edged.

sndnxt: Next packet sequence number to be transmitted.

sndwnd: TCP window size of the remote neighbor.

irs: Initial packet receive sequence number.

rcvnxt: Last receive sequence number that has been locally

acknowl edged.
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Table 27 show ip bgp neighbors Field Descriptions (continued)

Field Description

rcvwnd: TCP window size of the local host.

delrcvwnd: Delayed receive window—data the local host has read from the
connection, but has not yet subtracted from the receive window
the host has advertised to the remote host. The valuein thisfield
gradually increases until it is larger than a full-sized packet, at
which point it is applied to the rcvwnd field.

SRTT: A calculated smoothed round-trip timeout.

RTTO: Round-trip timeout.

RTV: Variance of the round-trip time.

KRTT: New round-trip timeout (using the Karn algorithm). Thisfield
separately tracks the round-trip time of packets that have been
re-sent.

MiNRTT: Smallest recorded round-trip timeout (hard-wire value used for
calculation).

mMaxRTT: Largest recorded round-trip timeout.

ACK hold: Length of time the local host will delay an acknowledgment to

carry (piggyback) additional data.

| P Precedence value:

I P precedence of the BGP packets.

Datagrams Number of update packets received from a neighbor.
Revd: Number of received packets.
with data Number of update packets sent with data.

total data bytes

Total amount of data received, in bytes.

Sent

Number of update packets sent.

Second Congestion

Number of update packets with data sent.

Datagrams: Revd

Number of update packets received from a neighbor.

out of order: Number of packets received out of sequence.
with data Number of update packets received with data.
Last reset Elapsed time since this peering session was last reset.

unread input bytes

Number of bytes of packets still to be processed.

retransmit

Number of packets retransmitted.

fastretransmit

Number of duplicate acknowledgments retransmitted for an out
of order segment before the retransmission timer expires.

partialack

Number of retransmissions for partial acknowledgements
(transmissions before or without subsequent
acknowledgements).

Second Congestion

Number of second retransmissions sent due to congestion.
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show ip bgp neighbors advertised-routes: Example
The following example displays routes advertised for only the 172.16.232.178 neighbor:
Rout er# show i p bgp nei ghbors 172.16.232. 178 advertised-routes

BGP table version is 27, local router IDis 172.16.232.181

Status codes: s suppressed, d danped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - inconplete

Net wor k Next Hop Metric LocPrf Weight Path

*>{ 10.0.0.0 172.16. 232. 179 0 100 0?

*> 10.20.2.0 10.0.0.0 0 32768 i

Table 28 describes the significant fields shown in the display.

Table 28 show ip bgp neighbors advertised-routes Field Descriptions
Field Description
BGP table version Internal version number of the table. Thisis the primary

routing table with which the neighbor has been updated. The
number increments when the table changes.

local router ID IP address of the local BGP speaker.

Status codes Status of the table entry. The statusis displayed at the
beginning of each linein the table. It can be one of the
following values:

e s—Thetable entry is suppressed.

¢ d—Thetable entry is dampened and will not be
advertised to BGP neighbors.

¢ h—The table entry does not contain the best path based
on historical information.

e *—_Thetableentry isvalid.
e >—Thetableentry isthe best entry to use for that

network.
e |—Thetable entry was learned via an internal BGP
(iBGP) session.
Origin codes Origin of the entry. The origin code is placed at the end of

each line in the table. It can be one of the following values:

e i—Entry originated from Interior Gateway Protocol
(IGP) and was advertised with a network router
configuration command.

e e—Entry originated from Exterior Gateway Protocol
(EGP).

e ?—Origin of the path isnot clear. Usually, thisisarouter
that is redistributed into BGP from an IGP.

Network IP address of a network entity.

Next Hop | P address of the next system used to forward a packet to the
destination network. An entry of 0.0.0.0 indicates that there
are non-BGP routes in the path to the destination network.
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Table 28 show ip bgp neighbors advertised-routes Field Descriptions (continued)

Field Description

Metric If shown, thisisthe value of the inter-autonomous system
metric. Thisfield is not used frequently.

L ocPrf Local preference value as set with the set local-preference
route-map configuration command. The default value is 100.

Weight Weight of the route as set via autonomous system filters.

Path Autonomous system paths to the destination network. There
can be one entry in this field for each autonomous system in
the path.

show ip bgp neighbors paths: Example

The following is example output from the show ip bgp neighbors command entered with the paths
keyword:

Rout er# show i p bgp nei ghbors 172.29.232.178 paths ~10

Addr ess Ref count Metric Path
0x60E577B0 2 40 10 ?

Table 29 describes the significant fields shown in the display.

Table 29 show ip bgp neighbors paths Field Descriptions

Field Description

Address Internal address where the path is stored.

Refcount Number of routes using that path.

Metric Multi Exit Discriminator (MED) metric for the path. (The name of this
metric for BGP versions 2 and 3isINTER_AS.)

Path Autonomous system path for that route, followed by the origin code for that
route.

show ip bgp neighbors received prefix-filter: Example

The following example shows that a prefix-list that filters all routes in the 10.0.0.0 network has been
received from the 192.168.20.72 neighbor:

Rout er# show i p bgp nei ghbors 192.168.20. 72 received prefix-filter
Address fam |y:1Pv4 Unicast

ip prefix-list 192.168.20.72:1 entries
seq 5 deny 10.0.0.0/8 le 32

Table 30 describes the significant fields shown in the display.

Table 30 show ip bgp neighbors received prefix-filter Field Descriptions
Field Description

Address family Address family mode in which the prefix filter is received.
ip prefix-list Prefix list sent from the specified neighbor.
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show ip bgp neighbors policy: Example

The following sample output shows the policies applied to the neighbor at 192.168.1.2. The output
displays both inherited policies and policies configured on the neighbor device. Inherited polices are
policies that the neighbor inherits from a peer-group or a peer-policy template.

Rout er# show i p bgp nei ghbors 192.168.1.2 policy

Nei ghbor: 192.168. 1.2, Address-Fanmily: |Pv4 Unicast
Local | y configured policies:

route-map ROUTE in
I nherited polices:

prefix-1ist NO MARKETI NG in

route-map ROUTE in

wei ght 300

maxi mum prefix 10000

Cisco 10S Release 12.0(31)S and 12.4(4)T: Example

The following is sample output from the show ip bgp neighbors command that verifies that
Bidirectional Forwarding Detection (BFD) isbeing used to detect fast fallover for the BGP neighbor that
isaBFD peer.

Rout er# show i p bgp nei ghbors

BGP nei ghbor is 172.16.10.2, renpote AS 45000, external link

Using BFD to detect fast fallover

Cisco 10S Release 12.2(33)SRA: Example

The following is sample output from the show ip bgp neighbors command that verifies that BGP TCP
path maximum transmission unit (MTU) discovery is enabled for the BGP neighbor at 172.16.1.2.

Rout er# show i p bgp nei ghbors 172.16.1.2

BGP nei ghbor is 172.16.1.2, renote AS 45000, internal Iink
BGP version 4, renpte router 1D 172.16.1.99

For address fam ly: |Pv4 Unicast
BGP tabl e version 5, neighbor version 5/0

Address tracking is enabled, the RIB does have a route to 172.16.1.2
Address tracking requires at least a /24 route to the peer
Connections established 3; dropped 2

Last reset 00:00: 35, due to Router |ID changed

Transport(tcp) path-ntu-discovery is enabled

SRTT: 146 nms, RTTO 1283 ns, RTV: 1137 ns, KRTT: 0 ns
m nRTT: 8 ms, maxRTT: 300 ns, ACK hold: 200 ns
Fl ags: hi gher precedence, retransm ssion tinmeout, nagle, path ntu capable
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Cisco 10S Release 12.2(33)SXH: Example

Thefollowing is sample output from the show ip bgp neighbor s command that verifies that the neighbor
192.168.3.2 is a member of the peer group, group192, and belongs to the subnet range group
192.168.0.0/16, which shows that this BGP neighbor was dynamically created.

Rout er# show i p bgp nei ghbors 192.168. 3.2

BGP nei ghbor is *192.168.3.2, renpnte AS 50000, external link
Menmber of peer-group groupl92 for session paraneters
Bel ongs to the subnet range group: 192.168.0.0/16
BGP version 4, renote router |ID 192.168.3.2
BGP state = Established, up for 00:06: 35
Last read 00:00:33, last wite 00:00:25, hold time is 180, keepalive intervals
Nei ghbor capabilities:
Route refresh: advertised and recei ved(new)
Address fam |y | Pv4 Unicast: advertised and received
Message statistics:
InQ depth is 0
QutQ depth is 0

Sent Rcvd
Opens: 1 1
Noti fi cations: 0 0
Updat es: 0 0
Keepal i ves: 7 7
Rout e Refresh: 0 0

(o]

Tot al : 8
Default mininumtinme between advertisenent runs is 30 seconds

For address fam ly: |Pv4 Unicast

BGP tabl e version 1, neighbor version 1/0
Qut put queue size : 0

Index 1, Ofset 0, Mask 0Ox2

1 updat e- group nenber

groupl92 peer-group nmenber

Related Commands = Command Description
neighbor send-label Enables a BGP router to send MPLS labels with BGP routes to a
neighboring BGP router.

neighbor send-label Enables a BGP router to send MPLS labels with explicit-null information
explicit-null for a CSC-CE router and BGP routes to a neighboring CSC-PE router.
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show ip bgp vpnv4

To display Virtual Private Network Version 4 (VPNv4) address information from the Border Gateway
Protocol (BGP) table, use the show ip bgp vpnv4 command in user EXEC or privileged EXEC mode.

show ip bgp vpnv4 {all | rd route-distinguisher | vrf vrf-name} [rib-failure] [ip-prefix/length
[longer-prefixes]] [network-address [mask] [longer-prefixes]] [cidr-only] [community]
[community-list] [dampened-paths] [filter-list] [flap-statistics] [inconsistent-as]
[neighbor g] [paths[line]] [peer-group] [quote-regexp] [regexp] [summary] [labels]

Syntax Description

all

Displays the complete VPNv4 database.

rd route-distinguisher

Displays Network Layer Reachability Information (NLRI) prefixes
that match the named route distinguisher.

vrf vrf-name

Displays NLRI prefixes associated with the named VPN routing and
forwarding (VRF) instance.

rib-failure

(Optional) Displays BGP routes that failed to install in the VRF table.

i p-prefix/length

(Optional) IP prefix address (in dotted decimal format) and the length
of the mask (0 to 32). The slash mark must be included.

longer-prefixes

(Optional) Displays the entry, if any, that exactly matches the
specified prefix parameter and all entries that match the prefix in a
“longest-match” sense. That is, prefixes for which the specified
prefix is an initial substring.

network-address

(Optional) 1P address of a network in the BGP routing table.

mask

(Optional) Mask of the network address, in dotted decimal format.

cidr-only

(Optional) Displays only routes that have nonclassful net masks.

community

(Optional) Displays routes that match this community.

community-list

(Optional) Displays routes that match this community list.

dampened-paths

(Optional) Displays paths suppressed because of dampening (BGP
route from peer is up and down).

filter-list

(Optional) Displays routes that conform to the filter list.

flap-statistics

(Optional) Displays flap statistics of routes.

inconsistent-as

(Optional) Displays only routes that have inconsistent autonomous
systems of origin.

neighbors (Optional) Displays details about TCP and BGP neighbor
connections.

paths (Optional) Displays path information.

line (Optional) A regular expression to match the BGP autonomous
system paths.

peer-group (Optional) Displays information about peer groups.

quote-regexp (Optional) Displays routes that match the autonomous system path
regular expression.

regexp (Optional) Displays routes that match the autonomous system path

regular expression.
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summary (Optional) Displays BGP neighbor status.
labels (Optional) Displays incoming and outgoing BGP labels for each
NLRI prefix.

Command Modes

User EXEC (>)
Privileged EXEC (#)

Command History

Release Modification

12.05)T This command was introduced.

12.2(2)T The output of the show ip bgp vpnv4 all ip-prefix command was enhanced to
display attributes including multipaths and a best path to the specified network.

12.0(21)ST The tags keyword was replaced by the labels keyword to conform to the MPLS
guidelines. This command was integrated into Cisco |OS Release 12.0(21)ST.

12.2(14)S This command was integrated into Cisco |10S Release 12.2(14)S.

12.0(22)S This command was integrated into Cisco |0OS Release 12.0(22)S.

12.2(13)T This command was integrated into Cisco |OS Release 12.2(13)T.

12.0(27)S The output of the show ip bgp vpnv4 all labels command was enhanced to
display explicit-null label information.

12.3 Therib-failure keyword was added for VRFs.

12.2(22)S The output of the show ip bgp vpnv4 vrf vrf-name labels command was

modified so that directly connected VRF networks no longer display as
aggregate; no label appears instead.

12.2(25)S This command was updated to display MPLS VPN nonstop forwarding
information.
12.2(28)SB This command was integrated into Cisco |OS Release 12.2(28)SB and

implemented on the Cisco 10000 series router. The display output was modified
to indicate whether BGP Nonstop Routing (NSR) with stateful switchover (SSO)
is enabled and the reason the last BGP lost SSO capability.

12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA, and the
output was modified to support per-VRF assignment of the BGP router I1D.

12.2(31)SB2 The output was modified to support per-VRF assignment of the BGP router ID.

12.2(33)SXH This command was integrated into Cisco |OS Release 12.2(33)SXH, and the

output was modified to support per-VRF assignment of the BGP router ID.

Note In Cisco IOS Release 12.2(33)SXH, the command output does not
display on the standby route processor in NSF/SSO mode.

12.4(20)T The output was modified to support per-VRF assignment of the BGP router ID.

15.0(1)M This command was modified. The output was modified to support BGP
Event-Based VPN Import.

12.2(33)SRE This command was modified. The command output was modified to support the
BGP Event-Based VPN Import, BGP best external and BGP additional path
features.
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Usage Guidelines Use this command to display VPNv4 information from the BGP database. The show ip bgp vpnv4 all
command displays all available VPNv4 information. The show ip bgp vpnv4 all summary command
displays BGP neighbor status. The show ip bgp vpnv4 all labels command displays explicit-null |abel
information.

Examples The following example shows all available VPNv4 information in a BGP routing table:
Rout er# show i p bgp vpnv4 all

BGP table version is 18, local router IDis 10.14.14.14

Status codes: s suppressed, d danped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP,? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
Rout e Di stinguisher: 1:101 (default for vrf vpnl)
*>j 10. 6. 6. 6/ 32 10.0.0.21 11 100 0 ?
*> 10.7.7.7/ 32 10. 150.0. 2 11 32768 ?
*>j 10. 69. 0. 0/ 30 10.0.0.21 0 100 0 ?
*> 10.150.0.0/ 24 0.0.0.0 0 32768 ?

Table 31 describes the significant fields shown in the display.

Table 31 show ip bgp vpnv4 all Field Descriptions

Field Description

Network Displays the network address from the BGP table.
Next Hop Displays the address of the BGP next hop.

Metric Displays the BGP metric.

L ocPrf Displays the local preference.

Weight Displays the BGP weight.

Path Displays the BGP path per route.

The following example shows how to display atable of labels for NLRI prefixes that have aroute
distinguisher value of 100:1.

Rout er# show i p bgp vpnv4 rd 100:1 | abels

Net wor k Next Hop In |abel/Qut |abel
Rout e Di stinguisher: 100:1 (vrfl)
10.0.0.0 10. 20. 0. 60 34/ nol abel
10.0.0.0 10. 20. 0. 60 35/ nol abel
10.0.0.0 10. 20. 0. 60 26/ nol abel
10. 20. 0. 60 26/ nol abel
10.0.0.0 10. 15. 0. 15 nol abel / 26

Table 32 describes the significant fields shown in the display.

Table 32 show ip bgp vpnv4 rd labels Field Descriptions

Field Description

Network Displays the network address from the BGP table.
Next Hop Specifies the BGP next hop address.
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Table 32 show ip bgp vpnv4 rd labels Field Descriptions (continued)
In label Displays the label (if any) assigned by this router.
Out label Displays the label assigned by the BGP next-hop router.

The following example shows VPNv4 routing entries for the VRF named vpnl:
Rout er# show i p bgp vpnv4 vrf vpnl

BGP table version is 18, local router IDis 10.14.14.14

Status codes: s suppressed, d danped, h history, * valid, > best, i - internal
r RIB-failure, S Stale, mnmultipath, b backup-path, x best-externa
Origin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
Rout e Di stinguisher: 100:1 (default for vrf testl)
*> 10.1.1.1/32 192.168.1.1 0 0 100
*bi 10.4. 4.4 0 100 0 100
*> 10.2.2.2/32 192.168.1.1 0 100
*bi 10.4. 4.4 0 100 0 100
*> 172.16.1.0/ 24 192.168.1.1 0 0 100
* 10.4. 4.4 0 100 0 100
r> 192.168.1.0 192.168.1.1 0 0 100
r bi 10.4. 4.4 0 100 0 100
*> 192.168.3.0 192.168.1.1 0 100
*bi 10.4. 4.4 0 100 0 100

Table 33 describes the significant fields shown in the display.

Table 33 show ip bgp vpnv4 vrf Field Descriptions

Field Description

Network Displays the network address from the BGP table.
Next Hop Displays the address of the BGP next hop.

Metric Displays the BGP metric.

L ocPrf Displays the local preference.

Weight Displays the BGP weight.

Path Displays the BGP path per route.

The following example shows attributes for network 192.168.9.0 that include multipaths, best path, and
arecursive-via-host flag:

Rout er# show i p bgp vpnv4 vrf vpnl 192.168.9.0 255.255.255.0

BGP routing table entry for 100: 1:192.168.9. 0/ 24, version 44
Pat hs: (2 avail able, best #2, table testl)
Addi ti onal - path
Advertised to update-groups:
2
100, inported path from 400: 1:192. 168.9. 0/ 24
10.8.8.8 (netric 20) from10.5.5.5 (10.5.5.5)
Oigin IGP, netric 0, local pref 100, valid, internal, backup/repair
Ext ended Conmunity: RT:100:1 RT:200:1 RT:300:1 RT:400:1
Originator: 10.8.8.8, Cluster list: 10.5.5.5 , recursive-via-host
mpl s | abel s in/out nolabel/17
100, inported path from 300:1:192.168.9.0/ 24
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10.7.7.7 (metric 20) from10.5.5.5 (10.5.5.5)

Oigin IGP, netric O,

| ocal pref 100, valid, internal, best

Ext ended Conmunity: RT:100:1 RT:200:1 RT:300:1 RT:400:1

Originator: 10.7.7.7,

Cluster list: 10.5.5.5 , recursive-via-host

mpl s | abel s in/out nolabel/17

Table 34 describes the significant fields shown in the display.

Table 34

show ip bgp vpnv4 all network-address Field Descriptions

Field

Description

BGP routing table entry for ...
version

Internal version number of the table. This number is incremented
whenever the table changes.

Paths Number of autonomous system paths to the specified network. If
multiple paths exist, one of the multipathsis designated the best path.
Multipath Indicates the maximum paths configured (iBGP or eBGP).

Advertised to non peer-group
peers

IP address of the BGP peers to which the specified route is
advertised.

10.22.7.8 (metric 11) from
10.11.3.4 (10.0.0.8)

Indicates the next hop address and the address of the gateway that
sent the update.

Origin Indicates the origin of the entry. It can be one of the following values:
e |GP—Entry originated from Interior Gateway Protocol (IGP)
and was advertised with a network router configuration
command.
¢ incomplete—Entry originated from other than an | GP or Exterior
Gateway Protocol (EGP) and was advertised with the
redistribute router configuration command.
e EGP—Entry originated from an EGP.
metric If shown, the value of the interautonomous system metric.
|ocal pref Local preference value as set with the set local-preference
route-map configuration command. The default value is 100.
valid Indicates that the route is usable and has a valid set of attributes.
internal/external Thefieldisinternal if the path islearned viaiBGP. Thefield is
external if the path islearned via eBGP.
multipath One of multiple paths to the specified network.
best If multiple paths exist, one of the multipaths is designated the best

path and this path is advertised to neighbors.

Extended Community

Route Target value associated with the specified route.

Originator The router 1D of the router from which the route originated when
route reflector is used.
Cluster list The router 1D of all the route reflectors that the specified route has

passed through.

The following example shows routes that BGP could not install in the VRF table:

Rout er# show ip bgp vpnv4 vrf xyz rib-failure

Net wor k Next Hop

RIB-failure RI B-NH Mat ches
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Note

Rout e Di sti ngui sher:

10.1.1.2/32

show ip bgpvpnvd W

2:2 (default for vrf bar)
10. 100. 100. 100 Hi gher adm n di stance No
10.111.111.112/32 10.9.9.9

Hi gher admi n di stance Yes

Table 35 describes the significant fields shown in the display.

Table 35 show ip bgp vpnv4 vrf rib-failure Field Descriptions

Field Description

Network IP address of a network entity.

Next Hop IP address of the next system that is used when forwarding a packet
to the destination network. An entry of 0.0.0.0 indicates that the
router has some non-BGP routes to this network.

RIB-failure Cause of the Routing Information Base (RIB) failure. Higher admin

distance means that a route with a better (lower) administrative
distance, such as a static route, already exists in the IP routing table.

RIB-NH Matches

Route statusthat applies only when Higher admin distance appearsin
the RIB-failure column and the bgp suppress-inactive command is
configured for the address family being used. There are three
choices:

¢ Yes—Means that the route in the RIB has the same next hop as
the BGP route or that the next hop recurses down to the same
adjacency as the BGP next hop.

¢ No—Meansthat the next hop in the RIB recurses down
differently from the next hop of the BGP route.

e n/a—Meansthat the bgp suppress-inactive command is not
configured for the address family being used.

The following example shows the information displayed on the active and standby Route Processors
when they are configured for NSF/SSO: MPLS VPN.

In Cisco 10S Release 12.2(33)SXH, the Cisco 10S Software Modularity: MPLS Layer 3 VPNs feature
incurred various infrastructure changes. The result of those changes affects the output of this command
on the standby Route Processor (RP). In Cisco 10S Release 12.2(33)SXH, the standby RP does not

display any output from the show ip bgp vpnv4 command.

Active Route Processor
Rout er# show i p bgp vpnv4 all |abels

Net wor k Next Hop I'n | abel /Qut | abel
Rout e Di stinguisher: 100:1 (vpnl)
10.12.12.12/32 0.0.0.0 16/ aggr egat e(vpnl)
10.0.0.0/8 0.0.0.0 17/ aggr egat e(vpnl)
Rout e Di stinguisher: 609:1 (vpnO)
10.13.13.13/32 0.0.0.0 18/ aggr egat e(vpn0)

Rout er# show i p bgp vpnv4 vrf vpnl | abels
Net wor k Next Hop I'n | abel/Qut | abel

Rout e Di stinguisher: 100:1 (vpnl)
10.12.12.12/ 32 0.0.0.0 16/ aggr egat e(vpnl)
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10.0.0.0/8 0.0.0.0 17/ aggr egat e(vpnl)

Standby Route Processor
Rout er# show i p bgp vpnv4 all |abels

Net wor k Maskl en I'n | abel
Rout e Di stinguisher: 100:1
10.12.12.12 /32 16
10.0.0.0 /8 17
Rout e Di stinguisher: 609:1
10.13.13.13 /32 18

Rout er# show i p bgp vpnv4 vrf vpnl |abels

Net wor k Maskl en I'n | abel
Rout e Di stinguisher: 100:1
10.12.12.12 /32 16
10.0.0.0 /8 17

Table 36 describes the significant fields shown in the display.

Table 36 show ip bgp vpn4 labels Field Descriptions

Field Description

Network The network address from the BGP table.

Next Hop The BGP next-hop address.

In label The label (if any) assigned by this router.

Out label The label assigned by the BGP next-hop router.
Masklen The mask length of the network address.

The following example displays output, including the explicit-null label, from the show ip bgp vpnv4
all labels command on a CSC-PE router:

Rout er# show i p bgp vpnv4 all |abels

Net wor k Next Hop In |abel/Qut |abel
Rout e Distinguisher: 100:1 (v1)

10.0.0.0/ 24 10.0.0.0 19/ aggr egat e(v1)
10.0.0.1/32 10.0.0.0 20/ nol abel
10.1.1.1/32 10.0.0.0 21/ aggr egat e(v1l)
10. 10. 10. 10/ 32 10.0.0.1 25/ exp-nul |
10. 168. 100. 100/ 32

10.0.0.1 23/ exp-nul |
10. 168. 101. 101/ 32

10.0.0.1 22/ exp-nul |

Table 37 describes the significant fields shown in the display.

Table 37 show ip bgp vpnv4 all labels Field Descriptions

Field Description

Network Displays the network address from the BGP table.
Next Hop Displays the address of the BGP next hop.

In label Displays the label (if any) assigned by this router.
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Table 37 show ip bgp vpnv4 all labels Field Descriptions (continued)

Field Description

Out label Displays the label assigned by the BGP next-hop router.

Route Distinguisher Displays an 8-byte value added to an | Pv4 prefix to createa VPN
IPv4 prefix.

The following example displays separate router 1Ds for each VRF in the output from an image in
Cisco |OS Release 12.2(31)SB2, 12.2(33)SRA, 12.2(33)SXH, 12.4(20)T, Cisco |0S XE Release 2.1,
and later releases with the Per-VRF Assignment of BGP Router I1D feature configured. Therouter ID is
shown next to the VRF name.

Rout er# show i p bgp vpnv4 all

BGP table version is 5, local router IDis 172.17.1.99

Status codes: s suppressed, d danped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - inconplete

Net wor k Next Hop Metric LocPrf Weight Path
Rout e Distinguisher: 1:1 (default for vrf vrf_trans) VRF Router ID 10.99.1.2
*> 192.168.4.0 0.0.0.0 0 32768 ?
Rout e Di stinguisher: 42:1 (default for vrf vrf_user) VRF Router ID 10.99.1.1
*> 192.168.5.0 0.0.0.0 0 32768 ?

Table 38 describes the significant fields shown in the display.

Table 38 show ip bgp vpnv4 all (VRF Router ID) Field Descriptions

Field Description

Route Distinguisher Displays an 8-byte value added to an | Pv4 prefix to createa VPN
IPv4 prefix.

vrf Name of the VRF.

VRF Router ID Router ID for the VRF.

Inthisexample, the BGP Event-Based VPN Import featureis configured in Cisco 10S Release 15.0(1) M,
12.2(33)SRE, and later releases. When the import path selection command is configured, but the strict
keyword is not included, then a safe import path selection policy isin effect. When a path isimported as
the best available path (when the bestpath or multipaths are not eligible for import), the imported path
includes the wording “imported safety path,” as shown in the output.

Rout er# show i p bgp vpnv4 all 172.17.0.0

BGP routing table entry for 45000:1:172.17.0.0/16, version 10
Paths: (1 available, best #1, table vrf-A)
Fl ag: 0x820
Not advertised to any peer
2, inported safety path from 50000:2:172.17.0.0/ 16
10.0.101.1 from 10.0.101.1 (10.0.101. 1)
Oigin IGP, netric 200, |ocal pref 100, valid, internal, best
Ext ended Conmuni ty: RT: 45000: 100

In thisexample the BGP Event-Based VPN Import feature is configured in Cisco |OS Release 15.0(1)M,
12.2(33)SRE, and later releases. When the import path selection command is configured with the all
keyword, any path that matches an RD of the specified VRF will beimported, even though the path does
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not match the RTs imported by the specified VRF. In this situation, the imported path is marked as
“not-in-vrf” as shown in the output. Note that on the net for vrf-A, this path is not the bestpath as any
paths that are not in the VRFs appear less attractive than paths in the VRF.

Rout er# show i p bgp vpnv4 all 172.17.0.0

BBGP routing table entry for 45000:1:172.17.0.0/16, version 11
Paths: (2 available, best #2, table vrf-A)

Fl ag: 0x820
Not advertised to any peer
2

10.0.101.2 from 10.0.101.2 (10.0. 101. 2)
Oigin IGP, netric 100, |ocal pref 100, valid, internal, not-in-vrf
Ext ended Conmuni ty: RT: 45000: 200
mpl s | abel s in/out nolabel/16

2

10.0.101.1 from 10.0.101.1 (10.0.101.1)
Oigin IGP, netric 50, l|localpref 100, valid, internal, best
Ext ended Community: RT: 45000: 100
mpl s | abel s in/out nol abel /16

Related Commands = Command Description

import path limit Specifies the maximum number of BGP paths, per VRF importing net, that
can be imported from an exporting net.

import path selection  Specifiesthe BGP import path selection policy for a specific VRF instance.
show ip vrf Displays the set of defined VRFs and associated interfaces.
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show ip explicit-paths [l

To display the configured IP explicit paths, use the show ip explicit-paths command in user EXEC or

privileged EXEC mode.

show ip explicit-paths [name pathname | identifier number] [detail]

Syntax Description

Command Default

Command Modes

name pathname

(Optional) Displays the pathname of the explicit path.

identifier number

(Optional) Displays the number of the explicit path. Valid values are from
1 to 65535.

detail

(Optional) Displays, in the long form, information about the configured IP
explicit paths.

If you enter the command without entering an optional keyword, all configured IP explicit paths are

displayed.

User EXEC (>)
Privileged EXEC (#)

Command History

Usage Guidelines

Release Modification

12.0(5)S This command was introduced.

12.1(3)T This command was integrated into Cisco |10S Release 12.1(3)T.

12.0(10)ST This command was integrated into Cisco 10S Release 12.0(10)ST.

12.2(28)SB The command output was enhanced to display SLRG-releated information.

12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.

12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support
in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

12.4(20)T This command was integrated into Cisco |OS Release 12.4(20)T.

An P explicit path is alist of IP addresses, each representing a node or link in the explicit path.

Examples The following is sample output from the show ip explicit-paths command:
Rout er# show i p explicit-paths
PATH 200 (strict source route, path conplete, generation 6)
1: next-address 10.3.28.3
2: next-address 10.3.27.3
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B show ip explicit-paths

Table 39 describes the significant fields shown in the display.

Table 39

show ip explicit-paths Field Descriptions

Field

Description

PATH

Pathname or number, followed by the path status.

1: next-address

First IP address in the path.

2: next-address

Second I P address in the path.

Related Commands Command

Description

append-after

Inserts a path entry after a specific index number.

index

Inserts or modifies a path entry at a specific index.

ip explicit-path

Enters the subcommand mode for IP explicit paths so that you can
create or modify the named path.

list

Displays all or part of the explicit paths.

next-address

Specifies the next | P address in the explicit path.
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show ip multicast mpls vif

To display the virtual interfaces (VIFs) that are created on the Multiprotocol Label Switching (MPLS)
traffic engineering (TE) point-to-multipoint (P2MP) tailend router, use the show ip multicast mpls vif
command in privileged EXEC mode.

show ip multicast mpls vif

Syntax Description  This command has no arguments or keywords.

Command Modes Privileged EXEC (#)

Command History Release Modification
12.2(33)SRE This command was introduced.
Examples The following example shows information about the virtual interfaces:

Router# show ip multicast npls vif

Interface Next - hop Application Ref - Count Tabl e / VRF nane
LspvifO 10.1.0.1 Traffic-eng 1 def aul t
Lspvif4 10.2.0.1 Traffic-eng 1 def aul t

Table 40 describes the significant fields shown in the display.

Table 40  show ip multicast mpls vif Field Descriptions

Field Description
Interface The name of the virtual interface
Next-hop For P2MP TE, the source address of the TE P2MP tunnel.

Only one label switched path (LSP) VIF iscreated for all TE
P2MP tunnels that have the same source address.

Application The name of the multicast application that creates the VIF.
Table/VRF name The multicast virtual routing and forwarding (VRF) table
used.
Related Commands  Command Description
show ip mroute Displays IP multicast traffic.
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show ip ospf database opaque-area

To display lists of information related to traffic engineering opague link-state advertisements (LSAS),
also known as Type-10 opaque link area link states, use the show ip ospf database opaque-area
command in user EXEC or privileged EXEC mode.

show ip ospf database opaque-area

Syntax Description  This command has no arguments or keywords.

Command Modes User EXEC

Privileged EXEC

Command History Release Modification
12.0(8)S This command was introduced.
12.1(3)T This command was integrated into Cisco |OS Release 12.1(3)T.
12.0(10)ST This command was integrated into Cisco |0S Release 12.0(10)ST.
12.2(28)SB This command was integrated into Cisco |0S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support
in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.
Examples The following is sample output from the show ip ospf database opaque-area command:

Rout er# show i p ospf database opaque-area

OSPF Router with ID (10.3.3.3) (Process ID 1)

LS age: 12

Type-10 Opaque Link Area Link States (Area 0)

Options: (No TOS-capability, DO
LS Type: Qpaque Area Link

Link State ID 10.0.0.0
Opaque Type: 1

Opaque ID: O

Advertising Router: 172.16.8.8
LS Seq Number: 80000004
Checksum 0xD423

Length: 132

Fragment nunber : 0

MPLS TE router ID: 172.16.8.8

Li nk connected to Point-to-Point network
Link ID: 10.2.2.2

Interface Address : 192.168.1.1

Cisco 10S Multiprotocol Label Switching Command Reference
MP-486

January 2010 |



show ip ospf database opaque-area

Table 41 describes the significant fields shown in the display.

Table 41 show ip ospf database opaque-area Field Descriptions
Field Description

LS age Link-state age.

Options Type of service options.

LS Type Type of the link state.

Link State ID Router ID number.

Opaque Type Opaque link-state type.

Opaque ID Opague LSA ID number.

Advertising Router

Advertising router ID.

LS Seq Number Link-state sequence number that detects old or duplicate link state
advertisements (LSAS).

Checksum Fletcher checksum of the complete contents of the LSA.

Length Length (in bytes) of the LSA.

Fragment number

Arbitrary value used to maintain multiple traffic engineering LSASs.

MPLS TE router ID

Unigue MPLS traffic engineering ID.

Link ID Index of the link being described.
Interface Address Address of the interface.
Related Commands = Command Description

mplstraffic-eng area

Configures a router running OSPF MPLS to flood traffic
engineering for an indicated OSPF area.

mpls traffic-eng router-id

Specifiesthat the traffic engineering router identifier for the nodeis
the 1P address associated with a given interface.

show ip ospf mplstraffic-eng

Providesinformation about the links avail able on the local router for
traffic engineering.
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show ip ospf mpls Idp interface

To display information about interfaces belonging to an Open Shortest Path First (OSPF) process that is
configured for Multiprotocol Label Switching (MPLS) Label Distribution Protocol (LDP) Interior
Gateway Protocol (IGP), use the show ip ospf mplsldp interface command in privileged EXEC mode.

show ip ospf [process-id] mpls Idp interface [interface]

Syntax Description

Command Modes

process-id (Optional) Process ID. Includes information only for the specified routing
process.
interface (Optional) Defines the interface for which MPLS LDP-IGP synchronization

information is displayed.

Privileged EXEC

Command History

Usage Guidelines

Examples

Release Modification

12.0(30)S This command was introduced.

12.3(140)T This command was integrated into Cisco |10S Release 12.3(14)T.
12.2(33)SRB This command was integrated into Cisco 10S Release 12.2(33)SRB.
12.2(33)SB This command was integrated into Cisco 10S Release 12.2(33)SB.

This command shows MPL S LDP-IGP synchronization information for specified interfaces or OSPF
processes. |f you do not specify an argument, information is displayed for each interface that was
configured for MPLS L DP-IGP synchronization.

The following is sample output from the show ip ospf mplsldp inter face command:
Rout er# show i p ospf npls Idp interface

Seriall/2.4
Process ID 2, Area O
LDP is configured through LDP autoconfig
LDP-1 GP Synchroni zation : Not required
Hol ddown tiner is disabled
Interface is up

Serial 1/2.11
Process ID 6, VRF VFRL, Area 2
LDP is configured through LDP autoconfig
LDP-1 GP Synchroni zation : Not required
Hol ddown tiner is disabled
Interface is up

Et hernet 2/ 0
Process ID 1, Area O
LDP is configured through LDP autoconfig
LDP-1 GP Synchroni zation : Required
Hol ddown tinmer is configured : 1 nsecs
Hol ddown tinmer is not running
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show ip ospf mpls Idp interface

Interface is up

Loopbackl
Process ID 1, Area O
LDP is not configured through LDP autoconfig
LDP-1 GP Synchroni zation : Not required
Hol ddown timer is disabled
Interface is up

Seriall/2.1
Process ID 1, Area 10.0.1.44
LDP is configured through LDP autoconfig
LDP-1 GP Synchroni zation : Required
Hol ddown timer is configured : 1 nsecs
Hol ddown timer is not running
Interface is up

Table 42 describes the significant fields shown in the display.

Table 42 show ip ospf mpls Idp interface Field Descriptions
Field Description
Process ID The number of the OSPF process to which the interface belongs.
Area The OSPF area to which the interface belongs.
LDPis configured The means by which LDP was configured on the interface. LDP can be
through configured on the interface by the mplsip or mpls|dp command.
LDP-1IGP Indicates whether MPL S LDP-IGP synchronization was enabled on this
Synchronization interface.
Holddown timer Indicates whether the hold-down timer was specified for this interface.
Related Commands  Command Description
debug mpls|dp igp sync Displays events related to MPLS LDP-IGP
synchroni zation.
show mpls|dp igp sync Displaysthe status of the MPL S L DP-1GP synchronization
process.
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show ip ospf mpls traffic-eng

To display information about the links available on the local router for traffic engineering, use the show
ip ospf mpls traffic-eng command in user EXEC or privileged EXEC mode.

show ip ospf [process-id [area-id] mplstraffic-eng [link] | fragment]

Syntax Description process-id (Optional) Internal identification number that is assigned locally when the
OSPF routing process is enabled. The value can be any positive integer.
area-id (Optional) Area number associated with OSPF.
link (Optional) Provides detailed information about the links over which traffic
engineering is supported on the local router.
fragment (Optional) Provides detailed information about the traffic engineering

fragments on the local router.

Defaults No default behavior or values.

Command Modes User EXEC
Privileged EXEC

Command History Release Modification
12.0S This command was introduced.
12.1(3)T This command was integrated into Cisco 10S Release 12.1(3)T.
12.0(10)ST This command was integrated into Cisco 10S Release 12.0(10)ST.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Examples The following is sample output from the show ip ospf mpls traffic-eng command:
Rout er# show i p ospf npls traffic-eng |ink

OSPF Router with ID (10.0.0.1) (Process ID 1)
Area 0 has 2 MPLS TE links. Area instance is 14.

Li nks in hash bucket 8.
Link is associated with fragnent 1. Link instance is 14
Li nk connected to Point-to-Point network
Link ID:197.0.0.1
Interface Address :172.16.0.1
Nei ghbor Address :172.16.0.2
Adm n Metric :97
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show ip ospf mpls traffic-eng W

Maxi num bandwi dt h : 128000
Maxi mum reservabl e bandwi dt h : 250000

Nurmber of Priority :8
Priority 0 :250000
Priority 2 :250000
Priority 4 :250000
Priority 6 :250000
Affinity Bit :0x0

Priority 1 :250000
Priority 3 :250000
Priority 5 :250000
Priority 7 :212500

Link is associated with fragnent 0. Link instance is 14
Li nk connected to Broadcast network

Link 1D :192.168.1.2

Interface Address :192.168.1.1
Nei ghbor Address :192.168.1.2

Admin Metric :10

Maxi mum bandwi dt h : 1250000
Maxi mum reservabl e bandw dt h : 2500000

Nurmber of Priority :8
Priority 0 :2500000
Priority 2 :2500000
Priority 4 :2500000
Priority 6 :2500000
Affinity Bit :0x0

Priority 1 :2500000
Priority 3 :2500000
Priority 5 :2500000
Priority 7 :2500000

Table 43 describes the significant fields shown in the display.

Table 43 show ip ospf mpls traffic-eng Field Descriptions
Field Description

OSPF Router with ID Router identification number.
Process ID OSPF process identification.

Areainstance

Number of times traffic engineering information or any link
changed.

Link instance Number of times any link changed.

Link ID Link-state ID.

Interface Address Local 1P address on the link.

Neighbor Address IP address that is on the remote end of the link.
Admin Metric Traffic engineering link metric.

M aximum bandwidth

Bandwidth set by the bandwidth interface command in the
interface configuration mode.

M aximum reservabl e bandwidth

Bandwidth available for traffic engineering on thislink. Thisvalue
issetintheip rsvp command in the interface configuration mode.

Number of priority

Number of priorities that are supported.

Priority Bandwidth (in bytes per second) that is available for traffic
engineering at certain priorities.
Affinity Bit Affinity bits (color) assigned to the link.
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show ip protocols vrf

To display the routing protocol information associated with aVirtual Private Network (VPN) routing and
forwarding (VRF) instance, use the show ip protocolsvrf command in user EXEC or privileged EXEC
mode.

show ip protocols vrf vrf-name summary

Syntax Description

Command Modes

vrf-name Name assigned to a VRF.
summary Displays the routing protocol information in summary format.
User EXEC

Privileged EXEC

Command History

Usage Guidelines

Examples

Release Modification

12.05)T This command was introduced.

12.0(21)ST This command was integrated into Cisco 10S Release 12.0(21)ST.
12.0(22)S The summary keyword was added. EIGRP VRF support was added.
12.2(13)T This command was integrated into Cisco |10S Release 12.2(13)T.
12.2(18)S This command was integrated into Cisco 10S Release 12.2(18)S.
12.2(27)SBC This command was integrated into Cisco 10S Release 12.2(27)SBC.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.25X This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Use this command to display routing information associated with aVRF.

The following example shows information about a VRF named vpnl.:

Rout er# show i p protocols vrf vpnl

Routing Protocol is "bgp 100"
Sendi ng updates every 60 seconds, next due in O sec
Qut goi ng update filter list for all interfaces is
Incom ng update filter list for all interfaces is
| GP synchronization is disabled
Aut omatic route summarization is disabled
Redi stri buting: connected, static
Routing for Networks:
Routing I nformation Sources:

Gat eway Di st ance Last Update
10.13.13.13 200 02: 20: 54
10.18.18.18 200 03: 26: 15

Di st ance: external 20 internal 200 |ocal 200
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Table 44 describes the significant fields shown in the display.

Table 44 show ip protocols vrf Field Descriptions

Field Description

Gateway Displays the | P address of the router identifier for all routersin the

network.

Distance Displays the metric used to access the destination route.

Last Update Displays the last time the routing table was updated from the source.
Related Commands = Command Description

show ip vrf Displays the set of defined VRFs and associated interfaces.
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show Ip route

To display the current state of the routing table, use the show ip route command in user EXEC or

privileged EXEC mode.

show ip route[ip-address[mask] [longer -pr efixes] | protocol [process-id] | list [access-list-number
| access-list-name] | static download]

Syntax Description

ip-address (Optional) Address about which routing information should be
displayed.
mask (Optional) Argument for a subnet mask.

longer-prefixes

(Optional) Specifies that only routes matching the ip-address and
mask pair should be displayed.

rotocol (Optional) The name of a routing protocol, or the keyword

p p gp ey
connected, mobile, static, or summary. If you specify a routing
protocol, use one of the following keywords: bgp, hello, eigrp, isis,
odr, ospf, and rip.

process-id (Optional) The number used to identify a process of the specified
protocol.

list (Optional) The list keyword is required to filter output by an access

list name or number.

access-list-number

(Optional) Filters the displayed output from the routing table based
on the specified access list name.

access-list-name

(Optional) Filters the displayed output from the routing table based
on the specified access list number.

static (Optional) All static routes.
download (Optional) The route installed using the AAA route download
function. This keyword is used only when AAA is configured.
Command Modes User EXEC
Privileged EXEC
Command History Release Modification
9.2 This command was introduced.
10.0 The “D—EIGRP, EX—EIGRP, N1—OSPF NSSA external type 1 route” and
“N2—OSPF NSSA external type 2 route” codes were added to the command
output.
10.3 The process-id argument was added.
11.0 The longer-prefixes keyword was added.
11.1 The “U—per-user static route” code was added to the command output.
11.2 The “o—on-demand routing” code was added to the command output.

12.2(33)SRA

This command was integrated into Cisco 10S Release 12.2(33)SRA.
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showiproute W

Release Modification

11.3 The output from the show ip route ip-address command was enhanced to
display the origination of an IProutein Intermediate System-to-1ntermediate
System (1S-1S) networks.

12.0(0)T The “M—mobile” code was added to the command output.

12.03)T The “P—periodic downloaded static route” code was added to the command
output.

12.04)T The “ia—IS-1S’ code was added to the command output.

12.2(2)T The output from the show ip route ip-address command was enhanced to
display information on the multipaths to the specified network.

12.2(13)T The egp and igrp arguments were removed because the exterior gateway

protocol (EGP) and the Interior Gateway Routing Protocol (IGRP) are no
longer available in Cisco |OS software.

12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.
12.2(14)SX This command was integrated into Cisco 10S Release 12.2(14)SX.
12.3(2)T The output was enhanced to display route tag information.

12.3(8)T The output was enhanced to display static routes using DHCP.
12.2(27)SBC This command was integrated into Cisco 10S Release 12.2(27)SBC.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.

Usage Guidelines The show ip route static download command provides away to display all dynamic static routes with
name and distance information, including active and inactive ones. You can display all active dynamic
static routes with both the show ip route and show ip route static commands after these active routes
are added in the main routing table.

Examples Routing Table Examples

The following examples show the standard routing tables displayed by the show ip route command. Use
the codes displayed at the beginning of each report and the information in Table 45 to understand the
type of route.

The following is sample output from the show ip route command when entered without an address:

Router# show ip route

Codes: R - RIP derived, O - OSPF derived,
C - connected, S - static, B - BGP derived,
* - candidate default route, |A - OSPF inter area route,
i - 1S 1S derived, ia - I1S-1S, U- per-user static route,
0 - on-denand routing, M- nobile, P - periodic dowl oaded static route,
D - EIGRP, EX - EIGRP external, El - OSPF external type 1 route,
E2 - OSPF external type 2 route, N1 - OSPF NSSA external type 1 route,
N2 - OSPF NSSA external type 2 route

Gateway of last resort is 10.119.254.240 to network 10.140.0.0

O E2 10.110.0.0 [160/5] via 10.119.254.6, 0:01:00, Ethernet2

E 10. 67.10.0 [200/128] via 10.119.254.244, 0:02:22, Ethernet2
O E2 10.68.132.0 [160/5] via 10.119.254.6, 0:00:59, Ethernet2

O E2 10.130.0.0 [160/5] via 10.119.254.6, 0:00:59, Ethernet2

E 10.128.0.0 [200/128] via 10.119.254.244, 0:02:22, Ethernet2
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show ip route

10.141.0.0 [200/129] via 10.119.254.240, 0:02:22, Ethernet2
10.140.0.0 [200/129] via 10.119.254.240, 0:02:23, Ethernet2

E 10.129.0.0 [200/129] via 10.119.254.240, 0:02:22, Ethernet2
E 10.65.129.0 [200/128] via 10.119.254.244, 0:02:22, Ethernet2
E 10.10.0.0 [200/128] via 10.119.254.244, 0:02:22, Ethernet2

E 10.75.139.0 [200/129] via 10.119.254.240, 0:02:23, Ethernet2
E 10. 16.208.0 [200/128] via 10.119.254.244, 0:02:22, Ethernet2
E 10. 84.148.0 [200/129] via 10.119.254.240, 0:02:23, Ethernet2
E 10.31.223.0 [200/128] via 10.119.254.244, 0:02:22, Ethernet2
E 10. 44.236.0 [200/129] via 10.119.254.240, 0:02:23, Ethernet2
E

E

The following is sample output that includes 1S-1S Level 2 routes learned:

Rout er# show i p route

Codes: R - RIP derived, O - OSPF derived
C - connected, S - static, B - BGP derived
* - candidate default route, |A - OSPF inter area route
i - 1S 1S derived, ia - I1S-1S, U- per-user static route
o0 - on-denand routing, M- mobile, P - periodic downl oaded static route
D - EIGRP, EX - EICGRP external, El - OSPF external type 1 route
E2 - OSPF external type 2 route, Nl - OSPF NSSA external type 1 route
N2 - OSPF NSSA external type 2 route

Gateway of last resort is not set

10.89.0.0 is subnetted (mask is 255.255.255.0), 3 subnets
C 10. 89.64. 0 255.255.255.0 is possibly down,
routing via 0.0.0.0, EthernetO
i L2 10.89.67.0 [115/20] via 10.89.64.240, 0:00:12, EthernetO
i L2 10.89.66.0 [115/20] via 10.89.64.240, 0:00:12, EthernetO

Thefollowing is sample output using the longer -pr efixes keyword. When the longer -pr efixes keyword
isincluded, the address and mask pair becomes the prefix, and any address that matches that prefix is
displayed. Therefore, multiple addresses are displayed.

In the following example, the logical AND operation is performed on the source address 10.0.0.0 and
the mask 10.0.0.0, resulting in 10.0.0.0. Each destination in the routing table is also logically ANDed
with the mask and compared to that result of 10.0.0.0. Any destinations that fall into that range are
displayed in the output.

Router# show ip route 10.0.0.0 10.0.0.0 | onger-prefixes

Codes: R - RIP derived, O - OSPF derived
C - connected, S - static, B - BGP derived
* - candidate default route, 1A - OSPF inter area route
i - 1S 1S derived, ia - 1S-1S, U- per-user static route
o0 - on-denand routing, M- nobile, P - periodic downl oaded static route
D - EIGRP, EX - EIGRP external, El - OSPF external type 1 route
E2 - OSPF external type 2 route, N1 - OSPF NSSA external type 1 route
N2 - OSPF NSSA external type 2 route

Gateway of last resort is not set

10.134.0.0 is directly connected, EthernetO
10.10.0.0 is directly connected, EthernetO
10.129.0.0 is directly connected, EthernetO
10.128.0.0 is directly connected, EthernetO

N Oununuunnnuon

10.49.246.0 is directly connected, EthernetO
10.160.97.0 is directly connected, EthernetO
10.153.88.0 is directly connected, EthernetO
10.76.141.0 is directly connected, EthernetO
10.75.138.0 is directly connected, EthernetO
10.44.237.0 is directly connected, EthernetO
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showiproute W

31.222.0 is directly connected, EthernetO
16.209.0 is directly connected, EthernetO

145
141
138
128

19.0.0 255.

10

.0.0is
.0.0is
.0.0is
.0.0is

19.64.0

directly connected, EthernetO
directly connected, EthernetO
directly connected, EthernetO
directly connected, EthernetO
255.255.0 is subnetted, 1 subnets
is directly connected, EthernetO

69.0.0 is variably subnetted, 2 subnets, 2 nasks
10. 69. 232. 32 255.255.255.240 is directly connected, EthernetO
10.69.0.0 255.255.0.0 is directly connected, EthernetO

The following examples display all downloaded static routes. A P designates which route was installed
using AAA route download.

Router# show ip route

connected, S - static, R- RIP, M- nobile, B - BGP

El GRP, EX - EIGRP external, O- OSPF, IA - OSPF inter area

OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

OSPF external type 1, E2 - OSPF external type 2

IS-1S, L1 - IS IS level-1, L2 - IS 1S level-2, * - candidate default

per - user
traffic engineered route

static route, o - ODR, P - periodic downl oaded static route

last resort is 172.21.17.1 to network 0.0.0.0

172.31.0.0/32 is subnetted, 1 subnets

172.31.229.41 is directly connected, Dialerl 20.0.0.0/24 is subnetted, 3 subnets
10.1.1.0 [200/0] via 172.31.229.41, Dialerl

10.1.3.0 [200/0] via 172.31.229.41, Dialerl

Codes: C -
D -
N1 -
E1l -
i -
U -
T -

Gat eway of

P

P

P

P

10.1.2.0 [200/0] via 172.31.229.41, Dialerl

Router# show ip route static

TwnVwwWwWwTVTO

*

VYT TUTTOLLOO®W

172

172
10
10
172

.27
172
172
.31
0.0
0.0
.21

172.
172.
172.
172.

.4.0/8 is variably subnetted, 2 subnets, 2 masks
.16.1.1/32 is directly connected, BRI O
.27.4.0/8 [1/0] via 10.1.1.1, BRIO

.0.0/16
.0/8 is
.0/8 is
.0.0/16

10.0.0.0/8 is
10.1.0.0/8 is
10.2.2.0/8 is
0.0.0.0/0 [1/0] via 172.21.114.65, EthernetO

172.29.0.0/16 [1/0] via 172.21.114.65, EthernetO

21.114.
21.114.
21.114.
21.114.

[1/0] via 172.21.114.65, EthernetO
directly connected, BRIO

directly connected, BRI O

is variably subnetted, 5 subnets, 2 masks
201/32 is directly connected, BRI O
205/32 is directly connected, BRI O
174/32 is directly connected, BRI O
12/32 is directly connected, BRI O
directly connected, BRI O

directly connected, BRI O

directly connected, BRIO

The following example shows how to use the show ip route static download command to display all
active and inactive routes installed using AAA route download:

Router# show ip route static downl oad

Connectivity: A - Active, | - Inactive
A 10.10.0.0 255.0.0.0 BRIO

A 10.11.0.0 255.0.0.0 BRIO

A 10.12.0.0 255.0.0.0 BRI O

A 10.13.0.0 255.0.0.0 BRIO

| 10.20.0.0 255.0.0.0 172.21.1.1
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[ 10.22.0.0 255.0.0.0 Serial0
[ 10.30.0.0 255.0.0.0 Serial0
[ 10.31.0.0 255.0.0.0 Seriall
[ 10.32.0.0 255.0.0.0 Seriall
A 10.34.0.0 255.0.0.0 192.168.1.1
A 10.36. 1.1 255. 255, 255. 255 BRI 0 200 nane renptel
[ 10.38. 1.9 255. 255, 255. 0 192. 168. 69. 1
Table 45 show ip route Field Descriptions
Field Description
(0] Indicates the protocol that derived the route. It can be one of the following
values:
R—Routing Information Protocol (RIP) derived
O—Open Shortest Path First (OSPF) derived
C—connected
S—static
B—Border Gateway Protocol (BGP) derived
D—Enhanced Interior Gateway Routing Protocol (EIGRP)
EX—EIGRP external
i—IS-1S derived
ia—ISIS
M—mobile
P—periodic downloaded static route
U—per-user static route
o—on-demand routing
E2 Type of route. It can be one of the following values:
*—Indicates the last path used when a packet was forwarded. It pertains only
to the nonfast-switched packets. However, it does not indicate which path will
be used next when forwarding a nonfast-switched packet, except when the paths
are equal cost.
|A—OSPF interarea route
E1—OSPF external type 1 route
E2—OSPF external type 2 route
L1—IS-ISLevel 1route
L2—IS-IS Level 2 route
N1—OSPF not-so-stubby area (NSSA) external type 1 route
N2—OSPF NSSA external type 2 route
10.110.0.0 Indicates the address of the remote network.
[160/5] The first number in the brackets is the administrative distance of the
information source; the second number is the metric for the route.
via 10.119.254.6 Specifies the address of the next router to the remote network.
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Table 45 show ip route Field Descriptions (continued)

Field Description

0:01:00 Specifies the last time the route was updated (in hours: minutes.seconds).
Ethernet2 Specifies the interface through which the specified network can be reached.

Specific Route Information

When you specify that you want information about a specific network displayed, more detailed statistics
are shown. The following is sample output from the show ip route command when entered with the
IP address 10.0.0.1:

Router# show ip route 10.0.0.1

Routing entry for 10.0.0.1/32
Known via “isis”, distance 115, nmetric 20, type level-1
Redi stributing via isis
Last update from 10.191. 255. 251 on Fddi 1/0, 00:00: 13 ago
Routi ng Descriptor Bl ocks:
* 10.22.22.2, from 10.191. 255. 247, via Serial2/3
Route netric is 20, traffic share count is 1
10. 191. 255. 251, from 10.191. 255. 247, via Fddi 1/0
Route netric is 20, traffic share count is 1

When an I1S-IS router advertises its link-state information, it includes one of its own | P addresses to be
used asthe originator 1P address. When other routers calcul ate | P routes, they can store the originator 1P
address with each route in the routing table.

The example above shows the output from the show ip route command when looking at an IP route
generated by 1S-1S. Each path that is shown under the Routing Descriptor Blocks report displays two IP
addresses. Thefirst address (10.22.22.2) isthe next hop address. The second is the originator | P address
from the advertising IS-1S router. This address hel ps you determine where a particular 1P route has
originated in your network. In the example the route to 10.0.0.1/32 was originated by a router with IP
address 10.191.255.247.

Table 46 describes the significant fields shown when using the show ip route command with an IP
address.

Table 46 show ip route with IP Address Field Descriptions

Field Description

Routing entry for 10.0.0.1/32 Network number and mask.

Known via... Indicates how the route was derived.

Tag Integer that is used to implement the route.

type Indicates the IS-1S route type (Level 1 or Level 2).

Redistributing via... Indicates the redistribution protocol.

Last update from 10.191.255.251 Indicates the I P address of arouter that is the next hop to the
remote network and the router interface on which the last
update arrived.

Routing Descriptor Blocks: Displays the next hop | P address followed by the information
source.

Route metric This value is the best metric for this routing descriptor block.

traffic share count Number of uses for this routing descriptor block.

I January 2010

Cisco 10S Multiprotocol Label Switching Command Reference
MP-499



M show ip route

Thefollowing is sample output using the longer -pr efixes keyword. When the longer -pr efixes keyword
isincluded, the address and mask pair becomes the prefix, and any address that matches that prefix is

displayed. Therefore, multiple addresses are displayed.

In the following example, the logical AND operation is performed on the source address 10.0.0.0 and
the mask 10.0.0.0, resulting in 10.0.0.0. Each destination in the routing table is also logically ANDed
with the mask and compared to that result of 10.0.0.0. Any destinations that fall into that range are

displayed in the output.
Rout er# show ip route 10.0.0.0 10.0.0.0 | onger-prefixes

Codes: R - RIP derived, O - OSPF derived
C - connected, S - static, B - BGP derived

* - candidate default route, 1A - OSPF inter area route
i - 1S 1S derived, ia - I1S-1S, U- per-user static route
0 - on-denmand routing, M- mobile, P - periodic downl oaded static route
D - EIGRP, EX - EIGRP external, El - OSPF external type 1 route

E2 - OSPF external type 2 route, N1 - OSPF NSSA externa

N2 - OSPF NSSA external type 2 route

Gateway of last resort is not set

S 10.134.0.0 is directly connected, EthernetO

S 10.10.0.0 is directly connected, EthernetO

S 10.129.0.0 is directly connected, EthernetO

S 10.128.0.0 is directly connected, EthernetO

S 10.49.246.0 is directly connected, EthernetO

S 10.160.97.0 is directly connected, EthernetO

S 10.153.88.0 is directly connected, EthernetO

S 10.76.141.0 is directly connected, EthernetO

S 10.75.138.0 is directly connected, EthernetO

S 10.44.237.0 is directly connected, EthernetO

S 10.31.222.0 is directly connected, EthernetO

S 10.16.209.0 is directly connected, EthernetO

S 10.145.0.0 is directly connected, EthernetO

S 10.141.0.0 is directly connected, EthernetO

S 10.138.0.0 is directly connected, EthernetO

S 10.128.0.0 is directly connected, EthernetO
10.19.0.0 255.255.255.0 is subnetted, 1 subnets

C 10.19.64.0 is directly connected, EthernetO
10.69.0.0 is variably subnetted, 2 subnets, 2 nasks

C 10. 69. 232. 32 255. 255.255.240 is directly connected, EthernetO

S 10.69.0.0 255.255.0.0 is directly connected, EthernetO

type 1 route

The following output includes the tag 120 applied to the route 10.22.0.0/16. You must specify an IP

prefix in order to see the tag value.
Router# show ip route 10.22.0.0

Routing entry for 10.22.0.0/16
Known via “isis”, distance 115, netric 12
Tag 120, type level-1
Redi stributing via isis
Last update from 172.19.170.12 on Ethernet2, 01:29:13 ago
Routi ng Descriptor Bl ocks
* 172.19.170.12, from 10.3.3.3, via Ethernet2
Route netric is 12, traffic share count is 1
Route tag 120
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Static Routes Using a DHCP Gateway Examples

The following example shows that 1P route 10.8.8.0 is directly connected to the Internet and is the
next-hop (option 3) default gateway. Routes 10.1.1.1[1/0], 10.3.2.1[24/0], and 172.2.2.2[1/0] are static,
and route 10.0.0.0/0 is a default route candidate.

Router# show ip route

Codes: C - connected, S - static, R- RIP, M- mobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S, su- IS1S sumary, L1 - IS-ISlevel-1, L2 - IS-1S level-2
ia- IS ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route

Gateway of last resort is 10.0.19.14 to network 0.0.0.0

10.0.0.0/24 is subnetted, 1 subnets

C 10.8.8.0 is directly connected, Ethernetl
10.0.0.0/32 is subnetted, 1 subnets

S 10.1.1.1 [1/0] via 10.8.8.1
10.0.0.0/32 is subnetted, 1 subnets

S 10.3.2.1 [24/0] via 10.8.8.1

172.16.0.0/32 is subnetted, 1 subnets

S 172.2.2.2 [1/0] via 10.8.8.1
10.0.0.0/28 is subnetted, 1 subnets

C 10.0.19.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets

C 10.15.15.0 is directly connected, LoopbackO

S* 10.0.0.0/0 [1/0] via 10.0.19.14

Related Commands  Command Description
show dialer Displays general diagnostic information for interfaces configured for
DDR.
show interfaces tunnel Displays alist of tunnel interface information.

show ip route summary Displays the current state of the routing table in summary format.
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show ip route vrf

To display the I P routing table associated with a Virtual Private Network (VPN) routing and forwarding
(VRF) instance, use the show ip route vrf command in user EXEC or privileged EXEC mode.

show ip route vrf vrf-name [connected] [protocol [as-number] [tag] [output-modifiers]] [ip-prefix]
[list number [output-modifiers]] [profil€] [static [output-modifiers]] [summary
[output-modifiers]] [supernets-only [output-modifiers]]

Syntax Description

vrf-name Name assigned to the VRF.

connected (Optional) Displays all connected routesin aVRF.

protocol (Optional) To specify arouting protocol, use one of the following
keywords: bgp, egp, eigrp, hello, igrp, isis, ospf, or rip.

as-number (Optional) Autonomous system number.

tag (Optional) Cisco |OS routing area label.

output-modifiers

(Optional) For alist of associated keywords and arguments, use
context-sensitive help.

ip-prefix (Optional) Specifies a network to display.

list number (Optional) Specifies the I P access list to display.
profile (Optional) Displays the I P routing table profile.
static (Optional) Displays static routes.

summary (Optional) Displays a summary of routes.

supernets-only

(Optional) Displays supernet entries only.

Command Modes User EXEC
Privileged EXEC
Command History Release Modification
12.0(5)T This command was introduced.
12.2(2)T The ip-prefix argument was added. The output from the show ip route vrf
vrf-name ip-prefix command was enhanced to display information on the
multipaths to the specified network.
12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.
12.0(22)S Enhanced Interior Gateway Routing Protocol (EIGRP) VRF support was
added.
12.2(15)T EIGRP VRF support was integrated into Cisco |OS Release 12.2(15)T.
12.2(18)S EIGRP VRF support was integrated into Cisco |0S Release 12.2(18)S.

12.2(27)SBC

This command was integrated into Cisco 10S Release 12.2(27)SBC.

12.2(33)SRA

This command was integrated into Cisco 10S Release 12.2(33)SRA.

12.2(33)SXH

The output was enhanced to display remote label information and
corresponding MPL S flags for prefixes that have remote labels stored in the
Routing Information Base (RIB).
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Usage Guidelines This command displays specified information from the IP routing table of aVRF.

Examples This example shows the | P routing table associated with the VRF named vrfl:

Rout er# show ip route vrf vrfl

Codes: C - connected, S - static, | - IGRP, R- RIP, M- npobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S, L1 - IS 1S level-1, L2 - IS-1Slevel-2, * - candidate default
U - per-user static route, o - ODR
T - traffic engineered route

Gateway of last resort is not set

10.0.0.0/8 [200/0] via 10.13.13.13, 00:24:19
10.0.0.0/8 is directly connected, Ethernetl/3
10.0.0.0/8 [20/0] via 10.0.0.1, 02:10:22
10.0.0.0/8 [200/0] via 10.13.13.13, 00:24:20

TWO®

This example shows BGP entries in the IP routing table associated with the VRF named vrf1:

Router# show ip route vrf vrfl bgp

B 10.0.0.0/8 [200/0] via 10.13.13.13, 03:44:14
B 10.0.0.0/8 [20/0] via 10.0.0.1, 03:44:12
B 10.0.0.0/8 [200/0] via 10.13.13.13, 03:43:14

This example shows the I P routing table associated with a VRF named PATH and network 10.22.22.0:
Router# show ip route vrf PATH 10.22.22.0

Routing entry for 10.22.22.0/24
Known via "bgp 1", distance 200, netric O
Tag 22, type internal
Last update from 10.22.5.10 00: 01: 07 ago
Routi ng Descriptor Bl ocks:
* 10.22.7.8 (Default-1P-Routing-Table), from 10.11.3.4, 00:01: 07 ago
Route netric is 0, traffic share count is 1
AS Hops 1
10.22.1.9 (Default-1P-Routing-Table), from 10.11.1.2, 00:01:07 ago
Route netric is 0, traffic share count is 1
AS Hops 1
10.22.6.10 (Default-1P-Routing-Table), from 10.11.6.7, 00:01:07 ago
Route netric is 0, traffic share count is 1
AS Hops 1
10.22.4.10 (Default-I1P-Routing-Table), from 10.11.4.5, 00:01: 07 ago
Route netric is 0, traffic share count is 1
AS Hops 1
10.22.5.10 (Default-IP-Routing-Table), from 10.11.5.6, 00:01: 07 ago
Route netric is 0, traffic share count is 1
AS Hops 1
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Table 47 describes the significant fields shown when the show ip route vr f vrf-name i p-prefix command

isused.
Table 47 show ip route vrf Field Descriptions
Field Description

Routing entry for 10.22.22.0/24

Network number.

Knownvia...

Indicates how the route was derived.

distance Administrative distance of the information source.
metric The metric to reach the destination network.

Tag Integer that is used to implement the route.

type Indicates that the route is an L1 type or L2 type route.

Last update from 10.22.5.10

Indicates the | P address of arouter that is the next hop to the
remote network and the router interface on which the last
update arrived.

00:01:07 ago

Specifies the last time the route was updated (in
hours:minutes:seconds).

Routing Descriptor Blocks:

Displays the next hop | P address followed by the information
source.

10.22.6.10, from 10.11.6.7, 00:01:07
ago

Indicates the next hop address, the address of the gateway that
sent the update, and the time that has el apsed since this update
was received (in hours:minutes:seconds).

Route metric

This value is the best metric for this routing descriptor block.

traffic share count

Number of uses for this routing descriptor block.

AS Hops

Number of hops to the destination or to the router where the
route first entersinternal BGP (iBGP).

Example of Output Using the Cisco 10S Software Modularity for Layer 3 VPNs Feature

The following is sample output from the show ip route vrf command on routers using the Cisco 10S
Software Modularity for Layer 3 VPNSs feature. The output includes remote label information and
corresponding MPLS flags for prefixes that have remote labels stored in the RIB, if BGP is the label

distribution protocol:

Router# show ip route vrf v2 10.2.2.2

Routing entry for 10.2.2.2/32
Known via "bgp 1",
Redi stributing via ospf 2
Advertised by ospf 2 subnets

di stance 200, netric O,

type internal

Last update from 10.0.0.4 00:22: 59 ago

Routi ng Descri ptor Bl ocks:

* 10.0.0.4 (Default-IP-Routing-Table),
traffic share count is 1

Route netric is O,

AS Hops 0O
MPLS | abel : 1300
MPLS Fl ags: MPLS Required

from 10.0.0.31, 00:22:59 ago
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Table 48 describes the significant fields shown in the display.

Table 48 show ip route vrf Field Descriptions

Field Description

MPLS label Displaysthe BGP prefix from the BGP peer. The output shows one of thefollowing
values:

e A label value (16 - 1048575)
e A reserved label value, such as explicit-null or implicit-null
e Theword “none” if no label is received from the peer
The MPLS label field does not display if any of the following conditionsis true:

e BGPisnot the LDP. However, OSPF prefixes learned via sham link display an
MPLS label.

e MPLSis nhot supported.

e Theprefix wasimported from another VRF, where the prefix was an | GP prefix
and LDP provided the remote label for it.

MPLS Flags The name of one of the following MPLS flagsis displayed if any is set:

¢ MPLSRequired—Packets are forwarded to this prefix becausethe MPL Slabel
stack ispresent. If MPLS isdisabled in the outgoing interface, the packets are
dropped.

¢ No Global—MPLS packets for this prefix are forwarded from the VRF
interface, not from the interface in global table. Using the VRF interface
prevents loops in scenarios that use ieBGP multipath.

e NSF—The prefix isfrom an NSF-aware neighbor. If the routing information
temporarily disappears due to a disruption in the control plane, packetsfor this
prefix are preserved.

Related Commands  Command Description
show ip cache Displays the Cisco Express Forwarding table associated with a VRF.
show ip vrf Displays the set of defined VRFs and associated interfaces.
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show ip rsvp fast bw-protect

To display information about whether backup bandwidth protection is enabled and the status of backup
tunnels that may be used to provide that protection, use the show ip rsvp fast bw-protect command in
user EXEC or privileged EXEC mode.

Syntax Description

Command Default

Command Modes

show ip rsvp fast bw-protect

This command has no arguments or keywords.

The backup bandwidth protection and backup tunnel status information is not displayed.

User EXEC

Privileged EXEC

Command History

Examples

Release Modification

12.0(29)S This command was introduced.

12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in aspecific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

The following is sample output from the show ip rsvp fast bw-protect command:

Rout er# show ip rsvp fast bw protect

Prinmary

Tunnel

PRAB- 72-5_t 500
PRAB- 72-5_t 601
PRAB- 72-5_t 602
PRAB- 72-5_t 603
PRAB- 72-5_t 604
PRAB- 72-5_t 605

Protect BW Backup

I/ F BPS: Type Tunnel : Label
PQ2/ 0 500K: S Tu501: 19
PQ2/ 0 103K: S Tu501: 20
PQ2/ 0 70K: S Tu501: 21
PQ2/ 0 99K: S Tu501: 22
P2/ 0 100K: S Tu501: 23
PQ2/ 0 101K: S Tu501: 24

State

Table 49 describes the significant fields shown in the display.

BW P

ON
OFF
ON
ON
OFF
OFF

Type

Nhop
Nhop
Nhop
Nhop
Nhop
Nhop

Table 49 show ip rsvp fast bw-protect Field Descriptions

Field Description

Primary Tunnel Identification of the tunnel being protected.
Protect I/F Interface name.
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Table 49 show ip rsvp fast bw-protect Field Descriptions (continued)
Field Description
BW BPS:Type Bandwidth, in bits per second, and type of bandwidth. Possible values
are:
e S—Subpool
e G—Global pool
Backup Tunnel:L abel I dentification of the backup tunnel.
State Status of backup tunnel. Valid values are:

e Ready—Datais passing through the primary tunnel, but the
backup tunnel is ready to take over if the primary tunnel goes
down.

e Active—The primary tunnel is down, so the backup tunnel isused
for traffic.

e None—There is no backup tunnel.

BW-P Status of backup bandwidth protection. Possible values are ON and
OFF.

Type Type of backup tunnel. Possible values are:

¢ Nhop—Next hop
¢ NNHOP—Next-next hop

Related Commands  Command Description

tunnel mplstraffic-eng fast-reroute bw-protect Enables an MPLS TE tunnel to use an
established backup tunnel in the event of a
link or node failure.
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show ip rsvp fast detail

To display specific information for Resource Reservation Protocol (RSVP) categories, use the show ip

Syntax Description

Command Default

Command Modes

rsvp fast detail command in user EXEC or privileged EXEC mode.

show ip rsvp fast detail

This command has no arguments or keywords.

Specific information for RSV P categories is not displayed.

User EXEC
Privileged EXEC’

Command History

Examples

Release Modification
12.0(24)S This command was introduced
12.0(29)S Bandwidth Prot desired was added in the Flag field of the command output.

12.2(33)SRA

This command was integrated into Cisco 10S Release 12.2(33)SRA.

The following is sample output from the show ip rsvp fast detail command:

Router# show ip rsvp fast detail

PATH:
Tun Dest: 10